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Typographic Conventions

Type Style Description

Example Words or characters quoted from the screen. These include field names, screen titles,
pushbuttons labels, menu names, menu paths, and menu options.
Textual cross-references to other documents.

Example Emphasized words or expressions.

EXAMPLE Technical names of system objects. These include report names, program names,
transaction codes, table names, and key concepts of a programming language when they
are surrounded by body text, for example, SELECT and INCLUDE.

Example Output on the screen. This includes file and directory names and their paths, messages,
names of variables and parameters, source text, and names of installation, upgrade and
database tools.

Example Exact user entry. These are words or characters that you enter in the system exactly as they
appear in the documentation.

<Example> Variable user entry. Angle brackets indicate that you replace these words and characters
with appropriate entries to make entries in the system.

Keys on the keyboard, for example, [F2|or ENTER].
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1 Introduction

You use SAP Cloud Integration to establish the communication with external systems and transfer to them the
electronic documents you have created using the Human Capital Management solutions from SAP for Finland.
This document lists the required setup steps you perform in the SAP ERP or SAP SuccessFactors Employee
Central Payroll and the SAP Cloud Integration tenant so that the integration between the systems works.

The setup steps are typically done by an SAP Cloud Integration consulting team, which is responsible for
configuring the SAP back-end systems and the connection with SAP Cloud Integration. This team may be also
responsible for maintaining the integration content and certificates/credentials on the SAP Cloud Integration
tenant.

1 Note

This document describes functionality that is provided by the Integration Package itself, that is, by the
artifacts that are deployed in the SAP Cloud Integration tenant. It may happen, however, that in the SAP
back-end systems the access to such functionality is only partially implemented. Additionally, it may also
happen that the Vero servers do not provide all services that are described in this document. Please refer
to the relevant SAP back-end systems documentation and to the relevant Vero information, respectively.

For the sake of simplicity in this guide, we mention SAP back-end systems when something refers to both SAP
ERP and SAP SuccessFactors Employee Central Payroll.
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2 Prerequisites

2.1 Installation of KATRE solution

The main SAP Note with the KATRE solution:
+ 2679935 - HRFI: The National Incomes Register project (KATRE)

Caution

Please, make sure that the SAP Cloud Integration is setup as a trusted system (i.e. all certificates are in
place).

1 Note

To configure the SAP Cloud Integration correctly (users, authorizations, etc.), please, refer to the SAP
Help Portal (e.g. https://help.sap.com/viewer/368c481cd6954bdfa5d0435479fd4eaf/Cloud/en-
US/73afb5cff75342a8a8ca3a22f22b5283.html).

2.2 Set Up SAP Cloud Integration Tenants

SAP Cloud Integration test and production tenants are live and users in the tenants have the rights to copy the
integration package and to configure and deploy the integration flows (iFlows).

When your tenants are provisioned, you receive an email with the Tenant Management (TMN) URL. You need this
URL for the configuration of the SAP back-end systems.

To be able to deploy the security content, you must be assigned the AuthGroup.Administrator role.

If you are a first-time user, you must first set up your users (members) and their authorizations in the SAP BTP
Cockpit.

Reporting to the Incomes Register (KATRE) CUSTOMER
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3 SOAMANAGER configuration

SOAManager is a transaction for configuring and monitoring Web Services. It is run in a web browser.

1 Note

Some details (names of tabs etc.) might be slightly different depending on your release version.

3.1 Certificate service

1. Execute the transaction code SOAMANAGER. This opens a new window in your web browser.
2. In the Service Administration tab, click Web Service Configuration link.

SOA Management (HRI;000)

Service Administration Technical Administration Logs and Traces Management Connections Services Registry Monitoring Tools

Identifiable Business Context
Define Identifiable Business Contexts (IBCs)

Identifiable Business Context Reference
Define Identifiable Business Context references (IBC reference)

Design Time Cache
Display central design time cache

‘Web Service Configuration
Configure service definitions, consumer proxies and service groups

Simplified Web Service Configuration
Configure service definitions for Web service consumers with limited capabilities

Logon Data Management
Define logon data used by business scenario configuration

Pending Tasks
Process pending tasks g ted by busii scenario configuration

Local Integration Scenario Configuration
Configure multiple service definitions and service groups supporting change management

Logical Determination of Receiver using ServiceGroups
Define rules for determining receiver IEC reference during service group runtime

Logical Determination of Receiver, Sender, and Authentication using Consumer Factories
Define rules for determining receiver IBC, sender IBC reference and authentication method during consumer factory runtime

Web Service Isolation » .
Tool to izolate service definitions and consumer proxies

Reporting to the Incomes Register (KATRE) CUSTOMER
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3. Thenin the Search Criteria section, type the Object Name CO_HRPAYFIIR_CERTIFICATE_SERVI.

Web Service Configuration (HRI;000)
Configuration Search

~ Search Criteria

Object Type vlis v |[an v ©0

Object Name ~ | contains v [coreavrir cerTF]] ©O

Maximum Number of Results: | 100

Search || Clear Values || Reset Search Criteria

Search Result

Internal Name Name
CO_HRPAYFIIR_CERTIFICATE_SERVI CertificateServicesPoriType

4. Click the Internal name CO_HRPAYFIIR_CERTIFICATE_SERVI.

5. In the Configurations tab, click the Create button and select Manual Configuration

Web Service Configuration (HRI;000)
Details of Consumer Proxy: CO_HRPAYFIIR_CERTIFICATE_SERVI

Overview Configurations Details

Define Logical Ports

| Create‘” Set Log Port Default N Activate Deactivate || Delete
WS5DL Based Configuration
Manual Configuration A

Logical Port

Process Integration Runtime ~

Local Shortcut Configuration

Service Registry Based Configuration
Template Based Configuration

WSDL based Configuration with Template

6. Step 1 - Logical Port name:
o Logical Port Name. CPI_SIGN
Descriptior. CPI port for SignNewCertificate
Web Service Configuration (HRI;000)
New Manual Configuration of Logical Port for Consumer Proxy 'CO_HRPAYFIIR_CERTIFICATE_SERV!'

» B 2 3 4 5 6 4

Logical Port Name Consumer Security HTTPSettings SOAP Protocol Identifiable Business Context Operation Setfings

Back || Next || Finish || Cancel

General Configuration Settings

* Logical Port Mame: | CPI_SIGN

Description: | CPl port for SignNewCertificate operation|
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7. Click Next.
8. Step 2 - Consumer Security:

o Authentication Settings. User ID / Password
o Username:<Cladmin's user name>
o Password:<Cl admin’s password>

Web Service Configuration (HRI;000)

New Manual Configuration of Logical Port for Consumer Proxy 'CO_HRPAYFIIR_CERTIFICATE_SERV!I'

I+ 1 B 3 4 5 6 -4

Logical Port Name Consumer Security HTTPSettings SOAFP Protocol Identifiable Business Context Operation Settings

Back || Next | Finish || Cancel

Configuration of Consumer Settings without WSDL Document. LP=CPI_SIGN
Authentication Level: Basic
Authentication Settings
= User ID / Password
‘SAP Authentication Asseriion Ticket
X.508 SSL Client Certificate

User ID/Password

User Name: | 300000000

Password: ssnsses

9. Click Next.
10. Step 3 - HTTPSettings:

o  URL:<URLto your Cl>/cxf/HCI/PAYROLL/FI/KATRE/SIGN_NEW_CERTIFICATE
o  Proxy:setup the proxy if it's used in your company
o Leave other fields with their default values.

Web Service Configuration (HRI;000)

New Manual Configuration of Logical Port for Consumer Proxy 'CO_HRPAYFIIR_CERTIFICATE_SERVI'

» 1 2 B 4 5 6 4

Logical Port Name Consumer Security HTTPSettings SOAP Protocol Identifiable Business Context Operation Settings

Back || Next || Finish || Cancel

URL Access Path
* URL URL components

*URL:  hitps://c1303-ifimap.hcisb.int sap.hana.ondemand.com:443/cxi/HCI/PAYROLUFI/KATRE/SIGN_NEW_CERTIFICATE

Logon Language: Language of User Context v

Proxy

Name of Proxy Host:

Port Number of Proxy Host
User Name for Proxy Access:
Password of Proxy User.

Transport Binding

Make Local Call No Call in Local System v
* Transport Binding Type SOAP11 v

Maximum Wait for WS Consumer. 0

Optimized XML Transfer: None v

Compress HTTP Message Inactive v

Compress Response: True v

Reporting to the Incomes Register (KATRE)
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11. Click Next.

12. Step 4 - SOAP Protocol:

Message ID Protocol: Suppress ID Transfer
Data transfer scope: Enhanced Data Transfer
o Transfer protocol: Transfer via SOAP header
o  Process Attachments:No

e}

Web Service Configuration (HRI;000)
New Manual Configuration of Logical Port for Consumer Proxy 'CO_HRPAYFIIR_CERTIFICATE_SERVI'

» 1 2 3 B 5 6 -
Logical Port Name Consumer Security HTTPSettings SOAP Protocol Identifiable Business Context Operation Setfings
Back || Next || Finish || Cancel

Message ID (Synchronous)

Message ID Protocol: | Suppress ID Transfer -

Metering of Service Calls

Data transfer scope: Enhanced Data Transfer

Transfer protocol Transfer via SOAP header  ~

Message Attachment Handling

Process Attachments: | No -

13. Click Next.
14. Step 5 - Identifiable Business Context:
o Leaveeverything blank

Web Service Configuration (HRI;000)
New Manual Configuration of Logical Port for Consumer Proxy 'CO_HRPAYFIIR_CERTIFICATE_SERVI'

" 1 2 3 4 5 | 6 -
Logical Port Name Consumer Security HTTPSettings SOAP Protocal Identifiable Business Context Operation Settings

Back | @48 | Finish || Cancel

Identifiable Business Context

Sender IBC Identifier: g
Receiver IBC Idenfifier: g
Suppress sending of IEC |denfifier:

15. Click Next.
16. Step 6 - Operation Settings:
o Leave everything default

Web Service Configuration (HRI;000)
New Manual Configuration of Logical Port for Gonsumer Proxy 'GO_HRPAYFIIR_CERTIFICATE_SERVI'

" -

Logical PortNome  Consummer Securfy  HTTPSefings  SOAP Frolocol  Ideniable Business Conlext  Operation Settings

Back | et || Finish || Cancel

Operaton Transport Binding
I e e
s
e
WS Addressing

Use non-getaut vae for inbound Message Acton

17. Click Finish.

Reporting to the Incomes Register (KATRE)
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Define another two logical ports (repeat points 5 to 17) for this Proxy. The only differences are below:

Port CPI_GET

o Step1l-Logical Port name:
e Logical Port Name. CPI_GET
e Description: CPI port for GetCertificate
o Step 3-HTTPSettings:
e  URL:<URLtoyour CI>/cxf/HCI/PAYROLL/FI/KATRE/GET_CERTIFICATE

Port CPI_RENEW
o Step1- Logical Port name:
e Logical Port Name: CPI_RENEW
e Description: CPI port for RenewCertificate
o Step 3-HTTPSettings:
e URL: <URL to your Cl>/cxf/HCI/PAYROLL/FI/KATRE/RENEW_CERTIFICATE

1 Note

The following chapters describe the same process, only with different values in some of the parameters.

Reporting to the Incomes Register (KATRE) CUSTOMER
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3.2 Wage Report service

Proxy CO_HRPAYFIIR_WAGE_REPORT_PORT

Port CPI_WR
o Step1l-Logical Port name:
e Logical Port Name: CPI_WR
e Description: CPI port for WageReportsTolR
o Step 3-HTTPSettings:
e  URL:<URL toyour Cl>/cxf/HCI/PAYROLL/FI/KATRE/SEND_WAGE_REPORTS

3.3 Status service

Proxy CO_HRPAYFIIR_STATUS_PORT

Port CPI_STATUS
o Step1l-Logical Port name:
e Logical Port Name:CPI_STATUS

e Description: CPI port for StatusRequestTolR
o Step 3-HTTPSettings:

e URL:<URLtoyour Cl>/cxf/HCI/PAYROLL/FI/KATRE/GET_STATUS

3.4 Invalidation service

Proxy CO_HRPAYFIIR_INVALIDATION_PORT

Port CPI_WR

o Step1l-Logical Port name:
e Logical Port Name: CPI_INV
e Description: CPI port for InvalidationsTolR
o Step 3-HTTPSettings:
e URL:<URL to your Cl>/cxf/HCI/PAYROLL/FI/KATRE/SEND_INVALIDATIONS

Reporting to the Incomes Register (KATRE) CUSTOMER
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4 Configuration Steps in SAP Cloud
Integration

1 Note

SAP Cloud Integration (CI) cockpit can be accessed via a link provided with your Cl tenant. Keep in mind
that you need to configure the Test tenant as well as the Productive one (after the testing phase).

4.1 Uploading Certificates to Keystore

You will need two Income Register Certificates for the communication with:
o Incomes Register's Web Services
(for testing e.g. from https://ws-testi-2.tulorekisteri.fi/20170526/WageReportService.svc port 443)
(for production e.g. from https://ws.tulorekisteri.fi/20170526/WageReportService.svc port 443),

o Certificate Service
(for testing https://pkiws-testi.vero.fi/2017/10/CertificateServices port 443)
(for production https://pkiws.vero.fi/2017/10/CertificateServices port 443)

To do so, you have to download the certificates using your Web browser. Just open the address of the web service

(e.g.
https.//ws-testiZ.tulorekisteri. fi/ 20170526,/ WageReportService.svc) and download the certificate from there

4.2 Configuration of iFlows

After you have downloaded the KATRE Integration Package in the Discoversection of the SAP Cloud Integration
cockpit, you have to configure the Integration flows (iFlows) contained in it.

1. In the CI, open the KATRE Integration Package and select the Artifacts section.

2. For every iFlow, click the button Actions and choose Configure.

Reporting to the Incomes Register (KATRE) CUSTOMER
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https://ws-testi-2.tulorekisteri.fi/20170526/WageReportService.svc

Integrations and APls / KATRE Incomes Register Integration Package /

. .
KATRE Incomes Register Integration Package
Submission of Wage reports and related interfaces to Finnish Vendor: SAP Mode: Editable
Incomes Register (KATRE). This package contains: .
1. Wage report service Version: 1.0

2. Status service.
Overview Artifacts (6) Documents (2) Tags
s —Eiltar Astifasts

Copy
O Name Type Version Actions
View metadata
GetCertificate
(J Retrieving a certificate Integration Flow
Unmodified

101 Download

GetDeliveryDataStatus (Configare )
@] Eiﬁf‘;?\ﬁa processing feedback Integration Flow 101 Deploy (14

3. Configure so-called Externalized Parameters according to your preferences (e.g. certificate's Aliases). The
parameters' details are shown in the table below.

Caution

The default values are set up for the Testing environment. In your Productive tenant, you have to
configure these iFlows according to authority's specifications provided for the productive environment.

1 Note

A new configurable field Address was added to the sender tab in the package version 1.0.3. Changing the
default value in this field needs to be reflected in SOAMANAGER configuration — sections 3.1-3.4 (in HTTP
Settings step, use URL to the Cl for each changed iflow as /cxt/<your configured value>),

Reporting to the Incomes Register (KATRE)
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GetCertificate

Parameter name Default value Section

URL to WSDL /wsdl/CertificateServices.wsdl Sender
Address https://pkiws-testi.vero.fi/2017/10/CertificateServices Receiver
URL to WSDL /wsdl/CertificateServices.wsdl Receiver
Private Key Alias katre_cert_service Receiver
GetDeliveryDataStatus
Parameter name ‘ Default value ‘ Section ‘
URL to WSDL /wsdl/StatusService.wsdl Sender
Address https://ws-testi.tulorekisteri.fi/20170526/StatusService.svc Receiver
URL to WSDL /wsdl/StatusService.wsdl Receiver
Private Key Alias katre_customer_pk Receiver
Private Key Alias katre_customer_pk More
Namespace http://www.tulorekisteri.fi/2017/1/StatusRequestTolR More
RenewCertificate

Parameter name Default value Section

URL to WSDL /wsdl/CertificateServices.wsdl Sender
Address https://pkiws-testi.vero.fi/2017/10/CertificateServices Receiver
URL to WSDL /wsdl/CertificateServices.wsdl Receiver
Private Key Alias katre_old_customer_pk Receiver
Private Key Alias katre_old_customer_pk More
Namespace http://certificates.vero.fi/2017/10/certificateservices More

Reporting to the Incomes Register (KATRE) CUSTOMER
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Sendinvalidations
Parameter name ‘ Default value ‘ Section ‘
URL to WSDL /wsdl/InvalidationService.wsdl Sender
Address https://ws-testi.tulorekisteri.fi/20170526/InvalidationService.svc Receiver
URL to WSDL /wsdl/InvalidationService.wsdl Receiver
Private Key Alias katre_customer_pk Receiver
Private Key Alias katre_customer_pk More
Namespace http://www.tulorekisteri.fi/2017/1/InvalidationsTolR More

SendWageReports
Parameter name Default value Section
URL to WSDL /wsdl/WageReportService.wsdl Sender
Address https://ws-testi.tulorekisteri.fi:443/20170526/WageReportService.svc Receiver
URL to WSDL /wsdl/WageReportService.wsdl Receiver
Private Key Alias katre_customer_pk Receiver
Private Key Alias katre_customer_pk More
Namespace http://www.tulorekisteri.fi/2017/1/WageReportsTolR More

SignNewCertificate
Parameter name ‘ Default value ‘ Section ‘
URL to WSDL /wsdl/CertificateServices.wsdl Sender
Address https://pkiws-testi.vero.fi/2017/10/CertificateServices Receiver
URL to WSDL /wsdl/CertificateServices.wsdl Receiver
Private Key Alias katre_cert_service Receiver

Explanation of Private Key Aliases

Private Key Alias Explanation

katre_customer_pk Key Pair downloaded from the STRUST. Obtained by the Certificate Service report.
katre_old_customer_pk Key Pair from the currently valid certificate that is about to be renewed.
katre_cert_service Certificate for the Certificate service downloaded from a web browser.
katre_web_services Certificate for the KATRE's Web services downloaded from a web browser.

Reporting to the Incomes Register (KATRE) CUSTOMER
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5 Obtaining a certificate

1 Note

There are currently two supported options how to create a certificate in SAP environment. This guide
describes both the new process in SAP Cl (section 5.1) and original process with STRUST (section 5.2).
Following either section of the guide should lead to the same result.

5.1 Creating a new certificate in Cl

1. Inthe SAP ClI, open the Overview section

2. Inthe Manage Security section, click the Keystore tile

3. Click the Create button and select Key Pair

SAP Cloud Integration Integration Advisor Bl @
@ Overview | Manage Keystore
Cument  Backup  NewSAPKeys  SAPKey History
@
© ) Fi - o
Entries (16) Filter by Alias or DN BackUp Download ol
r
Alias Type Valid Until Last Modified At subiect ON [ Issuer DN :C““ I
4. Fillthe fields:
o Key Type: RSA
o KeySize: 204
o Algorithm: RSA with SHA-512
o CN: <Business ID>
o 0O:<Name of your organization>
o C:Fl
Create Key Pair
Alias: * katre_customer_pk
Key Type:* | RSA w
Key Size:* | 2048 v
Signature Algorithm:* | SHA-512/RSA -
Commeon Name (CN):* HOOCOONNXHK
Organizational Unit (QU):
Organization (O): | XXXXXXXXXX
Location (L):
State or Province (ST):
Country/Region (C):* | Fl
E-Mail (E):
Valid From:* | Jan 21, 2025 =
Valid Until:* | Jan 21, 2027 &
Reporting to the Incomes Register (KATRE) CUSTOMER

Obtaining a certificate © 2016 SAP SE or an SAP affiliate company. All rights reserved.



5.1.1 Saving Certificate Request (CSR)

1.  Onthe newly created certificate, click the action button
2. Inthe menu, choose Download Signing Request
3. Savethe CSRfile

Integration Advisor ®

Rename

Update

Update Signing Response
Update SSH Key

Update RSA Key

5]

21 Download Certificate s
Download Certificate Chain
Download Public OpenSSH Key

4 Download Root Certificate

Download Signing Request ©

Delete

5.1.2 Certificate Service report

The Certificate Service report HFIIRCERT (transaction PCOO_M44_IR_CERT) can be used for obtaining a new

certificate or renewing an existing one.

1 Note

A certificate is needed for signing submission with an XML digital signature and for SSL communication.

1. Openthetransaction PCOO_M44_|IR_CERT.
2. Fillthe selection screen with your data and select the first radio button Sign a new certificate
3. Press F4 to select a Certificate Request (CSR) saved from the Cl.

Reporting to the Incomes Register (KATRE) CUSTOMER
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Example

This is an example of how you can call the Certificate Test Bench (for testing the Certificate Service):

< SAP KATRE: Certificate Service

| v | Save as Variant... h—jl More v Exit

)

Input criteria

Environment: * | Test mode v |

Customer ID: *

0123456-7 |

Customer name: |Ab PKI Developer Company Oy

Sign a new certificate: (e

Transfer ID: | 1345679

Transfer Password: |o.uomo

Certificate Request (CSR): |C:\Desktop\CSR;L1,04,20231!1

Select a CSR from STRUST with BEGIN and END tags.

Get a new certificate:

Retrieval ID:

Paste the Retrieval ID obtained in CSR response

Renew a certificate:

New Certificate Request (CSR):

Select a CSR from STRUST with BEGIN and END tags.

This CSR is from a newly generated key- pair
<> I mm————————— <>

4. If you run the report with the option Display XML response, the XML received from the authority is displayed
in the next screen. Press Back (F3) to continue

5. Copy/Save the Retrieval ID from the next screen

KATRE: Certificate Service

KATRE: Certificate Service

Sign a new certificate request
Status: OK

Retrieval ID: 13891176534882152123

Please, save the Retrieval ID for the next step in the process!

Reporting to the Incomes Register (KATRE) CUSTOMER
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Caution

Please, make sure to save the Retrieval ID, it will be needed in the next step of the process!

Caution
If an error in the process occurs, it is displayed on the screen. Please, check the configuration and try

again.

6. Return (F3) to the selection screen and select the second radiobutton Get a new certificate to finish the
process of obtaining a new certificate.

7.  Enter the Retrieval ID from the previous steps.

After running the report, you should get a screen with a certificate itself.

KATRE: Certificate Service

KATRE: Certificate Service

Get a new certificate request
Status: OK

Certificate:

MIIFqzCCASOgAWIBAQIIPNOqQy£qSYUGWDQYJKoZ ThveNAQELBOAWSJEKMCIGALUEAWWDUET T

IFNlcnZpY2UgRGV2ZWxvcGVyIENBIHYXMRUWEWYDVQQOKDAXWZX JvaGF sbGludGExCzAJBgNV
BAYTAkZJMB4XDTE4MDQxN)EzMjAOM1 oXDT IWMDQXNTEzMjAOM1 owc) ESMBAGALUEAWWJIMDEY
MzQ1Ni03MSkwJwYDVQQFEYBDNDY4MT kxMDACNDAXNUI OMUI zZMTAOMTEXMUEOREE2RDEKMCIG
AlUECgwbQWIgQUEtJIER1dmVsb3B1lciBDb2 1wYWSSIESSMOswCQYDVQQGEWIGSTCCASIWDQY T
KoZIhvcNAQEBBQADGQEPADCCAQOCGGEBAMY £ +WUX2nuYBOeG3Pxgz IeMmMVRW1qmBTH/ JdWO
AmRZ34cuh+Do/TEU0mgg9G41Vs ] SWaMs £mh7tdCQ3xcCPngpQrkeGuWQV4nThok74kDn0bl2
FrOKCsLIOMONHS2+9ESHKwS8giFXzKPSUUnJKS PmptJQo+E6]) 1Ey+vzSsHouf 0UMCgpSMutN
9R1AtjqSE1yHtqpeBLn2hdEM] srIqCKXBRigkAHSWImgbBSiVkgsCaYJ+ISAY2012TULb138S
Y/bYk9gfLS1aY1gEF+667BmysOaJdk4JRLEuMqfkEuHr fRW01ps739H+8UPqkRmIENYbGFUP
OJEwcEGIkXdYGPUCAWEARAOCAWSwggFnMAWGA 1 UdEWEB/ wQCMAAWHWYDVROjBBgwFoRUZeeh
Bs4guHB53QDh/4DceYSqbCAWUWY IKwYBBQUHAQEERZBFMEMGCCSGAQUFBZAChjdodHRWO1i 8V
¥3JsLXR1c3RpLnZlcm8uZmkvY2EVUETJU2VydmljZUR1dmVsb3BlckNBdjEuY2VyMBMGALUd
JQQMMACGCCSGAQUFBWMCMI GCBGNVHREEGZQwgZEwgY 6gPKAEhhodHRWO1 8vY3JSLXR1c3Rp
LnZlcm8uZmkvY3JsL1BLSVN1cnZpY2VEZXZ1bG9wZXIDQXYxLmNybKJIOpEwwSJEKMCIGALUE
AwwbUEtJIFN1cnZpY2UgRGV2ZWxveGVyIENBIHYxMRUWEWYDVQQKDAXWZXJvaGFsbGludGox
CzAJBgNVBAYTAkKZJIMBOGA1UdDgOWBBQWt QWX ISAZJVyZ £4DEemCYLnw+mzAOBgNVHQEBALSE
BAMCBaAwDQYJKoZIhvcNAQELBQADGGIBAEWSYSVOmSgsk7YYAesYRCB3IMARIVIGtbKHs+0Z
xUJKH18/K2bgGMLKyYbAySxDMd/ SFnx04TXU/110edBYp4D9oeSeKIyBmWwG1XdpJSW2LCvx
+MrolcwF/5D38pMnxWSsFebTFp7v7m2ZnISnrdDLNG1XGAF/A4M3ZJSRYymIYGE8IC/F3dTao
1LWx9wAevsSRwzYm2Y4+CdW/ J1wN28vEXJKG6qJIsMLrpeBRC27TMAQgN2h9NsInimLKCKdXHPq
IW4HKNEeuXs2bxzHLN17A45SRXBpTGnDY3Y6seudUw/4U/ 1ptFyeEScdC8Gsu++300WREJVS0
4mVczGtX4iEkhgmZ TINYRDEmKqUDN7aNxKoHZ€61gU31vKeM/aiu0FTWr 7tugdKVydENy6SX
BixM4GCYyGtWRuwug90jQnrSQ3héa4Né)tweRaui0T04UCTr0aZFLETiGBiciMez/SwlYzAm
J3+a0/ZGL6Q/WUS]PiJfvN1dJoNqyk+IKESr01IoTSCy+kg2BztSPk+R4KAOERX8TedTxHSU
/L/QfUXqGty£11768QxB7kaF9T1CSuXAdR20+JeYUkekVIWgTtrbXA/YSmZ04HZe TkglH4WIR
AkdZXIhPJqS4GudExEYKZsrCeW0TwQ9x/30aaIdulABe PI3nVEUKGOYRetjoRBOQNCKW

Please, copy the whole Certificate into STRUST as a Certificate response!

Caution

Please, make sure to save the Certificate, it will be needed in the next step of the process!

9. Copy the whole certificate (without the BEGIN/END sections) to your clipboard.

10. Paste the certificate into a text editor (e.g. Notepad) and save as certificate_response.p7b

11.  InCl, in Overview section, Manage Security, tile Keystore, click on the action button of certificate created in
the first step in section 5.1.

12.  Select Update Signing Response and chose the certificate file saved from the Certificate Service report.

Reporting to the Incomes Register (KATRE) CUSTOMER
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1 Note

To renew an existing certificate, follow the same procedure; only choose the third radiobutton and
select a CSR generated from a new SSL Client Identity. For more information about the process, please,

refer to the Incomes Register website.

5.2 Creating new certificate in STRUST

5.2.1 Creating a new identity in STRUST

1. Open the transaction STRUST in the Change mode.
2. Create a new SSL Client Identity:
o Inthe menu: Environment -  SSL Client identities
o  Click New entries and enter identity name and description.
o  Right-click the newly created identity
o  Choose Create

o  Fill the fields:

e  Name: <Business ID>
e CA: 0O=<Name of your organization>, C=FI
o Algorithm: RSA with SHA-256
e  Key Length: 2048
& HRI{1)/000 Create PSE x
Mame 7060986-6
Org. (Optional)
Company/Org.
Country
CcA O=Annimikka Testifirma 0Y, C=FI 2
Algorithm S RSA with SHA-25..+
Key Length 2048 v
I ol =
@] 7o
Reporting to the Incomes Register (KATRE) CUSTOMER
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5.2.2

Open the transaction STRUST in the Change mode.
In the upper menu, click Certificate 2 Database.

Creating Trust Centers in STRUST database

Create 3 new entries for certificates (downloaded in the next chapter). You need to use a customer-specific

namespace Y* or Z*.

Example

For example, the entries can look like this:
o ZKATRE1 CA

KATRE: VerohallintoRootTestCAvl.cacert.crt

ZKATRE2 SERV KATRE: VerohallintolntermediateTestCAvl.cacert.crt
ZKATRE3 SERV KATRE: DataProvidersTestlssuingCAvl.cacert.crt

Caution

Please, note that the certificates for the Productive system may be different.

523

Saving Certificate Request (CSR)

1. Inthe STRUST transaction, double-click your SSL Client Identity (PSE).
2. Inthe Own certificate section, click the Create certificate requestbutton.
3. Save the Certificate Request (CSR) as a local file by click the rightmost button in the pop-up.

SSL client For sandboxing
Own Certificate

Subject
==

CN=7060986-6, O=Annimikka Testifirma OY, C=FI
(Self-Signed)

E

B verification

1(1)/000 Certificate Request

MIICiTCCAXECAQAWRDELMALGAIUEBhMCRKkxITASBGNVBAOTGEFubml talra2Eg
VGVzdG1maX Ity SBPWTESMBAGA] UEARMINZ AZMDL4N1 02MI TBT {ANBgkqhkiGowiB
AQEFAROCRQEAMITBCGKCRAQEAKCALFRINTI30c2VE L1 fFTbPLKONfUqyReZXIIpoU
EKy/x+ulL209zcpriSGDS/hKT 5550271 IeBhm0] qrtzy TM4ZNPOSTWGSInal ZBI IR
FE1Lvz1hSUSMATTX7ZXDNZQq] DMgtALPUShDL] a £ 65d50BIBLut58a08bUxER1dg
1m/12ctULHzFtvz+oUSFLpyVS6J2cko tH76kSRTUEFOLH/ PI1wlECDLIQYY30g/t
2E9nhalxNVMhakvOELs S500RCNXLVOXUyhkOvCHPFKKpFav2cCNBL 5eBIDHSVIXE S
OOROU=z310+7X/hCAZhrKTup6XcSvizdTB6LbzGENMh4 £1wT DAQRBOARKDQY JKOZT

Certificate || 1vcNAQELBOADGGERATINTU/ dEJMi pi Vi oBRRWCEbGEK] Z0L2ZCTW] +SE0Z0RKYSR

sublject T3chJexhgCBoebrVIRuWSh505%+5025TA11+BIIacGqmpo++6/ 3GT58 DRI TryGd
RKL8JemvIBVON2KO+MRCT+TS40NT 1 rMFAsHCk6Yqvid/ a0 PP6Pxr +CARAMIIING

Subject (Alt) | zngd3pUs/YAtaElZAySdLEl re]+rRCUBLvXeRaD4 +essLEWOMIiX1ivEaoug] 12T

T yTZ£28DnYATEpreECVhVOpnV2thiuQayKRenTxv TpTYAUEAS0poSinEAML TIE15G
mgqP40daE85GulVSH/ TuDaBId4Cyf9LchMdw2Do=

Serial Number | _—___| END CERTIFICATE REQUEST———

Serial Number

Valid From

Algorithm

Check Sum (M

Checksum (SH.

B2E &

Li1,Col Ln 1 -Ln 16 of 16 lines
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5.2.4 Exporting IR certificate chain to STRUST database

1.  Openthe Incomes Register's website (currently only in Finnish)
https://www.vero.fi/tietoa-verohallinnosta/kehittaja/varmennepalvelu/dokumentaatio/
2. Download the ZIP file with required certificates:

For testing: DataProvidersTestlssuingCAvl-chain.cacert.zip
For production: DataProviderslssuingCAvl-chain.cacert.zip

3. Save the 3 certificates from the ZIP file to your local machine.
4. Open thetransaction STRUST in the Change mode.
5. For each of those 3 certificates, perform the following steps.
6. Inthe upper menuy, click Certificate 2 Import. Select a file with the certificate from your machine.
7. Inthe upper menu, click Certificate 2 Export. Select the Database tab and then select the Trust Center
relevant for that certificate. Provide some Description.
Reporting to the Incomes Register (KATRE) CUSTOMER
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5.2.5 Certificate Service report

The Certificate Service report HFIIRCERT (transaction PCOO_M44_IR_CERT) can be used for obtaining a new
certificate or renewing an existing one.
1 Note

A certificate is needed for signing submission with an XML digital signature and for SSL communication.

1. Open the transaction PCOO_M44_IR_CERT.
2. Fillthe selection screen with your data and select the first radio button Sign a new certificate
3. Press F4to select a Certificate Request (CSR) saved from the STRUST transaction.

Example
This is an example of how you can call the Certificate Test Bench (for testing the Certificate Service):

< SAP KATRE: Certificate Service

| v | Save as Variant... [  More v Exit

Input criteria

Environment: * | Test mode v |

Customer ID: *

0123456-7 |

Customer name |Ab PKI Developer Company Oy

Sign a new certificate: (e

Transfer ID: | 1345679

Transfer Password: |mom“o

Certificate Request (CSR): |Ct\DesktOp\C5R711,04,2023,txt

Select a CSR from STRUST with BEGIN and END tags.

Get a new certificate:

Retrieval ID

Paste the Retrieval ID obtained in CSR response

Renew a certificate:

New Certificate Request (CSR):

Select a CSR from STRUST with BEGIN and END tags.

This CSR is from a newly generated key- pair -
<> I mm————————— <>

4. If you run the report with the option Display XML response, the XML received from the authority is displayed in
the next screen. Press Back (F3) to continue

Reporting to the Incomes Register (KATRE) CUSTOMER
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5. Copy/Save the Retrieval ID from the next screen

KATRE: Certificate Service

KATRE: Certificate Service

Sign a new certificate request

Status: OK
Retrieval ID: 13891176534882152123

Please, save the Retrieval ID for the next step in the process!

Caution

Please, make sure to save the Retrieval ID, it will be needed in the next step of the process!

Caution

If an error in the process occurs, it is displayed on the screen. Please, check the configuration and try

again.

process of obtaining a new certificate.

Enter the Retrieval ID from the previous steps.

After running the report, you should get a screen with a certificate itself.

KATRE: Certificate Service

KATRE: Certificate Service

Get a new certificate request
Status: OK

Certificate:

MITFqzCCASOgAWIBAQIIPNOqy£qSYUGWDQYJKoZ ThveNAQELBOAWS JEKMCIGALUEAWWDUEL T

IFN1cnZpY2UgRGV2ZWxveGVyIENBIHYXMRUWEWYDVQOKDAXWZXJvaGFsbGludGexCzAJBgNV
BAYTAKZJMB4XDTE4MDQxN)IEzMjA0M]1 oXDT IWMDQXNTEzMjAOM1 owc) ESMBAGALUEAWWJIMDEY
MzQI1Ni03MSkwJwYDVOQQFEyBDNDY4MT kxMDACNDAXNUI OMUI zMTAOMTEXMUEOREE2RDEKMCIG
AlUECgwbQWIgQUEtJIER1dmVsb3B1lciBDb2 1wYWSSIESSMOswCQYDVOQGEWIGSTCCASIWDQY T
KoZIhvcNAQEBBQADGGEPADCCAQOCGEBAMY £+WUx2nuYBOeG3Pxgz IeMmMVRw1qmBTH/ JdW0
AmRZ34cuh+Do/TEU0mgg9G41Vs] SWaMs £mh7tdCQ3xcCPngpQrkeGuWQV4nThok74kDn0bl2
FrOKCsLIOMONHS2+9ESHKwSS8giFXzKPS8UUNJKS Pmpt JQo+E6]) 1Ey+vzSsHouf 0UMCgpSMutN
9R1AtjqSElyEtqpeBLn2hdEM] srIqCXBRigkARSwWlmgbBSiVkgsCaYJ+ISAY2012TULb138S
Y/bYk9gfLS1aY1gEF+667BmysOaJk4JRLHujMgfkEulr fRWo1ps739H+8UPqkRmIENybGFUP
0JEwcEGIkXdYGPUCAWEAR2OCAWSwggFnMAWGA 1 UJEWEB/ wQCMAAWHWYDVROjBBgwFoRUZeeh
Bs4guHB858QDh/4DceYSqbCAWUWY IKwYBBQUHAQEERZBFMEMGCCSGAQUFB2AChjdodHRWO18v
Y3JsLXR1c3RpLnZlcmSuZmkvY2EVUETJU2VydmljZUR1dmVsb3B1ckNBdjEuY2VyMBMGALUd
JOQMMAOGCCSGAQUFBWMCMI GCBgNVHREEGZQwgZEwgY 6gPKAEhjhodHRwO1 8vY3JSLXR1c3Rp
LnZlcmSuZmkvY3JsL1BLSVN1cnZpY2VEZXZ1bG9wZXIDOXYXLmNybKJIOpEwWS JEKMCIGALUE
AwwbUEtJIFN1cnZpY2UgRGV2ZWxveGVyIENBIHYxMRUWEWYDVQOKDAXWZX JvaGFsbGludGox
CzAJBgNVBAYTAKZIMBOGA1UdDgOWBBQWEtQwXISAZJVyZ £4DEemCYLnw+mzAOBgNVHQEBALSE
BAMCBaAwDQYJKoZ IhvcNAQELBQADgGIBAEWSYSVOmSgsk7YYAesYRCB3IMARIVIGtbKHS +0Z
XUJKH18/K2bgGMLKy YbAySxDMd/ SFnx04TXU/ 1 10edBYp4D90e 8eKI yBiNwG 1 XdpJ8W2 L VR
+CMrolcwF/5D38pMnxWSsFebTFp7v7m2ZnI SnrdDLNG1XGAF/A4M3ZISRYmJIYGE)C/F3dTao
1LWx9wAevsRwzYm2Y4+CdW/ J1wN28vHXIKGE6qIsMLrpeBRC27TMAqQgN2hSNs InimLKCKdXHPq
IW4HKNEeuXs2bxzHLN17A4SRxBpTGnDY3YéseudUnw/4U/ 1ptFyeE8cdC8Gsu++300WREIVSO
4mVczGtX4iEkhgmZTINYRDEmKqTDN7aNxKoHZ661gU31vKeM/aiu0FTWr7tugdKVydENy6SX
BixM4GCYyGtWRuwug90jQOnrSQ3héadNéjtweRaui0T04UCTr0aZFLETiGBiciMez/SwlYzAm
J3+a0/ZGL6Q/WUS]PiJ£fvN1dJoNqyk+IKESr01IoTS5Cy+kg2Bzt5SPk+R4KAOERX8TedTxHSU
/L/QfUXqGty£11768QxB7kaF9T1CSuXAdR20+JeYUkekVIWgtrbXA/YSmZ04HZe TkglH4WIR
AkdZXIhPJqS4GudEXEYKZsrCeW0TwQ9x/ 30aaldulABe PI3nVEUKGOYRetjoRBOQNCKW

Please, copy the whole Certificate into STRUST as a Certificate response!

Reporting to the Incomes Register (KATRE)
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Caution

Please, make sure to save the Certificate, it will be needed in the next step of the process!

9. Copy the whole certificate (/nc/udingthe BEGIN/END sections) to your clipboard.
10. Openthe STRUST transaction in the edit mode and double-click your SSL Client Identity (PSE).
11. Inthe Own certificate section, click the /mport certificate response button.

12. Paste the copied certificate to the pop-up window.

Trust Manager: Change

Systern PSE SSL client For sandboxing

SNC SAPCryptolib Own Certificate

SSL server Standard ] - 5

SSL client SSL Client (Ananyi Subject CN=7060986-6, O=Annimikka Testifirma OY, C=FI
SSL client SSL Client (Standa | =0|E2 (Self-Signed)

SSL client HTTPS for D-TRUS

55L client CLOUD IDP tenant icate List

SSL dlient 50482 Subject

SSL client 5V1165
SS5L client SV 61607621
SSL client SV9999

BRI [ HRI(4)/000 Certificate esponse

ssL]
ssUB| B2

ssHl ———— BEGIN CERTIFICATE--——-
SSU| MIIFgzCCASOgAWIBAGIIENOqyEqSYUgwDQYIKoZIhvcNAQELBORAWS]EXMCIGALUEAwWSUEL]
ws| IFNlcnZpY2UgRGV2ZIWxveEVyIENBIHYxMRUWEWYDVOOKDAXWIE JvaGFshGludGixCzRIBgHV
- % ws BAYTAKZJMB4XDTE 4MDOxN EzMj A0M1oXDT IwMDOxNTE zMj A0M1 owej ESMBAGA] UELwwIMDE y
MzQ1Ni03MSkwIwY DVOQFEYBDNDY 4MT kxMDACNDRAxNUT OMUT =MTROMTExMUEOREE2RDEKMCTG
AIUECgWbOWIgUELJIER1dmVsh3BlciBDba lwYWSSIES SMOswlOYDVOOGEWIGSTCCAS IWDOY T
KoZIhvcNAQEBBOADggEPADCCAQoCggEBAMr f+WUx2nuYB0e 53 PrgzIeMmMVEW 1 qmBTH/ JdW0
WS|| AmRZ34cuh+Do/TeU0mgg9G41Va]eWaMEfmh7tdC03xcCPngpQrkeGuWQV4nThok74kDngbl2
. x ws| FrOECsLIOMONHS2+59ESHEWSSgiFEzKPEUUnJKS Fnpt J0o+E6] 1IEy+vzisHouf (TMCgpaMut
- ¢ ws| SRIACIqSElyHTapIBLAZhdEMIsTIQCKER] gkAHSWIngbBS1VEgsCatJ+ISAY2012TULb13ES
» b || T/DYESIELSLAYLGEF+667Bmys0a ke RLA I MIFKEUHT FRIT01DST 39H+SUBGKRMI N yDGTUE
OJEWCEGI kEdYGPUCAWERREOCAWSwygFNMAWGR1 UdEWED,/ wQCHMARWHWYDVRO JBBgwFoRAUZeeh
> [ WS|| BsaquHs55Q0h/ 4Dce Y SqbCAWUWY THWYBBQUHAQEER zBFMEMGCCsGANUFB2ACh | dodHRWOL8Y
- x SMIj| ¥3JsLXR1c3RplnZlcomiuZmkvi2EvUELJU2Vydml] ZUR1dmVsk3B1lckNBdjEuY 2VyMBMGA1TUd
- % File | J0QMMROGCCSGAQUFEWMCMIGCBGHVERSEZOwgZEwgY 6gPRREh hodHRWO18vY 3TsLER1 c3Rp
. x SSH LnZlemBuImkvY3JsL1BLSVN1cnZpY2VEZXE 1bGOwIXIDOXYx LNy EJOpEwwS JELMCIGRIUE
2wwbUECJIFN1cnZpY 2UgRGV2 ZNxveGVy IENBIH Y xMRUWEWY DVOOKDAXWZ X JvaGFsbGludGix
CzRJBgNVBAYTAKZ JMBOGALUdDgOWBBOWEOWEI SAZ IVyZ f4DEemCY Lnw+mzACBgNVHOSBALSE
> M S5 BAMCBaAWDQYJKoZIhvcNAQELBOADggIBAENSYSVOmMSgskTYYAe sYRCBIIMAR] VIGthEHS+0Z
= o S5H| xUJKH1S/K2bgGMLEyYhAySxDMd/SFnx04THU/ 110edBYp4D 9o eKT yBrwG1 Xdpd SW2L0vx
» gsH| +CMrolcowF/SD38pMnxWSsFebTFpTvIm2Znl SnrdDING1XGAF/R4M3ZJERymMIYGEIC/FadTan
3 55A 1LWxSwhevsRwzYm2Y4+CdW/ J1wl2 SvHETEG 6T sMLrpeBRC2 TMRggN 2h SN s JnimLKCKdXHPg
3 rW4HENEeUKs2bxzHLN1 TA45RXBpTGnDY3 Y6 seudln/ 40/ 1ptFyeEScdCiGaut+300WREIVE0
AmVczGtX4iEXhgmZ TINYRDEMEg DN 7 aNxKoHZ 66 IgU31vEeM/ aiulFIWr TtugdEVydINy 65K
> [ S5H| BixM4GCYYGLWRUWLS 0] 0nrIO3hEadlE] twehaui 0TO4UCTr0aZ FLETi6EiciMez/Bwl TzAm
>
>
b

VOWOW W W W W W W W W W W W W

wow W
=
i

S5 73+a0/ZGLEQ/WUS]PiJEvN1dIoNgyk+IKESr01I0T5Cy+kg2Bzt5Pk+R4KdOERE8TedTxHET
55H| /L/QfUEgGtyfll7680xBTkaFoT LICSuXAdR204+JeYUke KV THgt rbX R/ YimZ04HZe Tkgl HAWIR
SSH LkdZXThPJgS4GudExeYRZ srCeW0Twl %%/ 302aTdul ABePISnVEUKGOYRe t] oRBOON KW

* Li29, Co 26 Ln 1-Ln 29 of 29 lines

FOWOW W W W W e
[
)

13. Confirm the pup-up window and Save the PSE.

14. If your system is of version >= SAP_BASIS 750, you can export the created credentials directly from STRUST

transaction. Select export under PSE menu item and save file in the .p12 format. For export on lower system
versions, follow steps in section 5.2.6.
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1 Note

Torenew an existing certificate, follow the same procedure; only choose the third radiobutton and

select a CSR generated from a new SSL Client Identity. For more information about the process, please,
refer to the Incomes Register website.

5.2.6 Exporting certificate to PKCS#12

Follow this section if you are unable to download the certificate directly from STRUST. To be able to upload the

obtained certificate to the SAP Cloud Integration, it needs to be exported to the PKCS#12 format. To do so, you
need to get the SAP GenPSE command-line tool.

1 Note

The SAP GenPSE command-line tool can be downloaded from the SAP Support portal.

1. Openthe STRUST transaction in the edit mode and select your SSL Client identity (PSE).
2. Inthe menu, select PSE & Export and save the PSE file to a local file system.

Example
The default location is C:\Users\<your_user>\AppData\Local\sec\<pse_file>.pse
3. Open the command line and perform the following command:

sapgenpse export_pl2 [options] -p <pse_file> <filename>.p12

xport_pl2 -v -p STRUST.pse CERTIFICATE.pl2

4. Enter the password, which will be needed later.
5. Now you have the certificate exported in the desired format for the CI.

Reporting to the Incomes Register (KATRE)

CUSTOMER
Obtaining a certificate

© 2016 SAP SE or an SAP affiliate company. All rights reserved. 27



5.2.7 Uploading Key Pair to Keystore

1. Inthe Cl, open the Overview/Monitor section.
2. Inthe Manage Security section, click the Keystore tile.
3. Click the Addbutton and select Key Pair.

Overview / Manage Keystore

Current Backup New SAP Keys SAP Key History

Filter by Alias or DN Q Create v Add v Ba
Certificate

Entries (25)

Last Modified At Subject DN

Alias Type Valid Until
Key Pair

SSH Key

RSA Key

Keystore

4. Inthe pop-up window, enter the Alias for the Key Pair (e.g. katre_customer_pk). Then select the .pl2 file
extracted from the STRUST and enter the password to the .p12 file.

Press Deploy.
Now you have a Key Pair deployed in the Cl that can be used for XML Digital Signature and the SSL
communication.

1 Note
For renewing an existing certificate, you need to deploy a new Key Pair under a different Alias, or you can
rename the old one to prevent re-configuration of the iFlows.

CUSTOMER
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6 Switching the WS functionality on

The change the functionality in the B2A Manager from the manual Download/Upload mode to the automatic WS-
based, you need to perform the following steps:

Open the transaction PEOS.

Enter the feature name 44KWS and press Change.

Select the only node in the decision tree and the Change Nodes button.
Set the value of the node to "X" - this switches ON the WS functionality.
Saveand activate.

O wN e

Process feature 44KWS: decision tree

44KWS Web Service switch for EATERE reporting (Finland) Status: Actiwve

X

Reporting to the Incomes Register (KATRE)
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7 Process in the B2A Manager

The process of the KATRE reporting is basically the same, all the announcements are stored in the B2A Manager.
With this new WS-based functionality, the process in the B2A Manager now looks like this:

1. Select one or more entries in the displayed ALV in the B2A Manager.

2. Click the Executebutton to send the data to the IR.

3. The processing log is displayed saying that the Record is currently being processed in the IR.

Log Display

b Log
A FP 201903 25.03.2019/FP 201903 25.03.2019 (1) 7060986-6
v Sending Wage Reports to IR...
. ﬂ Feedback has been successfully stored to BiA.
. [T Record is currently processed in the IR.

4. Then after some processing time (depends on how fast is the IR's processing), you have to click the Execute
button again to ask for a Status Response.

5. Again, the processing log is displayed.

Log Display
v Log

A FP 201903 25.03.2019/FP 201903 25.02.2019 (1) 7060986-6
h Sending a Status Request to IR...
. ﬁ Status Request has been successfully stored to B2A.
. ﬁ Feedback has been successfully stored to B2A.
. ﬁReccrd has been completely LACCEPTED.

6. The processing in the B2A Manager should be complete —> check the Viewer for final data report
(HFIIRVFWR) for detailed analysis of the messages (if rejected for instance).

1 Note

Sometimes, after you click the Execute button for the second time, the processing log displays the
message, that the Record is still being processed in the IR. This means that you have to wait for a little
longer and repeat the Execute action until you successfully receive a Status Response.
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