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Disclaimer

The integration flows/integration package provided herein are intended to serve as an intermediate solution.

Please be advised that, at a later point in time, the functionalities of the iflow may have a successor

functionality, resulting in the deprecation of these iflows and restricted support. Advanced information will

be given to consumers before the deletion of these iflows.

No part of the SAP Licensed End-User Documentation may be reproduced or transmitted in any form or for

any purpose without the express permission of SAP SE or an SAP affiliate company.

The information contained in the SAP Licensed End-User Documentation may be changed without prior
notice. Some software products marketed by SAP SE and its distributors contain proprietary software
components of other software vendors. National product specifications may vary.

SAP and other SAP products and services mentioned in the Licensed End-User Documentation as well as
their respective logos are trademarks or registered trademarks of SAP SE (or an SAP affiliate company) in
Germany and other countries. All other product and service names mentioned are the trademarks of their

respective companies. Please see Trademark Information on SAP.com for additional trademark information

and notices.
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Introduction

This document is a step-by-step instruction on how to create the DSI Assets, Policies and Contract
Definitions. Please finish steps in document Configuration Instructions - Notification v1.0.0 first before

working on steps in this document.

Configuration Step-by-Step

Note: Obtain the name space from your SAP Catena-X team, please ensure that this name space matches
the name that is defined in the following Policies, if they are different, please update so that they match

e  Membership
e FrameworkAgreement.traceability

Please follow these instructions to set up all DSI Assets, Policies and Contract Definitions.

Create DSI Assets, Policies and Contract Definitions

1. Download DSI Postman environment and collection files
1.1. From Integration Suite > Design > Integrations and APIs, select package SAP Business Network
Material Traceability enhanced for Catena-X Notification collaboration

- 7 Integration Suite 0 snorumsmy @ @ E @ @

Design

1.2. On SAP Business Network Material Traceability enhanced for Catena-X Notification collaboration V1.0 page, select

Document tab, then select Actions = Download for DSI Postman

= EI7 integration suite D@ @

1.3. DSI-Postman.zip file should be downloaded to your local folder

Narme.

‘ Today

DSI-Pastmanaip
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1.4. Unzip DSI-Postman.zip file with any archive app, for example: WinRAR, you should see following file
unzipped:

DSl.postman_collection json

1.5. Save the file which will be used in Postman setup in later steps

2. Create a workspace as following if you do not already have one:
2.1. From Postman, select Home -> Workspaces
= ¢ 5 Workspaces ~ APl Network Q, search Postman & 0@

Upgrade = (=]

Recently visited workspaces

® @@

®

Create Team

'__

®

Discover what you can do in Postman

View all »
Private API Network
Explore the full potential of Pa with lection templates
Integrations
Reports
o = m
m Eﬂ i
REST APl basics Integration testing basics Reference documentation
APIs on Postman.
2.2. Select Create Workspace button
= « Home Workspaces v API Network ~ Q s

Q) Search Postmar 2 0 G) Upgrade

Workspaces

Your Workspaces ——

A directory of your workspaces.

v v Sorthy AtoZ v
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2.3. On Create your workspace page, select Blank workspace, then select Next button

= £ Home Workspaces v APl Network

| Create your workspace

The Most OUL OF YOUT WOTKSPBCE WIh 3 TempIate.

B0 g
B2 Biank workspace ®

Explore our templates
) APIdevelopment

@) APItesting

@ Incident response

¢ Cloud infrastructure management

2 APl demos

&) APIsecurity

Step 10t 2 cancer | [ [»=—"

Q' Search o fa} @ Upgrade ~  —
Blank workspace
ot} and share your AP| resources with your team
Vour workspace
@ u 4 e
d
Build your own workspace
Showcase your API's capabilities
Use Postm ns 1o document your APIs with ease. You can create your own of ehoose
from 70+ collection temy 3 tallored 10 your nee

Build together, work faster

f truth, to bulld AP

Help your team malntaln a shared source

and solve probler

2.4. Enter a meaningful Name for your workspace, for example My-Workspace, accept all default values

and then select Create button

= ¢ > Home Workspaces ¥  API Network
Create your workspace
Name

My-Workspace

Who can access your workspace?

o
A Only me -]
Personal

@ Only invited team members
Private UPGRADE PLAN

@ Only invited team members and partners
Partner UPGRADE PLAN

PA Everyone from your team

Team

@ Anyone on the internet
Public

Step 2 of 2 Back

Q. Search Postman

Blank workspace

Customize this space to organize and share your API resources with your team

Your warkspace

Build your own workspace

Showcase your API's capabilities

from 70+ collection templates tailored 1o your needs.

@ “ Build together, work faster
. Help your team maintain a shared source of truth, to build APIs a

© 2023 SAP SE or an SAP affiliate company. All rights reserved. See Legal Notice on www.sap.com/legal-notice for use terms, disclaimers, disclosures, or restrictions related to this material.

Upgrade

Use Postman collections to document your APIs with ease. You can create your own or choose

nd solve problems together.
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2.5. Workspace (for example: My-Workspace) created

= & Home Workspaces v APl Network v ") Search Po
2, My-Workspace New  Import & Overview + v No environment

a + = o rkspace =5 Workspace Settin
Collections
s e About
b v My first collection (1 Workspace description

a v [ First folder inside collection

Contributors

History
@ You
T Vi I

Pinned collections
kspace activity

v [ second folder inside collection

Explore workspace templates

Create a collection for your
requests

Import postman collection file (Ask SAP Catena-X team for this file if you do not already have it)
3.1. From postman, choose your workspace (for example: My-Workspace) from Workspaces drop-down
Q) Search Postman i

= « Home| API Network v X
v No envirenment

o
My-Workspace
e 2 Create Workspace

g

Collections
v | A My-Workspace |

=

3.2. Within your workspace (for example: My-Workspace), select Collections on left side and then

Import button
Q) search Postman el

Workspaces v APl Network v

= L Home
2 My-Work: : ,
A My-Workspace New | Import \ ~ N
O 4 = aco
Collections
=
Environments ~ My first collection
- £ First folder inside collection
')
History
tlel v 5 Second folder inside collection
Praata o nallantine far vnir
7/16
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3.3. On popup window, select files link

¥ Tip: You can also paste cURL in the request bar to import Dismiss

here to import

Iders

3.4. On popup window explorer, find DSL.postman_collection.json file in local folder of your computer,
then select Open button

Fl e 05t postan,
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3.5. DSl collection file imported to your workspace (for example: My-Workspace)

= < Home Workspaces v API Network v Q & ©@ 0 C') Upgrade v —

2 My-Workspace New  Import +

w] + =

Collections

v DSl
(=] > [ assets 000

Environments

> 5 policy
D) > [ contract

History

oo
+0

ﬂ Open Workspace Overview

Create a new request:

m o § ¥w @ N

4. Configure Variables
4.1 From postman, in your workspace (for example: My-Workspace), select Collections tab on the left

side and choose your collection (for example: DSI), then choose Variables tab enter following
information to Current value column and then select Save button:

New Import st +
os1 :I > Share
°
> [Bassets e PEATERS ! ke u
' > B3 polcy - o
> B3 contract
Variable Initia value Current value
£DC-Control-Plane o
baseUrl 2]
authCode )

(1) EDC-Control-Plane: This is your DSI Control Plane Management URL. For non-SAP EDC, please
contact your EDC administrator for this information.
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(2) baseUrl:
- From Integration Suite = Monitor - Integrations and APIs, select All tile under Manage
Integration Content

= Integration Suite

(&) >
7 > Monitor Message Processing
ol v

All Artifacts All Artifacts All Artifacts All Artifacts
- O O
o s > )
@

All All A

— Y Starte Errc
Manage Security
Security Material Keystore PGP Keys Access Policies JDBC Material User Roles Connectivity Tests

e . 0.0

- On Overview/Manage Integration Content page, search Enhanced SAP Business
Network Material Traceability Receive Notifications, then click on Copy icon on right
side. This endpoint is the baseUrl.

= EI7 integration Suite

(3) authCode:

- Refer step 7.11 in Prerequisite Step-by-step = Create Process Integration Runtime
Service Key section in document Configuration Instructions - Notification v1.0.0 and
write down Integration Flow client ID and Integration Flow client secret

- Open any base64 encode online tool (for example Base64 https://www.base64encode.org/)

o, com/legal notice or use terms,disclaimers disclosures,or restrictions related to this materil 10/ 16
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Encode to Base64 format
Simply enter your data then push the encode bution

Type (or paste) here.

© 7o encode binaries (ike images, documents, etc.) use the file upload form a it further dovn on this page.

BASEG64

Decode and Encode

UTF-8

LF

Encode each
Spiitlines into 76 character wide chunks (useful for MIME).

Perform URL-safe encoding {uses BaseS4URL forma).

(Unix)

| Destination character set.

| Destination newline separator

@ Live mode OFF

Result goes here

- Enter “Integration Flow client ID” + “” + “Integration Flow client secret”

Encodes in real-fime as you type or paste (supports enly the UTF-8 character set).

D= VSRR Encodes your data into the area below.

in box at top as

following, keep everything else as default and then select ENCODE button, Encode result
shows in box at bottom

Encode to Base64 format |

Simply enter your data then push the encode button.

o1

Integration Flow client ID:Integration Flow client secret
—_— A LA AL S

© To encode binaries (ike images, documents, elc.) se the il upload form a e further down on this page.

UTF8.

LF (Unix)

v Destination character set

| Destination newine separator

Encode each line separately (useful for when you have multiple enties).

Splitlines into 76 character wide chunks (useful for MIME).

Perform URL-safe encoding (uses BaseS4URL fomat).

@ Live mode OFF

Encodes in real-time as you type or paste (supports only the UTF-3 character set).

ncodes your data into the area below:. Encode result

[—

o

- authCode= “Basic’+ “ "+ Encode result

see following example (be careful there is a space between “Basic” and Encode result):

& My-Workspace

s}
Golections
&
Environments
@B

History

+[=

v st

>

>

>

5 assets
5 policy

£ contract

Overview  Authorization ®  Scripts  Variables ®  Runs

These variables are specific o this collection and ts requests. Learn more abou calection variables
Q Fiter variable

variable il value Currnt value
£0C-Contor-plane

baseurt

B save

= Mo

B

Y Forc | 0

Share

‘
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5. Set Authentication

5.1 From postman - your workspace (for example: My-Workspace) - Collections 2> DSlI, select

Authorization tab, then choose OAuth 2.0 from Auth Type dropdown

Bsawve (R YFok 0 | Share
v psi

v N Noe

; o s
> Bassets
> B3 poliey

>[5 contract

in this collection. You can override this by specifying one in the request.

Auth Type
OAuth 20 v

The authorization data wil be aut
Learn more about OAuth 2.0 aut

nerated when you send the request.

Add auth datato

Request Headers “
Current Toke

Token Avalable Tokens v
Header Prefix © Bearer

Auto-refresh Token
Your expired token will be auto-refreshed before sending a request.

5.2 Scroll down and enter following information, leave all other fields as default, and then select Save
button

> Ejassets

> B9 polcy This auithorization method will be used for every request in this collection. You can override this by specifying one in the request.
PANEilconract Token Availablo Tokens. v
History
Header Prefix © Bearer
Auto-refresh Token
Your expired token will be auto-refreshed before sending a request
Share Token
s wil allow anyone with access to this request to view and use it

Configure New Token

Token Name

Grant type Client Credentials

Access Token URL ©

Client 1D ©

© © o o

Client Secret @

Scope ©
Client Authentication ©

Send as Basic Auth header v

> Advanced

(1) Grant type: choose Client Credentials from dropdown.

(2) Access Token URL: This is the access token URL of your DSI/EDC Control Plane. Please contact
your DSI/EDC administrator for this information

(3) Client ID: This is the client id of the access credential of your DSI/EDC Control Plane. Please
contact your DSI/EDC administrator for this information

(4) Client Secret: This is client secret of the access credential of your DSI/EDC Control Plane.
Please contact your DSI/EDC administrator for this information

© 2023 SAP SE or an SAP affiliate company. All rights reserved. See Legal Notice on www.sap.com/legal-notice for use terms, disclaimers, disclosures, or restrictions related to this material, 12/16




5.3 Select Get New Access Token button (If the Access-Token has expired, request a new one by
pressing Get New Access Token)

2 My-Workspace New Import - + v N Noenvironment

L= “° sl () save [JRin % Fe
v DsI
Overview Scripts  Variables e Runs
> [ assets
Environments
> £3 policy This authorization method will be used for every request in this collection. You can override this by specifying one in the request
0} > [ contract loken Available Tokens. v

History

Header Prefix @ Bearer

Auto-refresh Token
Your expired token will be auto-refreshed before sending a request.

Share Token
This will allow anyone with access to this request to view and use it

Configure New Token

Token Name Enter a token name
Grant type Client Credentials v

Access Token URL @

Client 1D ® £ "
Client Secret @ 4 &
Scope @

Client Authentication © Send as Basic Auth header ~
> Advanced

@ Clear cookies @

5.4 Token generated successfully and then select Proceed button

Get new access token X

o

Authentication complete

g box will automatically close in 2...

—] Proceed
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5.5 On MANAGE ACCESS TOKENS page, keep all default values, and select Use Token button

MANAGE ACCESS TOKENS
All Tokens Delete v Token Details
Token Name

Token Name

Access Token

Token Name ¢

= ® 9 @

=0 o 2 C 0

X s © <

6. Create Assets, Policies and Contracts

X

=

XAt
ua
’mF
Ind
lyS
m
vVQ
Yz
'tcC
161
£
DY
ve

dal

6.1 From postman - your workspace (for example: My-Workspace) = Collections - DSI, select Run

button

[ Wy Workspace New  imprt G ost

v osi

v Bassets

posT create-policy-alert-receive

pos1 create-policy-alert-update

Token Name

eyINbGCIOLS,

Token Name

Grant type Client Credentials
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create-asset-alert-receive
create-asset-alert-update
create-asset-investigation-receive
create-asset-investigation-update

create-policy-alert-receive
create-policy-alert-update
create-policy-investigation-receive
create-policy-investigation-update

create-contract-alert-receive
create-contract-alert-update
create-contract-investigation-receive
create-contract-investigation-update

=== -

ag

[ I <IN < I <]

[ I I < I <]

6.2 On the Runner tab, make sure all following selected then choose Run DSI button

Choose how to run your collection

al-notice for use terms, disclaimers, disclosures, or restrictions related to this material.
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6.3 Make sure all 12 post-requests

A My-Workspace New  impont
(o] v o=
ot
v oSt

o x

DS! - Run results.

A Ren today 1 120108+ Visw a1 yng

finished successfully (200 OK)

®

m Automste Run v

v B

4+ NewRun [0} Boort Results

o ) ety Souce Environment feratons Ouration Al tests Jog. Resp. Time
POST Crate-a8s0t-art-receive Runner none 1 55 363ms o 303ms
S rost eraate-asset-slert-update
At Tests Pazzed (0] Faled (0] Skpsed (0) Vi Summs
5057 creste-assetinvestigation-t —
- osT Create asset nvesigation u. oration1
V. Qpoky POST create-asset-alert receive
FOsT Craata-policy- Alert-racaive g2 000K 744me $168
rost eraate-poicy-slent-upcate No Weets found
0T create-poicy-investigaton-r
rosT Craate-pORCY:IVOSUQEVON: . POST create-asset-alert-codste
" rom $158
v B comeet
ot Creat-contract-slent-recaive
o cremtencertracteslerteupaste
POST creste-ssset-inestigation-receve
#057 create-cortract-investigetio S 2000¢
et create-certract imvest Mo tests four
POST craate-asset-Imastigaton-update
No tests fourd
POST croate-selicy-airt-recehe
8o teats fourd
POST create-policy- ek 1-update
200K 209 3160
POST create-seliy- mvestaten-recere
200K Wrw $268
New  import [ Fes 1R Mo snirommet v
= DS! - Run resuits [P ccruin v+ NewRi (2 ExportRem
Byossens Source Ervicomant tarstians Duratian Attase oy, Resp. Tma.
POST C1e0te-0800t-S'ert-feceive Runner none 1 58 363ms o 303ms

o crasee-aesat et upana
zgald 2081 creste-ceset- mestpstion-:
- ot croate saset rvestigation
v 5 eclicy
sonn crasee-palcy-dert-racave
ot cresme-potcy-sirt-sraste
sorn craste palcy imestigation 1
o crexe-pelcy-mmstostn-.
v B conta
e
ot crate conbact-seet-update
o creste-contract-mestgato..

2051 Crade-CONRCL- RS gatio,
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View Summa

POST create-poiicy-aiert-update

No tests found

POST craste-policy-ieatguion-recelva

'

No tests found

POST craste-polcy-restgatco-upcste

No tests found

POST cr

to-contract-akt-racehe

o teee foundt

POST craste-contract-aert-pdate

No tests found

POST craste-cantract-inetigaticn-receive

No tests tound

POST creste-contract-innestigaticn-upcate

20006 759ms SWE

2000K 198 ms 5268

200 0K 742 ma. S188

2000K 758 S8

000K 274me 5208
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