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About this document 
This configuration guide enables the AS2 configuration needed in Cloud Integration.  
 

Related documents 
 
All related documents can be found in Strada Help Center.  
 
 

Copyright and Trademarks  
The contents of this document and all associated computer programs and documentation 
are copyrights and may not be reproduced without the written permission of Strada. Some 
sections may refer to statutory regulations or requirements. This document is not a 
substitute for official forms of notification or information, nor is it a definitive statement of 
the law or intended to form a binding contract.  
 
© 2024 Strada. All rights reserved. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://help-sgl.eu.hrx.alight.com/SGL
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1 Introduction 
The SAP SuccessFactors Employee Central integration with Strada for payroll is available as 
an integration pack in the customer's SAP Cloud Integration account. The current main 
integration flow of this integration package only supports sending of data through web 
service (SOAP). It is not capable of sending data securely through Applicability Statement 2 
(AS2) protocol.  With Exchange 14.0 a new integration flow is made available to support AS2 
to send data from SuccessFactors to Exchange securely using digital certificates and 
encryption. 
 
This guide helps the client and SAP partner consultants to enable AS2 adapter in a Cloud 
Integration tenant for the new integration flow for AS2. This guide is a supplement to SAP 
SuccessFactors Worklife Exchange Integration – Implementation Guide. It provides 
instructions that will assist in generating certificates and details on the configuration for 
the AS2 adapter.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://api.sap.com/package/SAPSuccessFactorsEmployeeCentralIntegration2.0withThirdPartyPayrollVendorNGAHR/overview
https://api.sap.com/odata/1.0/catalog.svc/Files('c74d561a195c42f79ef511a74ec7d030')/$value
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2 Activate Enterprise Messaging 
 
To activate enterprise messaging capabilities like AS2, JMS, XI (with JMS storage) adapters 
on all licensed versions of cloud integration tenants please refer to the following link: 
https://blogs.sap.com/2018/05/12/self-service-enablement-of-cloud-integration-service-on-consumption-
based-commercial-model-for-sap-cloud-platform/ 
 
https://blogs.sap.com/2018/12/12/cloud-integration-activating-and-managing-enterprise-messaging-
capabilities-as2-jms-and-xi-adapters/ 
 
https://help.sap.com/viewer/368c481cd6954bdfa5d0435479fd4eaf/Cloud/en-
US/a74cddceacb34abb958e817c1f6782d2.html?q=Activate%20Enterprise%20messaging 
 
You should be able to see AS2 adapter type when creating an integration flow. Refer to 
screenshot below: 
 

  
 

https://blogs.sap.com/2018/05/12/self-service-enablement-of-cloud-integration-service-on-consumption-based-commercial-model-for-sap-cloud-platform/
https://blogs.sap.com/2018/05/12/self-service-enablement-of-cloud-integration-service-on-consumption-based-commercial-model-for-sap-cloud-platform/
https://blogs.sap.com/2018/12/12/cloud-integration-activating-and-managing-enterprise-messaging-capabilities-as2-jms-and-xi-adapters/
https://blogs.sap.com/2018/12/12/cloud-integration-activating-and-managing-enterprise-messaging-capabilities-as2-jms-and-xi-adapters/
https://help.sap.com/viewer/368c481cd6954bdfa5d0435479fd4eaf/Cloud/en-US/a74cddceacb34abb958e817c1f6782d2.html?q=Activate%20Enterprise%20messaging
https://help.sap.com/viewer/368c481cd6954bdfa5d0435479fd4eaf/Cloud/en-US/a74cddceacb34abb958e817c1f6782d2.html?q=Activate%20Enterprise%20messaging
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3 Generate Certificate for AS2 
• Login to Cloud Integration tenant 

• In the Monitor View, click Keystore.  

 

• Create a New Key Pair 

 

 

• Configure the Key Pair  

Alias as2_e700590_kp (You can put any Alias 
Name) 

Key Type RSA 

Key Size  2048 
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Signature Algorithm SHA-256/RSA 

Common Name Strada (You can put any Common Name) 

 

• Click Deploy 

• Download the Certificate to and provide it to the Strada’s EFT Team 
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4 Strada HR EFT Configuration  
 
Create a Service-NOW ticket to Strada’s EFT Team with the following details: 
 

 

         
 
Provide the following information in the ticket: 
 
• Your certificate – This is the EFT Certificate that the EFT Team will give us 

• Partner certificate – The generated certificate that we give to EFT Team 

• Your AS2 identifier – EFT team AS2 ID 

• Partner AS2 identifier – Cloud Integration tenant AS2 ID (suggestion technical name of 
the tenant)  
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5   AS2 Adapter Configuration in Integration flow 
 
There is a new Artifact for AS2 together with the standard package, SAP SuccessFactors 
Employee Central Payroll Integration 2.0 with Strada  The artifact (integration flow) is 
included once customer upgrades to the latest version of the package.  
 

 
 
• Go to Package and Configure the AS2 Adapter. 

• In the Receiver tab select AS2 Adapter, configure the following:  

 

 

• Connection 

o Recipient URL  : Will be provided by EFT Team 

 

 

➢ Proxy Type  : Internet 

➢ Authentication Type  : Basic Authentication 

➢ Credential Name : AS2(Credential for EFT given by EFT Team) 

https://api.sap.com/package/SAPSuccessFactorsEmployeeCentralIntegration2.0withThirdPartyPayrollVendorNGAHR?section=Overview
https://api.sap.com/package/SAPSuccessFactorsEmployeeCentralIntegration2.0withThirdPartyPayrollVendorNGAHR?section=Overview
https://api.sap.com/package/SuccessFactorsEmployeeCentralwithThirdPartyPayrollVendorNGA?section=Overview
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• Processing 

 
o Own AS2 ID  : Any value, but make sure this is the ID you give to EFT Team 

o Partner AS2 ID  : ID given by EFT Team 

o Message Subject  : Email Subject (for notification) 

o Own Email Address : Email Address (for notification) 

 

 

• Security 

o Private Key Alias  : The generated Key Pair Alias 

o Public Key Alias  : The certificate that the EFT Team provided 
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6   Importing Certificate from EFT Team 
 
Since the .crt extension given by EFT cannot be imported to Cloud Integration Keystore, we 
need to convert it to install in Keystore. 
 
• Download the certificate given by EFT Team 

• Double click the file 

 

• A popup will appear for the certificate details.  
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• Click Details tab and click Copy to File 

 

 

 
• Click Next. 
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• Select DER and Click Next 

 

 

Save the certificate, click Next and Finish.  

 

 

  



                                                                                     Proprietary to Strada 
 

 

• Go back to Cloud Integration Keystore.  

• Click Add Certificate.  

 

 

• Browse the file 

 

• Click Deploy 
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7   Integration Test 
 
• Deploy the Package. 

 

• Check the attachment if there are Error(s).  

 

 

• Download the Attachment 

 

 

• Message successfully sent to Exchange.  
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• Check the event in Exchange under Inbound Files. 

 

 
 
The file formatting for AS2 is 

<GCC><00000><1022><timestamp>_SFEC_Next_Generation_AS2.xml. 
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• Click Display Event. 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



                                                                                     Proprietary to Strada 
 

 

8 Switching to Package Integration - SF EC Payroll 
Integration to Exchange 
In Exchange release 17.0 all integration flows under the SAP SuccessFactors Employee 
Central Payroll Integration 2.0 with Strada integration package supports AS2 protocol. With 
these changes, customer using Package Integration - SF EC Payroll Integration to hrX 
Exchange via AS2 can switch to using Package Integration - SF EC Payroll Integration to 
Exchange by following the set-up describe below. 
 
An additional parameter for every integration flow is introduced to set if transmission is via 
webservicce or AS2. 

 
 
A new receiver is also delivered for every integration flows.  

 
 
A new integration flows, Package Integration - SF EC AS2 Adapter is created to handle 
AS2 support for all the iflows. See expected configuration below: 

 
Sender details address input should match with the same value configured in the calling 
iflow. 
AS2 receiver configuration: 

 


