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Typical challenges with authorization roll out in ERP projects

With every ERP implementation, a key task for Authorization
Administrators and Security Officer is the design and roll out of
the authorization matrix across the different organization units

Challenges and risks: Pain points:
= Ensure that business users can do their work without any = High time and effort requirement (days or even weeks of
authorization issues while being fully compliant with work, depending on complexity)
security and legal requirements at the same time. = Rather boring, repetitive manual task
= Ifrules are not tight enough: = Only very experienced people can do the job

Security issues, people get access to critical data, Ed _ @ q
can perform unwanted activities, vulnerability ucation effort and acceptance
= Often time critical, as being one of the last steps before

= |f rules are too tight: :
GoLive

Negative impact on business, users can’t perform
their jobs properly or on time
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Let an Authorization Bot based on Artificial Intelligence take over!

= Authorization Compliance and security based on
best practices and automation — ensure high
guality with less effort and stress, especially in
critical project phases.

Cloud Factory

Cloud Studio

= Provides a best practice in designing and
implementing User Authorization matrix across
organization units especially for international /
wide roll-out project with multiple organization
levels.

Cloud

Local

= Ensure that Business user can do their work without
any authorization issues from day one while being
in full compliance regarding legislation and security.
And in-built Artificial Intelligence reliefs your
experts from boring routine steps and give them
back time for valuable tasks.
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It IS no miracle - Authorization roll out bot in brief

SAP Intelligent Robotic Process Automation Factory AK

= Robotic Process Automation Bot (based on SAP R P —

IRPA) for authorization roll out in complex, e e o

multiple organization level projects |
= No programming skills necessary, only

configuration of the bot e
= Template driven authorization matrix based on g g | -"H el P

Best Practice =

= Extreme accuracy and uniformity (avoidance of
errors or typos)

= Modular architecture for optimal adaption and

open for extensibility requirements K -
= Cloud Based, available 24/7
= Attractive pricing =

= Available for attended and unattended use

= No disruption of existing systems and IT
infrastructure
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Authorization roll out bot at a glance — Benefits

Improved Quality Just press the button...

= Secure and standardized roll-out process

= Assured quality (based on best practices)

= Transparency, traceability and compliance

Start Authorization Roll-Out

Better performance at lower cost

= Reduced to few hours

= Reused whenever needed

= System independent and not limited to one system
= Supporting and securing GoLive preparation

= Replaces pure manual repetitive process

Less stress for the employees

= Frees highly qualified resources in critical project phases

@
]}

= Avoided escalations

= Improved employee satisfaction by avoiding boring work

' NTT DATA Business Solutions AG 04.01.2022 NTT DaTa




Robot Overview Components e

Manage Roles

SAP System Logon

/ \ Create Single Roles

Excel Template

Excel Automation
Generating role names and
parameter

- /

Authorization information @

Roles and related organizational levels

Generation of concatenated roles

4 ) = Login into a specified SAP System

= Cloud Factory manageable system parameter
= System ID, Client, User, PW

SAP System Login

4 )

Running transaction PFCG
Create roles based on excel information

Role and Authorization
creation

Adapt organizational levels

Log activities

-
.

" NTT DATA Business Solutions AG 04.01.2022 NTTDATtTa




Flexible Excel Template

Master Role B pre-role Description Cﬂl‘l‘lp-‘lll'f code B Purchasing Group Kl Purchasing Oraganization plant B Delivered Role
YM_MM_MASTER ¥_MM_DO5_DISPLAY MM Display 1010 E010  Y_MM_DOS_DISPLAY_ 1010
¥M_MM_MASTER ¥_MM_D05_OTHER MM Other 1010 E010 ¥ MM _D05_OTHER_1010

¥h_MM_BMASTER ¥_MM_DO5_DISPLAY MM Display 1020 5HO2Z ¥ _MM_DO5S_DISPLAY 1020
Y _MM_MASTER ¥ MM _DO5 OTHER MM Other 1020 SHOZ2 ¥ _MM_DO5 OTHER_ 1020

YM_MM_MASTER Y_MM_D05_DISPLAY MM Display 1710 E012  Y_MM_DO05_DISPLAY 1710

¥M_MM_MASTER ¥_MM_DOS_OTHER MM Other 1710 E012  Y_MM_DO5_OTHER_1710

YM_MM_MASTER ¥_MM_DO5_DISPLAY MM Display 1720 SHO4  Y_MM_DO5_DISPLAY 1720

¥M_MM_MASTER ¥_MM_DOS_OTHER MM Other 1720 SHO4  Y_MM_DO5_OTHER_1720

¥M_MM_MASTER ¥_MM_DOS_DISPLAY MM Display 2010 E014  ¥_MM_DOS_DISPLAY 2010
¥M_MM_MASTER ¥_MM_DO05_OTHER MM Other 2010 E014  Y_MM_DO5_OTHER_2010

Excel template covers master roles, roles and organization levels

It's a flexible framework where any organizational part (sales, production, ...) can be easily included
The bot is using the template for creating concatenated roles (last column)

Content is used for creating roles and authorizations
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Automating PFCG transaction

Change Roles

% [Blotherrole [ Inheritance [ More v Exit

Role Maintenance

Role
@ T & [ oTansactions More v Role: [YM_MM_MASTER | O obsolete
Description: [MM Master Role
Short Description: MM Master Role
< SAP { @ Description @ Menu @ Workflow M Authorizations @ User  MiniApps  £7 Personalization
v —
4 [Hoterrle [H Inhedtance [ More
Created
R user: [EE Change Role: Authorizations
Role: [PBL_msTER
D MM Master Role Date: [21.10.2
S Time: [12:05:1] | v| o I W & Selection criteria () Manually Organizational levels... [ Trace [3] Information Versions More ~ Find Exit
@, Description ® Menu ® Workflow W Authorizations ® User Information About Authorizad
Administration Information Transaction Inherit Profile Name: |T-DD350 Role YM MM MASTER o
Do o Profile Text: [FruliLe o] Maint. 0unmaint org. levels, 0 open fields v
a2 [
— —— Status: Authorizaf  Status: Cha.nged
Dat 1.10.2021 21.108.2021
o: [L1:57:08 13:00:28 . o | [ [ | ] [ | ] [>+ | ] [ ]
Edit Authorization Data and |~ | |B |~ | | Search |~ Values
Long Text
—— oE) Change Authorization Da
e e ———— Group/Object/Authorization/Field Maintenance Sta... A.. Value  Text
@ Expert Mode for Profilef - [7] 3 [ oOm Object Class Fl Manual Financial Accounting
r A
[] > [goom Object Class MM_E Manual Materials Management: Purchasing
L |
= Define Organizational Levels x
Define the values for the organizational levels of the role.
Field Vals of OrglLevels
Org. Level ‘From' To' . |G m c N
ancel
[] Company Code 1010 o 4
[[] Purchasing Group 101
[C] Purchasing Organization 1010
[] Plant E010

NTT DATA Business Solutions AG 04.01.2022 NTT DaTa




Overview

Cloud Factory

Bot Store

Cloud

Local

Cloud Studio

Desktop Agent

Servers

Desktops

g
PR
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Master Role

YM_MM_MASTER
YM_MM_MASTER
YM_MM_MASTER
YM_MM_MASTER
YM_MM_MASTER
YM_MM_MASTER
YM_MM_MASTER
YM_MM_MASTER
YM_MM_MASTER
YM_MM_MASTER

Pre-role
Y_MM_D0S_DISPLAY
Y_MM_D05_OTHER
Y_MM_D05_DISPLAY
Y_MM_D05_OTHER
Y_MM_D05_DISPLAY
Y_MM_D05_OTHER
Y_MM_D05_DISPLAY
Y_MM_D05_OTHER
Y_MM_D05_DISPLAY
Y_MM_D05_OTHER

B pescription
MM Display
MM Other
MM Display
MM Other
MM Display
MM Other
MM Display
MM Other
MM Display
MM Other

B company Code [ purchasing Group [l Purchasing Oraganization

1010
1010
1020

1

1010 £010
1010 £010
1020 SHO2
1020 SHO2
1710 012
1710 €012
1720 SHOA
1720 SHO4
2010 E014
2010 E014

Y_MM_D0S_DISPLAY_1010
Y_MM_D05_OTHER_1010
Y_MM_D05_DISPLAY_1020
Y_MM_D05_OTHER_1020
Y_MM_D05_DISPLAY_1710
Y_MM_D05_OTHER 1710
Y_MM_D05_DISPLAY_1720
Y_MM_D05_OTHER_1720
Y_MM_D0S_DISPLAY_2010
Y_MM_D05_OTHER_2010

noaoUSTR
e v, e ke
et

Change Role: Authorizatios

NTTDAaTAa




NTTDartda

Trusted Global Innovator




Copyright NTT DATA Business Solutions AG - All Rights Reserved

No part of this publication may be reproduced or transmitted in any form or for any purpose without the express permission of NTT DATA Business Solutions
AG. The information contained herein may be changed without prior notice

The software products marketed by NTT DATA Business Solutions AG and its distributors contain proprietary software components of other software vendors. Al
product and service names mentioned, and associated logos displayed are the trademarks of their respective companies. Data contained in this document serves
informational purposes only. National product specifications may vary

The information in this document is proprietary and confidential to NTT DATA Business Solutions AG. This document is a preliminary version and not subject to
your license agreement or any other agreement with NTT DATA Business Solutions AG. This document contains only intended strategies, developments, and product
functionalities and is not intended to be binding upon NTT DATA Business Solutions AG to any particular course of business, product strategy, and/or development.
NTT DATA Business Solutions AG assumes no responsibility for errors or omissions in this document. NTT DATA Business Solutions AG does not warrant the
accuracy or completeness of the information, text, graphics, links, or other items contained within this material. This document is provided without a warranty of any kind,
either express or implied, including but not limited to the implied warranties of merchantability, fithess for a particular purpose, or non-infringement

NTT DATA Business Solutions AG shall have no liability for damages of any kind including without limitation direct, special, indirect, or consequential damages that may
result from the use of these materials. This limitation shall not apply in cases of intent or gross negligence

The statutory liability for personal injury and defective products is not affected. NTT DATA Business Solutions AG has no control over the information that you may
access through the use of hot links contained in these materials and does not endorse your use of third-party web pages nor provide any warranty whatsoever relating to
third-party web pages.
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