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Overview 

This document provides information about how to set up the SAP Business Technology Platform tenant to consume the 

Create Social Security Certificate content package using SAP Build Process Automation. Administrators & IT are the target 

users of this document. 

An employee needs to travel and creates a Social Security Certificate Request. As he/she travels to a country where a 

social security agreement exists (e.g., EU, Switzerland, Liechtenstein, Iceland, UK or Northern Ireland), the respective 

social security certificate, e.g., A1, D/USA 101, VRC/D 101 etc., must be obtained. To do so, the HR department needs to 

send out a form to the respective organization to receive the certificate needed. This workflow increases the transparency 

between HR and employees. 

 By integration into SAP SuccessFactors, SAP S/4HANA or SAP ERP Central Component (ECC), the overall data 

quality of the request is increased. 

 The attachments are sent out using SAP Document Management System, which reduces the number of files 

sent via mail and automatically controls access. 

 

Solution Diagram 
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Required SAP Business Technology Platform Services 

The Workflow content package Create Social Security Certificate is intended to be used for SAP S/4HANA and SAP 

S/4HANA Cloud and requires the following Services in SAP Business Technology Platform.   

  

 SAP Build Process Automation   

 SAP Integration Suite  

 SAP Connectivity Service  

 SAP Business Application Studio  

 SAP Application Runtime Service  

 SAP Work Zone, standard or advanced  

 SAP Document Management Service, Integration Option 

 SAP Cloud Identity Services - Identity Authentication (optional)  

 SAP SuccessFactors 

 

 

 

Setup and Configuration 

The Create Social Security Certificate content package requires SAP Build Process Automation. Based on which service 

you plan to use, follow the appropriate section to configure SAP Build Process Automation. 

SAP Business Technology Platform Cockpit  

Configure SAP Build Process Automation 

Follow the setup and configuration section of SAP Build Process Automation: 

1. Subscribe to SAP Build Process Automation (Standard Plan)  

2. Configure Destinations for Live Process Projects  

 Import Package Destination 

 Decisions Destination to support start and step conditions. 

3.  Configure SAP Work Zone Service for SAP Build Process Automation 

 

 

 

 

https://help.sap.com/docs/PROCESS_AUTOMATION/a331c4ef0a9d48a89c779fd449c022e7/089a5d6f47b344e8b370460098980b9b.html?locale=en-US
https://help.sap.com/docs/PROCESS_AUTOMATION/a331c4ef0a9d48a89c779fd449c022e7/574ce5c5451d4e409510d852b1173904.html
https://help.sap.com/docs/PROCESS_AUTOMATION/a331c4ef0a9d48a89c779fd449c022e7/3dbbe660fab54eeeb79c844a0de84103.html?locale=en-US
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Setup SAP Build Process Automation Destination 

A destination is required in the Business Technology Platform subaccount where SAP Build Process Automation is 

subscribed. 

 Create a destination with the name “sap_process_automation_service” with the following configuration if it 

doesn’t exist already.  

Please refer to create a HTTP destination OAuth 2.0 Authentication (client credentials). 

 

Name sap_process_automation_service 

Type HTTP 

Proxy Type Internet 

Authentication OAuth2ClientCredentials 

URL <” endpoints”.”api”> 

Client ID   <"uaa":"clientis”> 

Client Secret   <"uaa":"clientsecret”> 

Token Service URL <"uaa":"url">/oauth/token 

 

 

Configure OAuth2ClientCredentials SAP Build Process Automation Destination (Service 
Instance) 

Ignore this step if there is already a destination using SAP Build Process Automation service instance created. 

 

Create new destination to call SAP Build Process Automation APIs using a service route from SAP UI5 component. For 

more details, follow the help document: 

 

https://help.sap.com/viewer/cca91383641e40ffbe03bdc78f00f681/Cloud/en-US/783fa1c418a244d0abb5f153e69ca4ce.html
https://help.sap.com/viewer/cca91383641e40ffbe03bdc78f00f681/Cloud/en-US/685f383cebb54c009b2fac633b32c90f.html.
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Configure SAP Document Management Service 
 

Configure Document Management Service Repository 

SAP Document Management service, in short Document Management, is the content management solution on the 

Cloud Foundry environment of SAP Business Technology Platform.  

For the Cancel Customer Invoice, you need to subscribe to ‘Document Management, Integration Option’ to upload the 

Cancel Customer Invoice related documents and other supporting documents for the approval process.  

Create and configure root Document Management Service repository by following the steps described in Initial Setup 

for Document Management, Integration Option and Connect to Document Management, Repository Option Using API 

(incl. Prerequisites). Save generated Repository ID from the response to be used the destination configuration as 

described in the next section.  

 

Configure Document Management Destination  

Configure a Document Management Service destination with the following parameters. 

 s 

Name bpmworkflowruntime_attachments 

Type HTTP 

Proxy Type Internet 

Authentication OAuth2UserTokenExchange 

URL <"endpoints":"ecmservice":"url">/browser/ 

<Repository_ID>/root/ 

Token Service URL <"uaa":"url">/oauth/token 

Token Service URL Type Dedicated 

https://help.sap.com/viewer/f6e70dd4bffa4b65965b43feed4c9429/Cloud/en-US/bc0f1ec7d5374b968e0b0de6db470c94.html
https://help.sap.com/viewer/f6e70dd4bffa4b65965b43feed4c9429/Cloud/en-US/bc0f1ec7d5374b968e0b0de6db470c94.html
https://help.sap.com/viewer/f6e70dd4bffa4b65965b43feed4c9429/Cloud/en-US/d30200e0993a457888db2786d4bb5cd9.html
https://help.sap.com/viewer/f6e70dd4bffa4b65965b43feed4c9429/Cloud/en-US/d30200e0993a457888db2786d4bb5cd9.html
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Populate Client ID and Client Secret with the values from the Service Key created on the previous step (see Create Service 
Keys Using the Cockpit). For more information refer to Create HTTP Destinations and OAuth User Token Exchange 
Authentication. Make sure that the users which are going to use the application have “SDM_Admin” or “SDM_User” roles 
assigned to them. 

 

Configure Integration Suite Destination 
 

To call an integration flow, a HTTP destination is required in the SAP Business Technology Platform tenant where the SAP 
Build Process Automation is subscribed. Create a destination called CPI with either Basic Authentication or 
OAuth2ClientCredentials.  

Destination with Basic Authentication 

 
Name CPI 

Type HTTP 

Proxy Type Internet 

Authentication Basic Authentication 

URL https://<customerhost>/http/Wfm/CancelCustomerInvoice 

Username  <user> 

Password  <password> 

 

Destination with OAuth2ClientCredentials Authentication 

 
Name CPI 

Type HTTP 

Proxy Type Internet 

Authentication OAuth2ClientCredentials 

URL <runtime.url> 

Client ID   <client ID> 

Client secret   <client secret> 

Token Service URL < oauth.url.for.clientCredentials > 

 

Setup Content Package  

Import and deploy Integration Suite content 

This workflow content requires the Integration Suite to process the –Create Social Security Certificate in SAP S/4HANA. 
The integration content package SAP Build Process Automation Integration with SAP S/4HANA for Create Social Security 
Certificate is available in SAP API Business hub to integrate SAP Build Process Automation with SAP S/4HANA. Integration 
models use RFC and OData to integrate with SAP S/4HANA. The following integration models are available in this package. 

1. Company Data Query 

2. Employee Address Query 

3. Employee Email ID Query 

4. Employee First Last Name Query 

Further details can be found in dedicated integration guide of the integration package “SAP Build Process Automation 
Integration with SAP S/4HANA for Create Social Security Certificate” that is accessible in this link. 

https://help.sap.com/viewer/65de2977205c403bbc107264b8eccf4b/Cloud/en-US/cdf4f200db3e4c248fa67401937b2f78.html
https://help.sap.com/viewer/65de2977205c403bbc107264b8eccf4b/Cloud/en-US/cdf4f200db3e4c248fa67401937b2f78.html
https://help.sap.com/viewer/cca91383641e40ffbe03bdc78f00f681/Cloud/en-US/783fa1c418a244d0abb5f153e69ca4ce.html
https://help.sap.com/viewer/cca91383641e40ffbe03bdc78f00f681/Cloud/en-US/e3c333f9de6245fca326993f2397c13a.html
https://help.sap.com/viewer/cca91383641e40ffbe03bdc78f00f681/Cloud/en-US/e3c333f9de6245fca326993f2397c13a.html
https://api.sap.com/package/EmployeeValuehelp/integrationflow
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Import pre-packaged Integration content in SAP Integration Suite 

 Access your SAP Integration Suite tenant management node (https://<integrationtenant> /it spaces).  

 View all pre-packaged integration flow under Discover->Integration. 
(https://<integrationtenant>/itspaces/shell/discover) 

 Search content package “SAP Build Process Automation Integration with SAP S/4HANA for Create Social 
Security Certificate”. 

 Click on the package “SAP Build Process Automation Integration with SAP S/4HANA for Create Social Security 
Certificate”. 

 Click Copy to import the Integration content package to your workspace. 

 Navigate to the Monitor view (https://<integrationtenant> /its spaces/shell/monitoring) to setup the security 
materials required for the package. 

 Deploy the following credentials using the Security Material app. Detailed information on the credentials is 
available on the integration guide.  

 In Integration Suite, open Operations view, then click on Security Material to create and deploy security 
materials. 

­ S4HANA – (User Credentials) To call the OData APIs. 

­ WF_CREDENTIAL – (OAuth2 Client Credentials) To start the approval workflows in SAP Build Process 

Automation (help documentation to determine the service configuration parameters)  

 

Note: The credential names can be different from what is mentioned above. Make sure that you configure the 
appropriate credential names in the integration flow’s OData/HTTP adapter configuration.  

For more information refer the Integration Guide. 

 

Setup Custom User Interfaces 

The content package requires two SAPUI5 user interfaces, and both are automatically deployed in the SAP 
Business Technology Platform tenant when the content package is imported. If the standard behavior needs to 
be altered to meet custom requirements, then the sources for the user interface and workflows are available in 
the Sources tab (Manage Package app). The source files can be imported into the SAP Business Application 
Studio to make further enhancements & deploy into the SAP Business Technology Platform tenant. 

 

Import and deploy SAP UI5 Application content 

In the SAP Build Process Automation Store , search for live process package Create Social Security Certificate 
and import the same. After this the project will be available in the SAP Build Process Automation lobby for 
usage.  

 

Following steps can be followed to utilize the SAP UI5 application provided with this process package:  

 Download the SAPUI5 application file from the imported store project, it will available under the 
sources section in the package. 

 Open Business Application Studio and import the previously downloaded SAPUI5 project.  

 Ensure that you have already created the SAP Build Process Automation instance and the same 
instance details need to be updated in the mta.yaml file available in the SAP UI5 application project.  

 

https://api.sap.com/package/SAPWorkflowManagementIntegrationwithSAPS4HANAEmissionDataManagement/integrationflow
https://api.sap.com/package/SAPWorkflowManagementIntegrationwithSAPS4HANAEmissionDataManagement/integrationflow
https://help.sap.com/docs/build-process-automation/sap-build-process-automation/determine-service-configuration-parameters?q=service%20parameter%20configuration
https://help.sap.com/docs/PROCESS_AUTOMATION/a331c4ef0a9d48a89c779fd449c022e7/b38897b821874ebe98fb15fc7d4400e9.html


 

 

 

 

9 
 

              

 

 Build SAPUI5 project using mta.yaml file & the generated project (generated mtar file will be available 
in the mta_archieves folder) file can be deployed. 

 SAP Work Zone site needs to be configured to access the application. Please go to 
Configuration Guide for further process.  

 

 

 

 

Optional Setup 

 Configure OData API in SAP ERP 

The below configuration is needed only for those customers who need to pull the Business partner data from 
the SAP ERP Central Component (SAP ECC). If you are already using the SAP S/4HANA then these configuration 
steps are not needed.  

 

Following custom OData service needed to be configured in SAP ERP to use the content package. Please follow 
this step to create the SEGW OData service. 

 

Create OData Service 

    Create Dictionary elements for Service Data Model Entity Type BusinessPartner  
 
• Go to transaction SE11 and create new structure ZTY_BP add short description “Structure for 

Business Partner”. 

• Add includes BUT000 and BAPIBUS1006_ADDR_SEARCH and the component COMPANYNAME.  
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Component Type Component Type 

. INCLUDE Types BUT000 

. INCLUDE Types BAPIBUS1006_ADDR_SEARCH 

COMPANYNAME Types CHAR80 

 
• Create a Table Type ZTYT_BP for the Structure ZTY_BP created before.  

 

 
 
Create Service 
 

• Go to transaction SEGW. 

• Create new project ZSOV_BP with attributes. (Follow this link on how to create a Project). 

Project type: “Service SAP Annotations”  

Generation Strategy: “Standard”  

 

 
 
• Add your Package. 

• Add New Entity Type “BusinessPartner” with reference to the structure created before “ZTY_BP”.  

 

 
 
 
• Right-Click in Entity Type “BusinessPartner” and click in Import->Properties 

 

https://help.sap.com/viewer/68bf513362174d54b58cddec28794093/7.52.8/en-US/37a64dffdee14c1cae8bd1a79cb17853.html
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• Add the fields below and click as KEY the Partner field. 

 

 

 Save and click in Generate  

 

 
Create Service Handler Class 

  
 Go to transaction SE24. 

 Enter object type name as ZCL_ZSOV_BP_APP_BL & Click on create button. 

 Click Source Code-Based button to toggle to the source code-based class builder. 

 Copy the code for the class from SAP NOTE 3164551. 

 The class should now have the types, and one method as shown in the screenshot below. 

 Save and activate the class. 
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Redefine method in Service Class ZCL_ZSOV_BP_DPC_EXT 

 
 After generating the OData Service and the Service Handler Class created, go to transaction SE24 and 

open class ZCL_ZSOV_BP_DPC_EXT. 

 Click Source Code-Based button to toggle to the source code-based class builder. 

 Redefine Method BUSINESSPARTNERS_GET_ENTITYSET.  

 Copy the Source Code from SAP Note 3164551.  
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Configure Communication Scenarios in SAP S/4HANA 
 
If you are using SAP S/4HANA public cloud to get the business partner information, then the following 
communication scenario is needed to be configured in SAP S/4HANA to use the Business Partner API. 

SAP_COM_0008 

Inbound Services consumed: 

/sap/opu/odata/SAP/API_BUSINESS_PARTNER 

Follow the documentation on how to Create Communication Arrangement for communication scenario 
SAP_COM_0008.  

 

Configure Cloud Connector 
 
If you are using SAP S/4HANA (private cloud or on-premise) or SAP ERP Central Component (ECC) to get the 

business partner information, configure cloud connector to enable secure tunnel to access the resources from 

an SAP Business Technology Platform tenant. Please refer the help documentation 

 to configure Cloud Connector. 

When using SAP S/4HANA 
If you are using SAP S/4HANA to get the business partner information, then configure clo ud connection to 

define a new ABAP system with HTTPS protocol and whitelist the following resource.  

 
OData Resource 

 
Backend Type Protocol Endpoint URL 
ABAP System HTTPS /sap/opu/odata/sap/API_BUSINESS_PARTNER 

 

When using SAP ERP Central Component (ECC) 
When using SAP ERP Central Component to get the business partner information, then configure cloud 

connection to define a new ABAP system with HTTPS protocol and whitelist the following resource.  

 

Backend Type Protocol Endpoint URL 
ABAP System HTTPS /sap/opu/odata/sap/ ZSOV_BP_SRV 

 

 

  

https://help.sap.com/viewer/1f6856bc0f3740ab877da49563de2e63/SHIP/en-US/d816ef845b9f4ca88da9b35a0fef69a5.html
https://help.sap.com/viewer/cca91383641e40ffbe03bdc78f00f681/Cloud/en-US/e6c7616abb5710148cfcf3e75d96d596.html
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Register OData Service 

 
1. Go to t-code “SICF”. 
2. Go to path: default_host/sap/opu/odata/sap/zsov_bp_srv.  
3. Activate the service. 

 
Follow this link on how to activate the SICF related service for the OData. 

 

 
 

Register OData Services in SAP Gateway 

  
1. Go to t-code “/IWFND/MAINT_SERVICE”. 
2. Click on “Add Service”  
3. Select the required System Alias (Select LOCAL as system alias in case of Embedded Deployment of 

Gateway)  
4. Enter Technical Service Name as “ZSOV_BP_SRV” and click on “Get Services”  
5. Select “ZSOV_BP_SRV” and click on “Add Selected Services”  
6. Enter the required package and click on OK. 

 

https://help.sap.com/viewer/68bf513362174d54b58cddec28794093/7.52.8/en-US/a5f72651c294256ee10000000a445394.html?q=SICF
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