Configuration Instructions SAP S/4HANA
Integration with SAP Business Network
Material Traceability enhanced for Catena-X

1. Version Restrictions
This project is developed and tested with the following software Versions:
- Catena-X Release 23.09 (3.2)
- Business Network Material Traceability Q3 2023
- Eclipse Dataspace Connector 0.5.0

2. Create a Package in SAP Integration Suite
Discover prepackaged integration content.
You are currently viewing all predefined integration packages provided by SAP.
Each integration package contains a set of integration flows, value mappings, and other
integration artifacts that cover a specific integration scenario.
Search for “SAP S/4AHANA Integration with SAP Business Network Material
Traceability enhanced for Catena-X” package.

= SAP Integration Suite

. Discover (Integratio
@ Discover (562)

7 [ SAP SIHANA integration with SAP Business Network Material Traceability enhanced for Catena |

SAP SI4HANA Cloud for Pr . with SAP S/4HANA Cloud blished: about NOUrS 3

SAP Docul
@

Sat up the Integration package to er

SAP Financial Compl
[
V&% Import business processes ar

SAP ible Design and Production Integration with SAP ERP

Select the package and press Copy button at top right to add it to your Design workspace.

3. Open Project “SAP S/4HANA Integration with SAP Business Network Material
Traceability enhanced for Catena-X”

You can find information to this project under the different tabs.
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Make you familiar with the Overview tab to get a short description.
Under the Artifacts tab you will find the iFlows.

wced for Catena-X
enhanced for Catena-X

1 with SAP Business Network Material
SAP Business Network Matetial Tr

Digital Tuin Reglsiry (445) and Ecllpse Datasoace

A description how to setup the iFlow Configuration is provided under the Documentation
tab.

Adjust Configuration for "Enhanced SAP S4AHANA Integration with SAP Business
Network Material Traceability"

Select "Configure” from the Drop-Down under the "Action™ button for the Integration Flow
"Enhanced SAP SAHANA Integration with SAP Business Network Material Traceability"

= SAP Int =

On “Sender” tab you can find:

The Setup for the Message Queue used

Configure "Enhanced SAP S4HANA Integration with SAP Business Network Material Traceability”

Sendei  Receiver  More

Sender: | MessageQueue v ]
-

Adapter Type: | DataStoreConsumer

Connection

Data Store Name: | SAPS4_BNMT_QUEUE |

The Connection setup for S/4HANA. Leave it as it is.



Configure "Enhanced SAP S4HANA Integration with SAP Business Network Material Traceability”

Sender  Receiver  More
Sender: |54 ~ |
Adapter Type: | SOAP ~ |
Connection
Adaress: | icatenaxisd/bnmtisoapivl |

User Role: | ESBMessaging.send |

On “Receiver” tab select first the Receiver “BN-MT SOAP”.

Configure "Enhanced SAP S4HANA Integration with SAP Business Network Material Traceability’

Receiver: | BN-MT_SOAP

Adapter Type: | Register-EDC

Connection | BN-MT_SOAP

AAAIESS 1 ExceptionHandler |

ExtendReceiveEvents

Enter your SAP Business Network Material Traceability Server URL into “Address”

Enter the “Private Key Alias” you defined in Key Setup Tile

Configure "Enhanced SAP S4HANA Integration with SAP Business Network Material Traceability”

Sender Receiver More
Receiver: | BN-MT_SOAP v |
Adapter Type: | SOAP v |
Connection
Address: | tpsil2050 ey, * hans and.com/cxfllbn/b2blsoapivl |

Private Key Alias: | b 1 |

Timeout (in ms): | 60000 |

On “Receiver” tab select first the Receiver “ExtendReceiverEvents”.
Enter the Path of the Integration Flow “Extend Receive Events with Global Asset Id from

Digital Twin Registry”.
Leave it as it is. Could be used to extend the Logic

Configure "Enhanced SAP SAHANA Integration with SAP Business Network Material Traceability”

Sender Receiver More
Receiver: | ExtendReceiveEvents ~ |
Adapter Type: | ProcessDirect ~ |
Connection
Address: | /extendReceiveEvents |

On “Receiver” tab select first the Receiver “Register-EDC”.

Enter the Path of the Integration Flow “Register Deliver Events in Eclipse Dataspace

Connector”.
Leave it as it is. Could be used to extend the Logic



Configure "Enhanced SAP S4HANA Integration with SAP Business Network Material Traceability”

Sender Receiver More:
Receiver: | Register-EDC <
Adapter Type: | ProcessDirect ~
Connection

Address: | iregister_EDC |

On “Receiver” tab select first the Receiver “ExceptionHandler”.
Enter the Path of the Integration Flow “Integration Exception Handling”.
Leave it as it is. Could be used to extend the Logic

Configure "Enhanced SAP S4HANA Integration with SAP Business Network Material Traceability”

Sender  Receiver  More
Receiver: ; ExceptionHandler v
Adapter Type: | ProcessDirect - |

Connection

Address: | /exception_handler |

On “Receiver” tab you see the SAPS4_ BNMT_QUEUE name defined. Leave it as it is.
Enter a Systemld. This ID is used if no value is passed in via the SOAP Message Body.

Configure "Enhanced SAP S4HANA Integration with SAP Business Network Material Traceability”

Sender Receiver More

Type: | All Parameters >

SAPS4_BNMT_QUEUE: | SAPS4_BNMT_QUEUE

Systemid ‘ SYSTEMO0001

Transaction Handling: | Required

Press "Save" and some Warnings are shown. Press Close to confirm

Messages (1)

Type Location Message

Update SAOP Messages [MessageFlow_44] Process Call may not pass XML message to Soap1x Receiver.
Soaplx Receiver supports XML input only.

Close

Enhanced SAP SAHANA
Integration with SAP
Business Network Material
Traceability saved

Press "Deploy" to activate changes. Confirm by pressing "Yes"

@ Confirmation

Do you want to deploy the artifact on the runtime profile Cloud Integration?

[TYes ] Mo




Press "OK" to close Deployment dialog

@ Deployment

‘Enhanced SAP S4HANA Integration with SAP Business Network Material Traceability' is triggered for deployment.

Deployment is confirmed

“Enhanced SAP S4HANA
Integration with SAP
Business Network Material
Traceability successfully

deployed.

Adjust Configuration for ""Extend Receive Events with Global Asset Id from Digital

Twin Registry"

Select "Configure” from the Drop-Down under the "Action™ button for the Integration Flow

@

enhanced for Catena-i

"Enhanced SAP SAHANA Integration with SAP Business Network Material Traceability"

On “Sender” tab the Address of this Integration Flow could be adjusted. Leave it as it is.

Configure "Extend Receive Events with Global Asset Id from Digital Twin Registry™

Sender

Connection

On “Receiver” tab select the Receiver “DecentralTwinRegistry”.

Configure “Extend Receive Events with Global Asset Id from Digjtal Twin Registry

3 Receiver
Receiver DecentralTwinRegistry v
dapter Type: | ProcessDirect
Connec tion
Address: \lookupRegitry

On “Receiver” tab select first the Receiver “ExceptionHandler”.
Leave it as it is. Could be used to extend the Logic
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Configure "Extend Receive Events with Global Asset Id from Digital Twin Registry”

Sender Receiver

Receiver: | ExceptionHandler

Adapter Type: | ProcessDirect

<<€

Connection

Address: | fexception_handler ‘

Press "Save" and some Warnings are shown. Press Close to confirm

Messages (1)

Type Location Message

Splitter [CallActivity_8019] Splitter may behave differently in a local process than in the
main process. For more information, see the documentation

Close

Extend Receive Events with

Global Asset Id from Digital
Twin Registry saved

Press "Deploy" to activate changes. Confirm by pressing "Yes"

@ Confirmation

Do you want te deploy the artifact on the runtime profile Cloud Integration?

Yes | Mo

Press "OK" to close Deployment dialog

@ Deployment

‘Extend Receive Events with Global Asset Id from Digital Twin Registry’ is triggered for deployment.

Deployment is confirmed

‘Extend Receive Events with

Global Asset Id from Digital

Twin Registry’ successfully
deployed.

6. Adjust Configuration for "Integration Exception Handling"

Select "Configure™ from the Drop-Down under the "Action" button for the Integration Flow
"Integration Exception Handling"
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On “Receiver” tab select the Receiver “Email_Server”.
Enter the Email Server configuration:

Address, Credential Name, From and To Address.

The Subject is prefilled and can be adjusted as needed.

Configure "Integration Exception Handling”

Receiver: | Email_Server ~ |
Adapter Type: | Mail ~ |

Connection
Address: | smtp.dummy.nodomain |
Proxy Type: | Intenet ~ |
Timeout (in ms): | 30000 |
Protection: | STARTTLS Mandatory ~ |
uthentication: | Plain User/P. d ~ |
Credential Name: | gm" ~_catials |

Processing
From: [ ren_...  ~"er=gmalcom |
To: [ ren = scom |
Subject: | Exception in Enhanced SAP S4HANA Integration with SAP Business Network Material Traceability for Cate... |

Press "Save" and some Warnings are shown. Press Close to confirm

Messages (1)

Type Location

Message

Mail [MessageFlow_13]

For connections to the public Internet, only the ports 587
(SMTP+STARTTLS) and 465 (SMTPS) are supported

Close

Integration Exception
Handling saved

Press "Deploy" to activate changes. Confirm by pressing "Yes"

@ Confirmation

Do you want to deploy the artifact on the runtime profile Cloud Integration?

Yes | Mo




Press "OK" to close Deployment dialog

@ Deployment

‘Integration Exception Handling is triggered for deployment.

Deployment is confirmed

7. Adjust Configuration for ""Register Delivery Events in Eclipse Dataspace Connector"*

Select "Configure" from the Drop-Down under the "Action™ button for the Integration Flow
"Register Deliver Events in Digital Twin Registry and Eclipse Dataspace Connector"

AN Integration with SAP Busins K Material Traceability enhanced for Catena-x

On “Sender” tab the Address of this Integration Flow could be adjusted. Leave it as it is.

Configure "Register Deliver Events in Eclipse Dataspace Connector”

On “Receiver” tab select “BN-MT Genealogy” from the drop-down list and enter the
Genealogy-Server name into “BN-MT Genealogy” and “Credential Name”

Configure "Register Deliver Events in Eclipse Dataspace Connector”

Receiver: | BN-MT_Genealogy

HTTP

https:/fmt-=~m~slogy-¢ ~dive.cfanne ~*" ana.onge.  ~ com/apiivligenealogy




Select “EDC Policy” from the drop-down list and enter the EDC Enpoint for Policy into

“Address” and “Credential Name”

Configure "Register Deliver Events in Eclipse Dataspace Connector”

Sender  Receiver  More
Receiver: | EDC_Policy ~ |
Adapter Type: | HTTP ~ |
Connection

Address: [ httpsiiett cv.... " _ . ere4lf siagekyma.ondemana.co. Japiimanagementiv2/policydefinitions

Authentication: | OAuth2 Client Credentials

Credential Name: | EC_G.>d_ ‘ials

Timeout (inms): | 60000

Select “EDC Contract” from the drop-down list and enter the EDC Enpoint for Contract

into “Address” and “Credential Name”

Configure "Register Deliver Events in Eclipse Dataspace Connector”

Sender Receiver More

Receiver: | EDC_Contract v |

Adapter Type: | HTTP v |

Connection

Address: | hitpsiicixc ~actor-2-met~ " .41fcageky - andeman \Wv2/contrad |

Authentication: | OAuth2 Client Credentials v |

Credential Name: [ IC_C *—als |

Timeout (in ms): | 60000 |

Select “EDC _Asset” from the drop-down list and enter the EDC Enpoint for Asset into

“Address” and “Credential Name”

Configure "Register Deliver Events in Eclipse Dataspace Connector”

Receiv EDC_Asset > ‘
iapter Typ HTTP |
Connec tion
https:/fct> Tadif ’ -.ondemand.com/api/management/v2/assets

On “Receiver” tab select first the Receiver “ExceptionHandler”.
Leave it as it is. Could be used to extend the Logic

Configure "Register Deliver Events in Eclipse Dataspace Connector

Receiver: | ExceptionHandler =
Adapter Type: | ProcessDirect z
Connec tion
Address exception_handler

Change to “More” tab and set the following values:

- Eclipse Data Connector (EDC) Administrator should provide the following:
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AssetAddress_Endpoint: Endpoint for End-to-End Communication
AssetAddress AuthKey: This is a constant “Authorization”
AssetAddress_AuthCode: Bearer token for Basic authentication

Optional - Enter Business Partner Numbers to be filtered in EDC-Policies into
EDC_Policy BPN_List

Configure "Register Deliver Events in Eclipse Dataspace Connector”

Sender Receiver More

Type: [ All Parameters v

AssetAddress_AuthCode: | Basic c2t,, * " IRVIATRBIN MCO0Yje. "™ "7 "7 TONNINZE3O™™" |, T "7 wNTd8aY -~ ~rrtFeGlja...

AssetAddress_Endpoint: | htpsi/iparticinane AP itcoi024-1r ~#-—~= ~u10-0M = ~nd= ind.com

EDC_Policy BPN_List:

\
\
_AuthKey: | Authorization |
\
\
|

Transaction Handling: | Not Required

Press "Save" and some Warnings are shown. Press Close to confirm

Messages (2)

Type Location Message

XML to JSON Converter 2 [CallActivity_17] Iterating Splitter may not pass XML message to XML To JSGN
Converter. XML To JSON Converter supports XML input only.

JSON to XML Converter 1 [CallActivity_14] Script may not pass JSON message to JSON To XML Converter.
JSON To XML Converter supports JSON input only.

Close

Register Deliver Events in
Eclipse Dataspace
Connector saved

Press "Deploy" to activate changes. Confirm by pressing "Yes"

@ Confirmation

Do you want to deploy the artifact on the runtime profile Cloud Integration?

[T¥es ] Mo

Press "OK" to close Deployment dialog

@ Deployment

‘Reglster Delliver Events In Eclipse Dataspace Gonnector Is riggered for deployment.

Deployment is confirmed

‘Register Deliver Events in
Eclipse Dataspace
Connector successfully
deployed

8. Adjust Configuration for ""Retrieve Aspect Data Callback""

Select "Configure" from the Drop-Down under the "Action™ button for the Integration Flow
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"etrieve Aspect Data Callback™

o B4 Bl Network M zteia Traceabilty enhanced for Catens X
Intzgration with SAP Business Natwork Material Traceability enhanced for Catena-X

On “Sender” tab the Address of this Integration Flow could be adjusted. Leave it as it is.

Configure "Retrieve Aspect Data Callback™

Sender

Sender: | Sender v

Adapter Type: | HTTPS
Connection

Address: | fedr_callback

On “More” tab change the “Callback Datastore” name if needed. Leave it as it is.

Configure "Retrieve Aspect Data Callback™

Press "Save"

Retrieve Aspect Data
Callback saved

Press "Deploy" to activate changes. Confirm by pressing "Yes"

@ Confirmation

Do you want to deploy the artifact on the runtime profile Cloud Integration?

el Mo

Press "OK" to close Deployment dialog

@ Deployment

"Retrieve Aspect Data Callback' is triggered for deployment

Deployment is confirmed

‘Retrieve Aspect Data
Callback’ successfully
deployed.
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9. Adjust Configuration for ""Retrieve Aspect Data from Vendors Digital Twin Registry*’

Select "Configure” from the Drop-Down under the "Action™ button for the Integration Flow
"Register Deliver Events in Digital Twin Registry and Eclipse Dataspace Connector”

@ @ W
Esport Dol

Sap

On “Sender” tab the Address of this Integration Flow could be adjusted. Leave it as it is.

Configure "Retrieve Aspect Data from Venders Digital Twin Registry”

Sender: | Sender

Adapter Type: | ProcessDirect

Address: | /lookupRegitry

On “Receiver” tab select “EDC Discovery” from the drop-down list and enter the Portal
Service into “Address” and “Credential Name”

Configure "Retrieve Aspect Data from Vendors Digital Twin Registry”

Sender Receiver More

Receiver: | EDC_Discovery

Adapter Type: | HTTP

Connection

Address: | hitpsiiportal-n=rkend.int.demn ratana-v == ipifadministration/connectorsidiscovery ‘

Credential Name: | ELw._~rovery J

On “Receiver” tab select first the Receiver “ExceptionHandler”.
Leave it as it is. Could be used to extend the Logic

Configure "Retrieve Aspect Data from Vendors Digital Twin Registry”

Sender Receiver More

<<

On “More” tab enter the EDC_ControlPlane Server name where the registration of the EDC
assets takes place.
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Configure "Retrieve Aspect Data from Vendors Digital Twin Registry”

Type: [ All Parameters v |

Callback Datastore: | Callback_Datastore

EDC_ControlPlane: | hitpsi/dsi .. " Tilhjasi-mgt.c-= ~ ***~~~akyma.ondemand.com

EdrAuthCode: | Basic c2ItYjdmMjUSYyr, "RIMCAR: =42y | =™ *iNiNZE3OTRhIWIOTEwNTd8aXQtcnQicGFydGla.

EdiAuthKey: | Authorization

EdrCallbackUrl: | hitpsilipart . * " *Mmorkit =" .. .. " IpPuwcmas vwi.NaNa.....-onand.comhitpledr_callback

Transaction Handling: | Required

10. Generate and import Certificate for Business Network Material Traceability
Communication

10.1. Create certificates for communication between CPI Integration Flow and
Business Network Material Traceability SOAP Endpoint

*** Access to an Identity Authentication service is needed ***

Start the service and login.

T Cloud tamiing Servicen foremamyis

vy B Autherisasions v ) Mentiy Proviosing [ Applicstions & Bewsurces v 3 Wty Providers v ] Maniaring & Repering

Users & Authorizations

& 20 & 36 & 11 & 1. & 1

i

Identity Provisioning

e 0 3 0| & 0 & 0 2

Under Applications and Resources, choose Applications, click the pencil icon for Add
Application, and assign the new application the name MT CertificateGeneration, for
example.

Then search for Application APIs and click on Client Authentication

13



On Client Authentication screen -> Certificates section, click on Add button:

[Eep—

Enter the Common Name, Password, and Confirmed Password and click
on Generate. The browser downloads the certificate to your local system

I — —
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Keystore Explorer can be downloaded from http://keystore-explorer.org/

Open KeyStore Explorer, click File -> Open

Locate p12 file just downloaded, and click on Open

O

Fille Marme el
Pl o Ty A e

Enter the password when certificate created

Double click on the p12 file and click on Export
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http://keystore-explorer.org/

Ao e Gt Vew Took Luwine Melp
JGN "+ XOERBLIAR-0 LTC O

etp)d *
E l('vkm Aigorthen Koy Siaw Cerslicate Sipiry
Waea wsA 08 W02 24413 P EOT

Version:

Sobject | CN=COm Catwrin (PODD0 123 .
hisuer.
L]
(dect

Vald Fromy  3/29/2021. 14813 MM EDT
Vald Untd 322004 24212 P GOT
PG Ky RSA 2048 bitg

Sigranuee Migoeshert  SHA-2% with RSA

aport Exteraions

PiM

ses B

Piegerpree  SHA-1 BALI00: BITAEAR 1200015462100AS &
Verty ASNY

(o]

Comifcate Hisrarchy: | I SAF Chowd Root CA
= M SAF Chiussd Mlatform Cheet C4

ct i [POOCOT 1)
L] [:}
Tubgecr:  Ch TPOO00 I L wh A &30 o . OU=8s" B

A Eagn T Cavnifacan: o, Clid (POC0 AP Ching Pk « » B
sei) o = xem ] mcser - pusu sac
el X
Espoet File:  ooem.cabinda PODODN 2 SAF_Cloud Platonm, Chant CA_oer | Browsa

=
Pl ey RER 2040 b 1

Fngerprint:  5HA-1 *  ZRSEIDMZEIRAFEVET SRR | 2000 SASE1 OFAS | #

lEmpaart Extergiom L] Weridy A5N1

(o ]

Choose Export Format as X.509 and click on Export

Export successful
a&amum l;ucmwa

‘uwwmm;@

Verdos:

Sbject  ON=oen.Catwma PO0001 2L =t-me-ati-Int ks A0 o=t B
tssuer  CN=SAP Cloud Parkonm Clens CAOUSSAP Cloud Marform Cleres O<SaP SE1
Serial Nurnbet st OcSAM
Serisl Number (decy 11981 o et Corpficane Sucretshd

vl From: 3725/ (]l

Vb et /I PRRTE DY

Pl Key:  RSA 2040 s T
Sigratare Algorhere A 754 with KSA

Fiagerprie  SMAY 28SEIDOAZBON LT HEFEAS120D01ASAGE10FAS @

Egont Estenson L Verdy ASNY
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Now 2 files are available, cert.p12 and the exported X.509 file with extension .cer

10.2. Apply certificates to Business Network Material Traceability
Open Business Network Material Traceability and click on System Connection

Create Connection, add certificate file (.x509) just exported and then Activate

< SAP  system Connections » 2

LEBN-MT-TEST m

10.3. Apply certificate
Open Cloud Integration and go to the Overview and select "Keystore™ Tile

tion Sui

o_.0 °
2 +
0_ 0 1

Data Stores Variables Number Ranges
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10.4.

In Manage Keystore press Add - KeyPair

Filter by Alias or DN Q | Create Add ~  Back Up Download C “{:(

Certificate

Subject DN Actions
Key Pair

CN=MarketEnty-POC

P000012),L=ls-na-ati- SSH K

_( JL=ls-na-ati & Platform Client

1T its400.ondemand.com, QU= d Platf

PR . A RSAKey |ud Platform =
#3 Belaffb2-6 7- .
=2 i EL=EU10-

2ba75e4b3d84,0U=Canary,OU=SAP
Cloud Platform Clients,O=SAP
SE,C=DE

4 Keystore

Enter "bn_mt_cert" as Alias for example. This will be referenced in Integration Flow
“Enhanced SAP S4HANA Integration with SAP Business Network Material
Traceability”

Browse for the certificate (cert.p12) created in section 6.2 and enter the password

Add Key Pair
Alias: * | bn_mt_cert |
File:* | MarketEnty_POC.p12 H Browse... l
Password: * | s o |
Add Cancel

Confiqure Security Material

In Integrations Suite open "*Security Material” Tile on the Overview

All All

PGP Keys Access Policies JDBC Material User Roles Connectivity Tests

Data Stores Variables Number Ranges
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10.5.

10.6.

Define User Credentials for Business Network Material Traceability for

retrieve a valid token.

This is used in the Integration Flows

"Retrieve Assembly Part Relation from SAP Business Network Material Traceability"
and "Retrieve Serial Part Typization from SAP Business Network Material Traceability
Select "User Credentials” from the "Create" drop-down

Filter by Name or Deployed By Q ‘ Create Upload v C %

| User Credentials |

Deployed By Deployed On
OAuthZ Client Credentials

rg| - rembbeesstT L pcom Mar 23, 2023, 15:17:04
OAuth2 SAML Bearer Assertion

remnmnhhue= =7 com Mar 22, 2023, 11:48:59 | oauth2 Authorization Code

Secure Parameter

Enter "BN-MT _Basic" as Name, because this is referenced in the Integration Flows
"Retrieve Assembly Part Relation from SAP Business Network Material Traceability"
and "Retrieve Serial Part Typization from SAP Business Network Material
Traceability"'.

Enter the User (Client ID) and Password (Client Secret) provided by BN-MT
Administrator and Press "Deploy"

Create User Credentials

MName: * | BN-MT_Basic

Description: |

Type: *

User:*® | sha, = “nltrace "™ 7 777 47

Password: |

|
|
User Credentials ~ |
|
|
|

Repeat Password: | sesnnsussssisnnsanistinantnn

Deploy Cancel

Define User Credentials for your Email Server.
This is used in the Integration Flow "Integration Exception Handling'
Select "User Credentials” from the "Create™ drop-down
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Filter by Name or Deployed By Q ‘ Create Upload v C %

User Credentials

Deployed By Deployed On

OAuthZ Client Credentials
rg| - rembbeestT L pcom Mar 23, 2023, 15:17:04

OAuth2 SAML Bearer Assertion
remnmnhhue= =7 com Mar 22, 2023, 11:48:59 | gauth2 Authorization Code

Secure Parameter

Enter the User (Client ID) and Password (Client Secret) for your Email Account and
Press "Deploy"

Create User Credentials

Mame:* | email_credentials |
Description: | |
Type:* | User Credentials ~ |

User:* | ail=lf-" ' as. " |

Password: | sssssssssss |
Repeat Password: | sssssssssss o |

Deploy Cancel

11. Testing

11.1. Endpoint called by S/4 GBTRINT 100 extension
SOAP Endpoint provided by the Integration Flow "Enhanced SAP S4HANA Integration
with SAP Business Network Material Traceability":
https://<CPI_Server>/catenax/s4/bnmt/soap/v1l
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