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Disclaimer

The integration flows/integration package provided herein are intended to serve as an intermediate solution.
Please be advised that, at a later point in time, the functionalities of the iflow may have a successor
functionality, resulting in the deprecation of these iflows and restricted support. Advanced information will
be given to consumers before the deletion of these iflows.

No part of the SAP Licensed End-User Documentation may be reproduced or transmitted in any form or for
any purpose without the express permission of SAP SE or an SAP affiliate company.

The information contained in the SAP Licensed End-User Documentation may be changed without prior
notice. Some software products marketed by SAP SE and its distributors contain proprietary software
components of other software vendors. National product specifications may vary.

SAP and other SAP products and services mentioned in the Licensed End-User Documentation as well as
their respective logos are trademarks or registered trademarks of SAP SE (or an SAP affiliate company) in
Germany and other countries. All other product and service names mentioned are the trademarks of their
respective companies. Please see Trademark Information on SAP.com for additional trademark information
and notices.

Introduction

This document is a step-by-step instruction how to install and configure the published Package
“SAP Business Network Material Traceability Data Provisioning for Catena-X V2.0".

The configuration steps are described for each integration flow.

System Landscape

SAP Business Network
Material Traceability Data

SAP Business
Network Material
Traceability

Provisioning for Catena-X
V2.0

Excel Upload

(Project Implementation)

<Integration-Server>/catenax/bnmt/soap/v2 <BN-MT-Server>/cxfllbn/b2b/soap/vl

This Software Package is connected between the standard communication channel of S/4HANA and SAP
Business Network Material Traceability. Also, the Excel upload functionality (Project Implementation) can be
used for mass data import if no backend integration with an ERP system is in place.
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Prerequisites

Prerequisites for Software components

This Table describes the required Software Component Versions

Software Version Comments

Compliant with Catena-X Standards 24.03

SAP Business Network Material Traceability Q1 2024

GBTRINT 100 SP33 Only needed with backend integration
SAP Global Batch Traceability Integration

DSl 0.7.x Data Space Integration

DTA 1.00 Digital Twin Administration

A Currently, a certain APl is in its Beta phase and has been released on the SAP Business Accelerator
Hub. To make use of this API, customers are required to sign a Test and Evaluation Agreement (which
should be managed alongside the BNMT license by the Account Executive). Additionally, a ticket
needs to be created in the SBN-LBN-MT component, providing the Subaccount ID and Customer
Name as essential information.

Prerequisites Configurations

If the Generic Asset definition in DSI-EDC is not done already, please consult Appendix A - Create DSI-EDC
Assets, Policies and Contract Definitions

If you use Digital Twin Administration provided by SAP, please contact your Digital Twin Administration owner
to get the following data for the Provider and Consumer Scenario: TokenUrl, Clientld and ClientSecret.

If you face any issues, please contact the Digital Twin Administration Support under:
digital-twin-administration-support@sap.com

In case of the FOSS Digital Twin Registry, please contact the FOSS DTR Administrator for this information.
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Business Technology Platform Roles

The user needs the following Roles Collection assigned in BTP Cockpit to configure these Integration Flows.

For iFlow Configuration ‘PI_Integration_Developer

For Certificate generation ‘PI_Administrator’

‘Subaccount Admin’

Cloud Foundry Service Key creation
‘Org Manager’ and ‘Space Manager’ in Cloud Foundry Setup

For detailed roles description consult SAP Help Configuring User Access to Cloud Integration

Configure the Backend System (optional)

Adjust your Backend according to the documentation “Configuration Instructions S4_HANA Backend
Integration.docx” provided in this project.

To access the Integration Flow “Enhance SAP Business Network Material Traceability Data
Provisioning V2.0” from GBTRINT, define this URL as endpoint in GBTRINT:

<Integration-Server>/cxf/catenax/bnmt/soap/v2

The Endpoint to SAP Business Network Material Traceability is defined in the configuration of the Integration
Flow “Enhance SAP Business Network Material Traceability Data Provisioning V2.0” with the URL:

Productive purpose: https://120398-iflmap.hcisbp.eul.hana.ondemand.com/cxf/lbn/b2b/soap/vl
Test purpose: https://v0478-iflmap.avtsbhf.eul.hana.ondemand.com/cxf/lbn/b2b/soap/vl

For additional Information consult the following SAP Help documents:

Administration Guide for Material Traceability - Installing the GBTRINT 100 Add-On
Administration Guide for Material Traceability - Maintaining an LBN Endpoint in SAP Process Integration
Creating Material Genealogy Data — Suitable for SAP Backend Systems
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Install Package from Discover in SAP Integration Suite

Navigate to Discover (Integration) and search for Catena-X.

(- e—
Discover (607)

Select “SAP Business Network Material Traceability Data Provisioning for Catena-X V2.0” package.
The content is shown and in the upper right corner you find a Copy link.

Press Copy to download the project to your SAP Integration Suite.
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Configuration Step-by-Step
Please follow these instructions to setup all related parameters for each Integration Flow.

Got to Design -> Integration and APIs from the menu on the left.

Integration Suite

S

2
sckegee 1)

Itegrations anc AP1s

- Name. vade 5
al > f8¥ ora_m_oesus Ediabic 01
 nspect

e €30 SAP Business Network Material Traceabllty Dats coie 200
T settings ’ ¥ Provisioning for Catena-X V2.0

£33 SAP Business Network Materal raceabiy enhan
N%* ced for Catena-X Notification collaboration

€8) SAP Business Network Material Traceabiliy Excel
3% Upload for CatenaX

8% sep integration suite - Data Space Integration

8% sap integration Suite - Data Spa mbie 100
'S) SAP SIGHANA Integration with SAP Business Netw . 170
O Vimerial Tracespily snhanced for Catena X

Select the package "SAP Business Network Material Traceability Data Provisioning for Catena-X V2.0” and
select Artifacts Tab at the top.

work Material Traceability

(sl e D from Parner D

Enhance SAP Business Network Material Traceability Data Provisioning
V2.0

Select Configure from the Drop-Down under the Action button for the Integration Flow "Enhanced SAP
Business Network Material Traceability Data Provisioning V2.0.”

acuabilly Data Provisi

—
Provisioning for Cate

= D
SAP Business

terial Traceability
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More Tab

Configure "Enhance SAP Business Network Material Traceability Data Provisioning V2.0"

Type:  All Parameters hd

BN-MT_SOAP_Alias: [

BN-MT_SOAP_Server: https://l20398-iflmap. hcisbp.eu1.hana.ondemand.com/cxf/lbn/b2bisoap/vl

Sender_BN_MT_id: | 100...._~o.

Systemid:  BPNL___ovveeooo YS

e BN-MT_SOAP_Alias: Enter the Alias Name specified for the Key Pair setup in Manage Keystore from
the “Generate and import Certificate” section at the end of this document.

e BN-MT_SOAP_Server: Please enter the Server Address as mentioned in the SAP Help
documentation.

Productive purpose: https://120398-iflmap.hcisbp.eul.hana.ondemand.com/cxf/lbn/b2b/soap/vl

Test purpose: https://v0478-iflmap.avtsbhf.eul.hana.ondemand.com/cxf/lbn/b2b/soap/vl

e Sender_BN_MT_Id: This is the LBN ID you can find in SAP Business Network Material Traceability
under “Manage Business Profile” tab.

o Systemld: The parameter Systemld is expected to be configured in this artifact, the purpose of
which is provide an alternative value in case the system ID is missing in data input.

1. if S/4HANA or ERP System is connected, the corresponding system ID would be used.

2. if Excel Upload App is used, the system ID manufacturer + sys (or any custom values) would be
pushed in BN MT, no matter what system ID is configured in this artifact. Assume, manufacturer +
sys has priority.

3. if some third-party backend system is connected, data provisioning iflow offers the possibility to
configure one system ID directly which is to be used. Suggestion is to use Catena-X BPNL
number.

Look-up Aspect Data with Endpoint Data Reference V2.0

Select "Configure" from the Drop-Down under the "Action” button for the Integration Flow " Look-up Aspect
Data with Endpoint Data Reference V2.0.”
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Receiver Tab

Configure "Look-up Aspect Data with Endpoint Data Reference V2.0"

Receiver More

Receiver: EDC_Discovery v
Adapter Type: HTTP ~
Connection

https://portal-backend.int.demo.catena-x.net/api/administration/connectors/discovery

Credential Name: EDC_Discovery

e Receiver:
Select “EDC_Discovery”
o Adapter Type:
Select “HTTP”

e Address: This is the URL which is shared from Cofinity-X for the discovery service

e Credential Name: Create Credentials via “Manage Security Material”, OAuth2 Client Credentials and

insert a “Name”.
Token Service Url: Shared by Cofinity-X.

Within the Cofinity-X Portal, go to “Technical User Management”, create new user with the role

“Dataspace Discovery”. Select a username which applies best.

Copy Client ID and Client Secret from your technical user with the role “Dataspace Discovery”.

More Tab

Configure "Look-up Aspect Data with Endpoint Data Reference V2.0"

Receiver More

ype All Parameters ~

EDC_ControlPlane: httpsyfi =% 1 mmiiebe = BATAATE rbamn bowe - == -=yand com

EDC_ControlPlane_Alias: DSI-INT-1_EDC_Credentials

¢ EDC_ControlPlane: This is the URL of your DSI tenant. For non-SAP EDC, please contact your EDC

administrator.

e EDC_ControlPlane_Alias: Ask your EDC provider for the OAuth 2 security information (API service

key). In Manages Security Material, create OAuth 2 Client Credentials:

Token Service URL: This is the Token URL, please extend it by “/oauth/token”
Client ID & ClientSecret can be copied without adjustments

Insert “Name” of OAuth2 Client Credential.

Provisioning Exception Handling V2.0

Select "Configure" from the Drop-Down under the "Action" button for the Integration Flow "Integration

Exception Handling”.
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Receiver Tab

Configure "Provisioning Exception Handling V2.0"

Receiver More

Receiver: | Email_Server

Adapter Type: | Mail v

Connection

Pro ype: Internet b
Timeout (in ms; 30000
Protection STARTTLS Mandatory

OAuth2 Authorization Code ~

Processing

e Address: enter the Address of your SMTP/POP E-Mail Server

e Proxy Type: Choose your proxy type from the drop down

e Timeout: enter a timeout value

e Protection: Choose your protection mode from the drop down

« Authentication: Select correct method for your E-Mail Server
Encrypted User/Password
Plain User/Password
OAuth2 Authorization Code
None

e Credential name: In Manages Security Material, create Credentials Alias that the mail server needs.
e From: enter a sender mail address

e To: enter a receiver mail address/group

e Subject: enter a descriptive title for the mail

Register Product in Digital Twin Registry V2.0

Select "Configure" from the Drop-Down under the "Action" button for the Integration Flow " Register Product
in Digital Twin Registry V2.0.”
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Receiver Tab

Configure "Register Product in Digital Twin Registry V2.0"

Receiver: More

Receiver: | BN-MT_Genealogy v ‘
Adapter Type: | HTTP ~ ‘
Connection
Address:
BN_MT_Genealogy_Endpoint: | https://mt-genealogy-supplier-live.cfapps.eul0. hana.ondemand.com |

Credential Name: | BN_MT_ClientCredentials_Genealogy ‘

e Receiver:
Select “BN-MT_Genealogy”

o Adapter Type:
Select “HTTP”

e BN-MT_Genealogy_Endpoint:
Insert the Genealogy Endpoint for your System. You can use a Live and a Demo Setup.
https://mt-genealogy-supplier-live.cfapps.eul0.hana.ondemand.com
https://mt-genealogy-supplier-demo.cfapps.eul0.hana.ondemand.com

e Credential Name: Create Credentials via BTP Cockpit of your BTP account where SAP Material
Traceability application is subscribed. Go to “Instances and Subscriptions”, search the service
“Services for Material Traceability” with plan “genealogy”, if no key exists, go to “.”, create service key
and get the Credentials json.
Go to Manages Security Material, Create OAuth 2 Client Credentials:
Token Service URL: This is the Token URL, please extend it by “/oauth/token”
Client ID & ClientSecret can be copied without adjustments
Insert “Name” of OAuth2 Client Credential.

Select DTR_AS from Receiver drop down
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Configure "Register Product in Digital Twin Registry V2.0"

e Receiver:
Select “DTR_AS”

o Adapter Type:
Select “HTTP”

If you use Digital Twin Administration provided by SAP, please contact your Digital Twin Administration owner
to get the following data for the Provider Scenario: TokenUrl, Clientld and ClientSecret.

If you face any issues, please contact the Digital Twin Administration Support under:
digital-twin-administration-support@sap.com

In case of the FOSS Digital Twin Registry, please contact the DTR Administrator for this information.

¢ Address:
Insert the URL to the corresponding Digital Twin Registry to be use

e Credential Name:
Get the oAuth2 Credential Information for the Digital Twin Registry from the Administrator
Go to Manages Security Material, Create OAuth 2 Client Credentials:
Token Service URL: This is the Token URL for providers given by your DTA/DTR Administrator
Client ID: This is the clientld for providers given by your DTA/DTR Administrator
ClientSecret: This is the clientSecret for providers given by your DTA/DTR Administrator
Insert “Name” of OAuth2 Client Credential.

More Tab

Cenfigure "Register Product in Digital Twin Registry V2.0"

Receiver  More

¢ EdcControlPlaneServer:
Provide Control Plane Server URL of the EDC Installation provided by the EDC Administrator.

o EdcDataPlaneServer:
Go to Monitor — Integration and APIs, select All tile under Manage Integration Content. Enter Generic
Data Plane Integration Flow in the search field and select the iflow.
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Remove “/*” at the end of the URL.

Overview / Manage Integration Content

Integration Content (40) Generic Data Plane Integration Flow
gene X Q G %
Endpoints  Status Details  Artifact Details  Log Configuration
Name Status
. ~ https://pt-integration-content-to-be-published-2-2vyzzwe2.it-accd003-
Generic Data Plane Integration Flow Started rt.cfapps.eul2. hana.ondemand. com/http/dataspaceintegration/httpdataplane/

Integration Flow

Status Details

e Generic_Assetld_Batch:

Provide the name of the Generic Asset for Batches registered in EDC
e Generic_Assetld_SerialPart:

Provide the name of the Generic Asset for SerialPart registered in EDC
e Generic_Assetld_SingleLevelBomAsBuilt:

Provide the name of the Generic Asset for SingleLevelBomAsBuilt registered in EDC

Retrieve Semantic Models from SAP Business Network Material

Traceability V2.0

Select "Configure" from the Drop-Down under the "Action" button for the Integration Flow " Retrieve Semantic

Models from SAP Business Network Material Traceability V2.0.”

It returns the Semantic Data with these Model Versions:

Batch 2.0.0
SerialPart 101
SingleLevelBomAsBuilt 2.0.0

andling V20

A Traceability V2.0

legal-notice for use terms, disclaimers, disclosures, or restrictions related to this material
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Receiver Tab

Configure "Retrieve Semantic Models from SAP Business Network Material Traceability V2.0"

Receiver

Receiver. | BN-MT_Product ~ ‘
Adapter Type: | HTTP ~ |
Connection
Address:
BN_MT_Product_Endpoint; | https:/imt-catenax-api-live.cfapps.eul0.hana.ondemand.com ‘

Credential Name: | BN-MT_CatenaX_Alias ‘

e Receiver:
Select “BN-MT_Product”

e Adapter Type:
Select “HTTP”

e BN_MT_Product_Endpoint:
Insert the Catena-x Endpoint for your System. You can use a Live and a Demo Setup.
https://mt-catenax-api-live.cfapps.eul0.hana.ondemand.com
https://mt-catenax-api-demo.cfapps.eul0.hana.ondemand.com

e Credential Name: Create Credentials via BTP Cockpit of your BTP account where SAP Material
Traceability application is subscribed. Go to “Instances and Subscriptions”, search the service
“Services for Material Traceability” with plan “catena-x”, if no key exists, go to “.”, create service key
and get the Credentials json.
Go to Manages Security Material, Create OAuth 2 Client Credentials:
Token Service URL: This is the Token URL, please extend it by “/oauth/token”
Client ID & ClientSecret can be copied without adjustments
Insert “Name” of OAuth2 Client Credential.

© 2023 SAP SE or an SAP affiliate company. All rights reserved. See Legal Notice on www.sap.com/legal-notice for use terms, disclaimers, disclosures, or restrictions related to this material. 14 / 31



http://www.sap.com/legal-notice
https://mt-catenax-api-live.cfapps.eu10.hana.ondemand.com/
https://mt-catenax-api-demo.cfapps.eu10.hana.ondemand.com/

Generate and import Certificate

This section describes how to create a Certificate for Business Network Material Traceability and then setup
the system connection between the Material Traceability and the Integration Flow “Enhance SAP Business
Network Material Traceability Data Provisioning VV2.0”.

Generate the Certificate used for Material Traceability iFlows integration
to Material Traceability

Cloud Identity Services

Open Administration Console for Cloud Identity Services (see details in section above). Provide meaningful
description (e.g. Certificate for iFlows to Traceability generated in IAS) and Common Name (e.g. Material
Traceability Certificate for Catena-X usage) and press "Generate" Button.

Rename cert.p12 to cert-ci-to-traceability.p12

Add Certificate

Configure centificates for authentication. Certificates are used for authenticating the client and fer AP authentication
Description:  Certificate for iFlows to Traceability generated in IAS.

Scope: (Z)application  (CJapplication Users  [Cidentity Directory for Applications ~ [JJOpeniD
AP| Permission Groups: v

Choose one of the options below

Generate Certificate

Common Narme (CN): [ Material Traceability Market Entry PoC 2 )

Password:  sesssses

Confirm Password: ~ sssssses

Integration Suite

Open Integration Suite > Monitor > Integrations and APIs via menu and open Keystore from section Manage
Security. Add "Key Pair":

https://<integration-suite-server-name>/shell/monitoring/Keystore

Create v  Add v Download C %%

Certificate .
Issuer DN | Actions

Key Pair {:.'.‘

SSH Key
RSA Key

Keystore

Use "cert-ci-to-traceability" as Alias and downloaded cert-ci-to-traceability.p12 to create new Key Pair.
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Add Certificate

Alias; * ‘ cert-ci-to-traceability |

File: * ‘ cert-ci-to-traceability.p12 ‘Brows

Add Cancel

KeyStore Explorer

Open cert-ci-to-traceability.p12 with https://keystore-explorer.org/ and export X.509 certificate.

Certificate Hierarchy: ﬁ SAP Cloud Root CA
ﬁ SAP Cloud Platform Client CA
# Material Traceability Market Entry PoC (P000046)

Version: | 3
Subiect: | CN=Material Traceabilitv Market Entrv PoC (P000046).L.=amix8avvp.accoun [h|
Export Format: (@) X.509 PKGS #7 PKI Path SPC
PEM:

Serial

Serial
Export File:  atry_PoC_P000046_SAP_Cloud_Platform_Client_CA _.cer Browse

T uwne l\cy . TIGMA LVO I [ \[';
Signature Algorithm: = SHA-256 with RSA
Fingerprint: = SHA-1 v || 27:C5:A2:AB:12:23:98:28:A7:63:B1:87:BD:B2:2E:E0:5A:7 | &)

Export Extensions PEM Verify ASN.1

OpenSSL

1.) Convert certifacte cert.p12 (PKCS#12 file) from IAS to PEM format
openssl pkcsl?2 -in cert.pl2 -out cert.pl2.pem -nodes -passin pass:Welcome999

2.) Convert PEM format to Base64 .CER
openssl x509 -in cert.pl2.pem -inform PEM -out private-key.cer -outform PEM

Consult SAP Help for more information.

e Creating a Private and Public Key with the Identity Authentication Service | SAP Help Portal

e Administration Guide for Shippers Setting Up SAP Business Network Freight Collaboration, p.
42,5.2.1.1 Creating a Private and Public Key with the Identity Authentication
Service: https://help.sap.com/doc/2767a70fa8014f59acel198bfbff0ec99/LBN/en-
US/loio2fc9af2317da44c8813df1f42clee81c.pdf
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Setup System Connections
Go to your Business Network Material Traceability account, click on tile System Connections

Y tome v

Material Traceability Administration

Product Batches Serialized Products Upload Events

& S I

Administration
Define Categories for Define Properties Manage Data Sharing Manage Business Manage Invitations System Connections
Properties Profile

@ & ® B A0

Add new connection, select ABAP-based system, define a Connection ID and System ID and press add.

Ty ———

Connections (5)  unage Atiemate IDs  Manage Cloud Connector Detsits

" - Activate Connoetions
—

Created By: Created On:  Inbound Status:  Outbound Status
—_ Inbound Status: Inactive e Nov?8,2023  Inactive
Type:ABAP-based SAP system Outbound Status: Inactive

Inbound to Network  Outhound from Newwork
INT-LBN-MT-V2
INTLBN MTVZ2 Y5 Inbound Status: Act i

e e A Certificates | e\, Connection

Type:ABAP-based SAP system Outbound Status: Inactive

Alias alidTo  Status Subject suer
LBN-MT-v2-5S o
N Inbound Status: Active
Type:ABAP-based SAP system Outbound Status: New

>
-
e
FiN Inbound Status: New
Type:ABAP based SAP system Outbound Status: New
[ aca JESUISY

LEN-MT-TEST

Press Add button on the right to add the certificate which has been downloaded.

Manage Aemate 105 Mansge Cloud Connectr Detss B

Conture Documens ks Deee

a Add

Now 25 I
Inbound to Network Outbound from Network
ibound Status: Active = e
s Seral Number [P — st lwer

No certificates available

Give it an alias and upload the Certificate.

ftes
Add Certificate d

Alias: *

Certificate: *

format file to upload Browse..

) o

Press Activate Connection, enable Activate Inbound Connection and Save your choice.
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Activate Connections

Activate Inbound Connection: @

Activate Outbound Connection: (=)

The outbound connection can stay inactive.
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Appendix A - Create DSI-EDC Assets, Policies and Contract
Definitions
This document is a step-by-step instruction how to create the DSI Assets, Policies and Contract Definitions.

1. Download DSI-EDC Postman environment and collection files

1.1. From Integration Suite - Design - Integrations and APIs, select package SAP Business Network
Material Traceability Data Provisioning for Catena-X V2.0

Design

7 b > Packages () B a n

1.2. On SAP Business Network Material Traceability Data Provisioning for Catena-X V2.0 page, select
Document tab, then select Actions = Download for DSI-EDC Postman

= EI7 integration suite ]

SAP Business Network Material Traceability Data Provisioning for Catena-X
V2.0

1.3. DSI-EDC.postman_collection.zip file should be downloaded to your local folder

Name

== DSI-EDC.postman_collection.zip

1.4. Unzip DSI-EDC.postman_collection.zip file with any archive app, for example: WinRAR, you should
see following two files unzipped:

Name

& DSI-EDC postman_collection json
DSI-EDC postman_collection.zip

1.5. Save these two files which will be used in Postman setup in later steps

2. Create a workspace as following if you do not already have:
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2.1. From Postman, select Home -> Workspaces
= ¢ - [[Fome ] Workspaces v APINetwork - Q_ search Postman @ 0 @ ugae v — B X

Recently visited workspaces

®

0
Al 3l

Postman works best with teams

®@®

Collaborate in real-time and establish

source of truth for all API

rkflows.

®

Create Team

®

- Discover what you can do in Postman View all >

Private API Network

Explore the full potential of Postman with coliection templates.
Integrations
Reports
o N
) ﬁj o
What is Postman REST API basics Integration testing basics Reference documentation

EAIG AR ar f your APIs work

d

Suppo er

Postman Enterprise

2.2. Select Create Workspace button

= « Home Workspaces v API Network v Q Search Postman @ Q @ Upgrade -—

Workspaces

Your Workspaces —] Create Workspace

A directory of your workspaces.

~ v Sortby AtoZ v

2.3. On Create your workspace page, select Blank workspace, then select Next button

o Home Workspaces v APl Network v Q search Postmar 8 Q C’) Upgrade - (=]

Customize this space to organize and share your AP resources with your tear

| Create your workspace Blank workspace

your w late

Your workspace

g "
B2 Blank workspac o

Explore our templates

) API deveiopment . :
@ s L]

®

API testing

Build your own workspace

@ Incident response

Cloud infrastructure management

4(7  Showcase your APIs capabilities

S APl demos Q| ns to document your APIs with ease. You can create your own or ch
A rom lon templates tallored to your needs
&/ API security
+2) ©  Build together, work faster
Ve
(&L®)-  Hel your team malntain a shared source of truth, to bulls APIs and solve problems togethe

tep 1 of 2 Cancel

2.4. Enter a meaningful Name of your workspace, for example My-Workspace, accept all default values
and then select Create button
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= ¢ Home Workspaces ~ APl Network v Q_ search Postman o 0 (O) Upgrade

Create your workspace Blank workspace

Customize this space to organize and share your API resources with your team

Name

My-Workspace Your workspace

Who can access your workspace?

only me []

Persona

Jo

& Only invited team members ] :
Private Ul DE PLAN ]

Build your own workspace
& Only invited team members and partners
Partner | UPGR!

E PLAN

P& Everyone from your team

Team &7 Showcase your API's capabilities
@ Use Postman collections to document your APIs with ease. You can create your own or choose

from 70+ collection templates tailored to your needs.
@ Anyone on the internet
Public
/f" . Build together, work faster

) Help your team maintain a shared source of truth, to build APIs and solve problems together.
Step 2 of 2 Back

2.5. Workspace (for example: My-Workspace) created
= ¢ Home Workspaces v APl Network v Q. search Postman e 0 @ Upgrade v -

New  Import 6> Overview + v

25 Workspace Settin

v My first collection o (] Workspace description About
oD v [ First folder inside collection
History
Contributors
8% v F5 Second folder inside collection Pinned collections C') You

pace activity

Create a collection for your
requests

Explore workspace templates

ction lets you grot

and easily s

, tests, scripts, and variables

3. Import postman collection file (Ask SAP Catena-X team for this file if you do not already have)
3.1. From postman, choose your workspace (for example: My-Workspace) from drop-down

= & Home API Netwark ~ Q) search Postman & 0 (v)

2, My-Workspace v No environment
(i L - Create Workspace

jw) + =
Collections
v | & My-Workspace |t
@

3.2. Within your workspace (for example: My-Workspace), select Collections on left side and then
Import button
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API Network ~ (QQ Ssearch Postman

= &« Home Workspaces v
orkspace New ‘<
] +[= o
Collections
=2
R « My first collection fr -
@D ~ [ First felder inside collection
)
History
2= v 3 Second folder inside collection

Pranta n anllnatine far vnne

3.3. On popup window, choose select files link

"@ Tip : You can also paste cURL in the request bar to import Dismiss

where to import

es orffolders

@m o

3.4. On popup window explorer, find DSI-EDC.postman.collection.json file in local fold of your

computer, then select Open button

@ Open X
4+ s« SAP.. > Postma.. ~ Search Postman Collections »r
QOrganize + New folder =~ O 0
~
Documents MName

Managed_Profil f;‘" DSI-EDC.postman_collection.json

Micrasoft Team: = DSI-EDC.postman_collection.zip
Notebooks

Office Lens

| anies o) v

File name: | DSI-EDC postman_collection.json

Cancel

3.5. DSI-EDC collection file imported to your workspace (for example: My-Workspace)

Home Workspaces APl Netwerk - ’ SGE © 0 6 s -
22 My Workapace )
& = * Dsi-EC ® .
@

DSI-EDC
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4. Configure Variables
4.1. From postman, in your workspace (for example: My-Workspace), select DSI-EDC on the left side
and choose Variables tab, enter following information to Current value column and then select
Save button:

28 My-Workspace New Import ] DSI-EDC 24.03

w} + = *  DSIEDC 24.03 B save | @
Colectons

nthorization »

Variable Initial value Current value
oo
g
EDC-Cantrol-Plane
clientld
clientse
tokenUrl
uuiD GENERATED 03313041-2¢44-4d3a-8bd8-3acec36bc295

(1) EDC-Control-Plane: This is your DSI Control Plane Management URL. For non-SAP EDC, please
contact your EDC administrator.

(2) Get Credentials via BTP Cockpit of your BTP account where SAP Integration Suite is running. Go
to “Instances and Subscriptions”, search the service “Process Integration Runtime” with plan
“api”, if no key exists, go to “.”, create service key and get the Credentials json.

= [T SAPBTP Cockpit
-
[ T Sr——— ) S TR
& Overview
P p—— e A .
Subaccount: [*lewr-l 2 T TRl e Dol Lu-s  '~stances and
® services o Sub inti -
Senvice Marketplace A6
== ]
Search A
® Cloud Foundry ~ S | 0SKey -
( Form ) JsoN
o Subscriptions (1) Instances
th:
Space Quotas Applications to which your subaceg O
Org Members Application Sobat " - o, ~<naATIn1806 n Status
Integration Suite CD3 "
(8] HTMLS Applications r-0atrOBlLa, T S Ao b oA - i PO ~BWSc
Ry Connectivity ~ ur
Instances (4) 703 cdeee ¢ hana.ondemand.com
Destinations
Service instances created in: Cloud
Destination Trust
o= 3 MDSHIPLINteg “nn-CONLANE-tn-ha-mihlihad 1.aknmi36 S T | me
Cloud Comactare MRpSIptinteg_~~n-contant.n - "ana.ondemand.comioauthioken
Dataspacelntegration_Runi v [ crestea |
. CopyJSON Download ~ Close
B security dsi_api \ - 2 m
oo IntegrationDeveloper Process Integration Rurtime  api Cloud Foundry ProcessintegrationRuntime_Spf Txey ]  createa |
1 PIR noification Process Integration Runtime  Integration-flow Cloud Foundry ProcessintegrationRuntime_Spar 1 key [ crestea |

(3) clientld: fill in the clientld
(4) clientSecret: fill in clientsecret
(5) tokenUrl:fill in the tokenUrl

5. Set Authentication
In this section you set the API Key or create an Access-Token that is used be each request in this
Collection.

5.1. Authentication with API Key.
From postman = your workspace (for example: My-Workspace) > Collections = DSI-EDC select
tab Authentication. Select the Auth Type you need. For FOSS EDC select API Key. Enter the Key
name and the Value you have requested from your EDC team.
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FOSS EDC 24.05 | 1] I ® Run
o . thorizati Script p . R
This uf 1 t E r th " t J

Auth Type

APIKey
T 34 i heac I jener W I W J
mare ut APL Key author

Key x-api-key

Value sdfast

Add o Header ~

5.2. Authentication with OAuth 2.0 Token
From postman - your workspace (for example: My-Workspace) > Collections = DSI-EDC select
tab Authentication. Select the Auth Type you need. For DSl select OAuth 2.0.

28 My-Workspace New  Import 7 DsI-EDC 24.03
g 2 DSI-EDC 24.03
olect
= Authorization e Scriy ariables
Auth Type
OAuth 2.0

Inherit auth from parent

No Autt

Basic

th

Bearer Token

JWT Bearer

Digest Auth

OAuth 1.0

OAuth 2.0

Hawk Authenticatior
AWS Signature

NTLM Authentication [Beta]

Share Token

Configure New Token

scroll down and enter Access Token URL, Client ID and Client Secret provided by your DSI
Administrator and press Save.
Scroll down and select Get New Access Token button.
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t DSI-EDC 24.03 D)
v DSI-EDC 24.03

wran type Ciient Credentials. v

aceabilitySingleLev

create-TraceabilitySerialized.

Client Authentication @ Send as Basic Auth header v

v Advanced
Refresh Token URL @

Token Request @

Key Value Send In

Refresh Request ©

Key Value Send In

i Clear cookies

If the Access-Token has expired, request a new one by pressing Get New Access Token.

5.3. Token generated successfully and then select Proceed button

Get new access token X

(V]

Authentication complete

This dialog box will automatically close in 2...

—] Proceed

5.4. On MANAGE ACCESS TOKENS page, keep all default values and select Use Token button

MANAGE ACCESS TOKENS X

AllTokens  Delete v Token Details m

Token Name

Token Name Token Name &

Access Token eyJhbGciOiISUZIINilsImprdSIBImh0dHBzZ0i8vZHNpLWIUdCOxL Wk
4ZXB1Y3RELMF1dGhIbnRpY2F 0aWIULMVIMTIuaGFLY S5vbmRIbW
FuZC5]b20vdGOrZW5fa2V ScylsimtpZCIBImRIZmF1bHQtandOL Wtle
S0tODM3MDIzM: joiSidUliwiar NG
VhL2hGdzRTaks2QTdM1dEFZTQUgdOCtWUWIMaTNIREESInD.e
yJqdGkiOIJmZWMOYzdmZTU3YzY0ODhjOTFIMGY2YmZmY2Q2NT
AzNSIsimv4dF9hdHRyljp7ImVuaGFuY2VyljioWFNVQUEILCJzdWJh
Y2NvdW50aWQiQil 30TNINjdmZC1INTgyLTQyZWIOGRINCOOY 211M
GFmMZmU2NzgiLCJEZG4i0iJkc2ktaWSOLTEtaThicHVjdHoILCJ2ZXJ
2aWNIaW52dGFuY2VpZCIBIINWF mMmUILTVIYTYtNDg2MS1hMW
VmLTYxNjYyMzUwY]BjYiJOLCJzdWIIOIJZYIO5Y]VhZjJINSO1ZWEZL
TQ4NEYY TFIZIOZMTY2MM1MGIwY 21hYjIOMzA2zNHxke 2khYJEXMD
MONSISImF1dGhvemi0aWVzlipbimRzaSFIMTEWM2ZQILMNVbARYY

U A YD AWER] 1 1201 mNITRWZEN AW

Create Assets
6.1. Create asset for DigitalTwinRegistry001
From postman your workspace (for example: My-Workspace) = Collections 2 DSI-EDC - assets
- create-DigitalTwinRegistry001
You can rename this asset. It needs to be referenced also in the Configuration in the project
“SAP Business Network Material Traceability Data Provisioning for Catena-X V2.0”
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22, My-Workspace New import

a | F i create-DigitalTwinRegistry001

raphQl  JSON Beautify

If you use Digital Twin Administration provided by SAP, please contact your Digital Twin
Administration owner to get the following data for the Consumer Scenario: TokenUrl, Clientld and
ClientSecret.

If you face any issues, please contact the Digital Twin Administration Support under:
digital-twin-administration-support@sap.com

In case of the FOSS Digital Twin Registry, please contact the DTR Administrator for this information.

baseUrl: enter the Url for your Decentral Digital Twin Registry.
oauth:tokenUrl: enter the token Url provided

oauth:clientld: enter the clientld for DTA consumer provided
oauth:clientSecret: enter clientSecret for DTA consumer provided

Select Send button, if asset created successfully, status should show 200 OK

6.2. Create Assets for the Semantic Models - Batch, SerialPart and SingleLevelBomAsBuil

Find the baseUrls for these Semantic Models. These Urls need to be entered in the corresponding
payload of the Asset.

From Integration Suite = Monitor = Integrations and APIs, select All tile under Manage Integration
Content
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SAP  integration Suite

Overview

> | Monitor Message Processing

Integrations and APIs

€3 Home

@ Discover >
& Design

all  Monitor ~

All Artifacts
ast Hour

Data Spaces
3 Inspect
% Settngs

&  SuperEasy Tools

Messages

Manage Integration Content

All Artifacts

Failed Messages

All Artifacts

All Artifacts

Completed Messages

All All All
—— Al Started Erro
Manage Security
Security Material Keystore PGP Keys Access Policies JDBC Material User Roles Connectivity Tests
Arifacts Envies Keys Arifacts Arifacts

On Overview/Manage Integration Content page, search Retrieve Semantic Models from SAP

Business Network Material Traceability V2.0. Select Endpoints tab. These endpoints are the baseUrl
entered for the different Semantic Model functions. Click on Copy icon on right side

= [ integration suite sEe@E 6 @
©) Homo
@ oiscover > Retrieve Semantic Models from SAP Business Network Restat  Undepdoy Do
# oesin iaC Material Traceability V2.0
e - s ed On: Ma 0 0 R B i Mo
T o Retrieve Semantic Models from SAP . ioyed By: rene.
Business Network Material Traceability V2.0
- . g S — ity et Provsiing o Caters X 2.0
a
StasDeis  AdifactOsls  Log Configurstion
g settings
Reeps: //pe-At. .. | AFV~e_nm VaRfn 4 e - famnn L 1and. com/heep/apt /2. 0. 0/singlelevelbamasbud T, 9
BEEPS /Pt i s o 1t -a E]
e C °
Status Details

6.3. Create asset for TraceabilityBatchEndpoint001
From postman your workspace (for example: My-Workspace) = Collections - DSI-EDC - assets >

create-TraceabilityBatchEndpoint001

You can rename this asset. It needs to be referenced also in the Configuration in the project

“SAP Business Network Material Traceability Data Provisioning for Catena-X V2.0”

1
baseUrl: enter the Url for the corresponding Semantic Model for Batch from section 6.1.
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6.4.

6.5.

© 2023 SAP SE or an SAP affiliate company. All rights reserved. See Legal Notice on ww

Select Send button, if asset created successfully, status should show 200 OK

Create asset for TraceabilitySingleLevelBOMasBuiltEndpoint001
From postman your workspace (for example: My-Workspace) - Collections - DSI-EDC - assets
- create-TraceabilitySingleLevelBOMasBuiltEndpoint001

You can rename this asset. It needs to be referenced also in the Configuration in the project
“SAP Business Network Material Traceability Data Provisioning for Catena-X V2.0”

22, My-Workspace

nnnnnnnn

baseUrl: enter the Url for the corresponding Semantic Model for SingleLevelBomAsBuilt from
section 6.1.

Select Send button, if asset created successfully, status should show 200 OK

Create asset for TraceabilitySerializedPartEndpoint001
From postman your workspace (for example: My-Workspace) = Collections - DSI-EDC - assets
- create-TraceabilitySerializedPartEndpoint001

You can rename this asset. It needs to be referenced also in the Configuration in the project

“SAP Business Network Material Traceability Data Provisioning for Catena-X V2.0”

22 My-Workspace New import

v | share

form-data O x-www-form-urlencoded O raw binary () GraphQL  JSON Beautify

(=] @ DSI-EDC 2403 / assets | create Traceabil fitySerializedPartEndpoint001

baseUrl: enter the Url for the corresponding Semantic Model for SerialPart from section 6.1.
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Select Send button, if asset created successfully, status should show 200 OK

7. Create Policies
7.1. Create policy for Generic Access

From postman your workspace (for example: My-Workspace) = Collections - DSI-EDC - policy

- create-GenericAccess.

= « Home Workspaces v API Network

28, My-Workspace Mew  import

5 0@ teome -

Select on Send button, if policy created successfully, status should show 200 OK

7.2. Create policy for Generic Use

From postman your workspace (for example: My-Workspace) = Collections - DSI-EDC - policy

- create-GenericUse.

me  Workspaces v APINetwork

SEED v 0 G o -

Select on Send button, if policy created successfully, status should show 200 OK
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7.3. Create policy for Trace Usage
From postman your workspace (for example: My-Workspace) = Collections - DSI-EDC - policy

- create-TraceUsage.

e Workspaces v APINetwork

GE ¢ 26 o -

wwwwww

Select on Send button, if policy created successfully, status should show 200 OK

8. Create Contract Definitions
8.1. Create contract definition for DigitalTwinRegistry001
From postman your workspace (for example: My-Workspace) = Collections - DSI-EDC >

contract - create-DigitalTwinRegistry001

Select on Send button, if policy created successfully, status should show 200 OK

8.2. Create contract definition for TraceabilityBatchEndpoint001
From postman your workspace (for example: My-Workspace) = Collections - DSI-EDC >

contract - create-TraceabilityBatchEndpoint001
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Home Workspaces v AFI Network Q Sesrch Postma CEED ¢ 2 G e ~

22, My-Workspace New  impert
=] = . create- TraceabiityBatchEndpointa0! v Share E
- m
Cookies
ol s Beautity

Select on Send button, if policy created successfully, status should show 200 OK

8.3. Create contract definition for TraceabilitySerializedPartEndpoint001
From postman your workspace (for example: My-Workspace) = Collections - DSI-EDC >

contract - create-TraceabilitySerializedPartEndpoint001
"= € 5 o workspacos v APINotwork - Searenposins GERD 5 06 s - -

22, My-Workspace New  import

=} : croste-TaceabiltySerislzodParEndpaint0ol

Response

Select on Send button, if policy created successfully, status should show 200 OK

8.4. Create contract definition for TraceabilitySingleLevelBOMasBuiltEndpoint001
From postman your workspace (for example: My-Workspace) = Collections - DSI-EDC >
contract - create-TraceabilitySingleLevelBOMasBuiltEndpoint001

Home Workspaces v APl Network Fostma SEED = ¢ 6§ v -

28 My-Workspace New  import

= i creato- Traceability SingleL avelBOMasBullEndpoint001

Respanse

Select on Send button, if policy created successfully, status should show 200 OK
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