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1. Organisation Registration on the Developer Portal 

Step 1 – New Organisation Registration 

Please note: you will receive an email for approval of the product request from 

Gateway Customer Support Portal with a link for registration to the developer 

portal. 

Click on “New organisation registration” 

 

Step 2 – How to use the portal screen 

Please note: The organisation’s Key Office Holder is required to create this 

account. This individual must be authorised to accept the Terms of Use on 

behalf of the organisation and will have the ability to add, remove, and manage 

user permissions associated with this account. 

Review the details on the page and select “Yes” for both the prerequisites and 

click “Next” 
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Step 3 – Developer Portal Registration Screen  

Provide your organisation name you register with at the gateway customer 

support portal and other information and click “Next”.

  

Step 4 – Nominated contact details 

Provide the Key Office Holders contact details and review the terms of use and 

submit the registration form and close the confirmation screen.  

 
 

Step 5 – Set your password 

You will receive an email to set your password.  
Please note: Password generation email expires in 30 minutes. 
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Step 6 – Protect your Developer Portal profile with two-step 

verification 

Please select you preferred two-step verification method and complete the 
process. 

 
Important Note: You are not required to follow steps under Manage an 

Integration  
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2. Manage additional logons 

We suggest having at least 2 members of your organisation having ‘Full’ access 
to cover for any absences 

Click on <Manage My Profile> then click on “I want to…” tab and click on 

“Manage Additional logons. Click on “Add” and provide required information to 

create a logon. 

Please note: You must have a “full access” role to manage credentials in the 

Developer Portal. 
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Confirmation email will be sent to the new user to reset their password.  

Access Role needs to be set to “Full”, so they can request new Client 

Certificates or renew Client Certificates.  
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3. Obtaining and Managing Client Certificates 

Requesting a new Client Certificate: 

Step 1 – log in 

Log in to the Developer Portal.  

Important: You must have a “full access” role to manage credentials in the 

Developer Portal. 

If you do not currently have a Developer Portal user account, please reach out 

to gatewayServices@ird.govt.nz for further instructions. 

 

Step 2 – select credential 

Please note, IR assigns credentials after the Developer Portal registration is 

complete, so there may be a delay before you can move ahead with this step. 

Navigate to the Credentials tab and select an existing credential for Test or 

Prod. 

 

 

mailto:gatewayServices@ird.govt.nz
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Step 3 – generate a new common name  

Navigate to the ‘I want to…’ menu and select Generate a new common name 

 

Step 4 – edit name and reference fields  

By default, the Name field uses the first eight characters of your company 
name, and the Reference field is set to “client”. These fields are editable and 

form part of the Common Name. 
 

 
 

Step 5 – edit the Organization Name, Organization Unit and Country 

Additional details like Organization Name, Organization Unit and Country 

can be added which forms part of the OpenSSL command. This will appear in 
the Client Certificate.  

 

Copy and store the OpenSSL command to generate a private key and the 

Certificate Signing Request (CSR) file.  Generate the CSR file by running the 

OpenSSL command in any supported CSR tool.  This CSR file will be uploaded in 

step 8.  

Then click Submit to proceed. 

Important: Keep the private key secure.  
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Step 6 – confirmation  

Select Close on the confirmation screen to continue. 
 

 

 

Step 7 – upload CSR 

From the Certificate Requests table, select the Upload CSR for the available 

Common Names. 
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Step 8 – validate CSR 

Select Choose file to upload the CSR generated with the provided OpenSSL 

command or another supported CSR tool and select Submit. 

 

Step 9 – approval and download 

The Gateway Services Team reviews and approves the new Client Certificate 
request.  

 
Once processed you will receive an automated email confirming the new Client 

Certificate is ready for download.  
 

Download the new Client Certificate in either a PEM or DER file encoded format. 

Both formats include a full certificate chain.  
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4. Certificate Chain and Security  

Inland Revenue runs a Private PKI, meaning certificates are not signed by 

external Certificate Authorities. 

IR will operate separate certificate chains for production and non-production 

environments. 

5. PFX Certificate  

The Developer Portal does not generate PFX (PKCS#12) files directly. Digital 
service providers must create their own PFX files using a command line tool like 

OpenSSL.  
 

openssl pkcs12 -export -inkey <private.key> -in <fullchain.pem> -out 

<output.pfx> 
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6. Renewing Client Certificates 

Renewing the Client Certificates requires uploading a new CSR file.   

Select the Renew link in the Issued Client Certificates table and follow the 

certificate request process.  

   

• Certificates are valid for 1 year and can be renewed any time before 
expiration. 

• Automated email reminders will be sent to the original requestor before 

the certificate expiry.  
• You are required to rotate the CSR and private key for security. The portal 

will detect duplicate CSR reuse. 
• Your certificate renewal request will be processed automatically, and the 

new client certificate will be available for download immediately. 

 

API Automation Tools 

API automation tools are not available for IR’s certificate management solution. 

Transition and Legacy Support 

• Existing certificates issued by trusted CAs will remain valid until the 

certificate expiry or until 30 September 2026, whichever comes first.  
• Legacy Common Names and public CA certificates will be phased out once 

all digital service providers (DSPs) and Government Agencies have 
transitioned.   

• IR will only support IR issued client certificates from 1 October 2026. 
 



 

Page 14 of 16 
 

[EXTERNAL IN-CONFIDENCE] 

7. Important note for Apple macOS users 

The default version of OpenSSL included with macOS does not generate a CSR 

that meets the required specifications. This is because macOS uses LibreSSL, a 

fork of OpenSSL that is not fully compatible. 

Although not officially provided by OpenSSL, Homebrew is widely accepted and 

referenced by OpenSSL maintainers and macOS documentation writers. 

Install the official OpenSSL distribution using Homebrew: 

1. Install Homebrew (if not already installed): 

https://brew.sh/ 

2. Install OpenSSL: 

brew install openssl 

Once installed, use the Homebrew-provided OpenSSL binary located at: 

/opt/homebrew/bin/openssl 

This version should be used instead of the macOS default (LibreSSL) when 

generating CSRs. 

Important: 

• This installs OpenSSL alongside LibreSSL 

• It does not replace /usr/bin/openssl 

• You must adjust your PATH or reference it explicitly 
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8. OAuth Credential Management 

To view your OAuth Credential and maintain Return URI. 

Step 1 – select credential 

Navigate to the Credentials tab and select an existing credential. 

 

Step 2 – select the OAuth Credentials tab. 

Please note, this step is completed by IR before you can proceed to step 3. 

If your Client Id and Client Secret is missing, please raise a support case via the 

Gateway Customer Support Portal.  

 

Step 3 – select the Return URIs tab. 

View current Return URIs. 
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Step 4 – update Return URIs. 

To add/update a Return URI, select the Update return URIs link from the I 

want to… menu and follow the process. 

Please refer to platform provider guidance for the return URIs you have to add.  

 

Press ‘Submit’ to complete the process and to activate the return URI. 

 

Important Note: There is no requirement to upload a signing certificate. 

 


