Non-Profit Organizations : Employee Details reporting to UN Pension

Fund authority (UNJSPF)

SAP Cloud Integration Configuration Document

Integration Package Version 1

Version

Date

Comment

1.0.0

29.07.2021

Initial release. Contains 2 artifacts to transmit and receive
response of HR Master data from Pension Fund authority -

UNJSPF

THE BEST RUN w



Table of Contents

L. OVERVIEW ....ceeieiiiiiiiiiiieneieeiiisesssssasssesssssssssaass s s st s ses s aasss s e s s sasssssssssssssssssssssssssesssssssssssnsssesssssssssssnnsness 3
2. TECHNICAL SOLUTION IN MORE DETAIL........ceiiiiiiiiiississssnnssesnsesssssssessssssssssssssssssssssssssssssssssssssssssssssssssnes 3
2.1 SAP Cloud INtEZration (SCI)....ceeeeeeeeereeereeereeemeeeimeemseeieeeieeetseeeseeesseesseesseesseessesssssmseeseessseessessseesseessessssenn 3
2.2 PrOCESS OVEIVIEW ..cceeeeeeneenennreeereeereenreeeteeetesetsestseetseeteeetteetteertetteeetteetm e 3
3.PREREQUISITES .......cciiiiiiiiiiiiiiiiiiiiiiiissss s s s a s s e s s e s s aassaasssassssssnnssnsssnnsnnnnnns 6
T Y Yo =S 6
T T 1 W o T 1= =T 1 N 6
IR B W LT XU VT 1 o T o 6
3.4 Ensure CA Signed Certificate installed in STRUST of SAP HR system .........cccceiiiiirmnnnniiiinninnennnnnniiinnnnne 7
4.SETUP STEPS IN SAP CLOUD INTEGRATION .....ciiiiiiiiiiiiiiiisiinniinsnnssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnes 9
4.1 Copy Published Package into YOUr Package .........cccuiiiirmuuniiiiiiniiniennniiiininiieenmmmiisesssssssiissssssees 9
4.2 Deploy certificates and credentials to SCl tenants.......cccccveiiiiiiiiiiiiniiiiiiniiiiesessseees 9
4.3 Sender Channel Connection AUthOrization ...........ccccociiiiiiiiiiiiiiiiiiini e 11
4.3.1 Download the public certificate from the DrOWSEr ..............ccevvivvivveuiiiscisiininsnnsssssssssssssssnssssssssseeens 11
4.3.2 Assign the public certificate for QUEROFZALION...........ccceeuueeeeiiiiiiirneuiiisiessiiiissmnssisissssessssmsssssssssesens 13
4.4 Configure INtegration FIOWS.......cccuuiiiiiiiiiiiiimiiiiiiiiiieiiiieeiiiieissmssesiiieemsmmssesiisesssmsssssssseeses 14
4.4.1 HR Master Data TrANSMIL ............uuuueueeeesseusseusssusssusssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssns 14
4.4.2 HR MaSter DAL RESPONSE ........cceeueueervmurinnnrenirinsisiisissussisissessisisssssssssssssssmsssssssssssssssssssssssssssssssssnss 16
4.5 Deploy Integration Flows on test and productive tenants........ccccccciniiicniiniinniiiiiii. 18
5.SETUP STEPS IN SAP HR OR SAP S/AHANA SYSTEM ....ccciiiiiiiiiiinnniiieninneniissnssssssssessessssesssssssssssessassssassans 20
5.1 Create the logical ports in SOAMANAGER........c.ccccoeeiiiiiiiiiiimnnniiiiiiiiiiiesmmieiiiisssmseiissssssnnn 20
B.TESTING ... s s s s s s b bbb bbb bbb e s b s sssssssssssssssssnssnnn 25
6.1 Testing HR Interface Transmit REPOIt .......ccciiiiiiiiiiiiiiiiiiininieniiinrsseniiresssssseesiiiessssssssssnnn 25
6.2 Testing HR Interface Get RePOIES ... ..ccvciiiiiiiiiiiiiiiiiiiiniiiininiiiicniiiinsssssssseeniinisssssssssessiiessssssssssssssns 25
7.APPENDIX: UN-DEPLOYING AND DELETING OLD INTEGRATION FLOWS ........ccoveiiiiiinnnnnnnennnnnnnennnennennnnes 26
8. MAINTENANCE...... oottt s s s s s b b bbb bbb s bbb s s s ssssssssssssssssssnsnnnn 27




1 OVERVIEW

In Non-Profit Organizations, information about employees (staff members) must be sent to UN Pension
Fund authority — UNJSPF. This information needs to be submitted directly from the SAP HR system to

UNJSPF web service. The communication part of this process is taken care of by SAP Cloud Integration.

There are multiple types of files that can be sent to UN Pension Fund authority — UNJSPF and each of these
has their own ‘integration flows’ created in SAP Cloud Integration. The SAP R/3 system initiates the calls to
UNIJSPF web service, by sending a Request message (TransmitStaffMemberData or GetReports) to the
UNJSPF web service through SAP Cloud Integration. It in turn receives a Response message from the

UNIJSPF web service.

In order to set up SAP Cloud Integration for these processes, there are some required configuration steps in
both the SAP HR system and the SAP Cloud Integration tenant. This document details that configuration.
These steps are typically taken care by an SAP Cloud Integration consultant or SAP Basis person who is
responsible for configuring the SAP ERP - SAP Cloud Integration connection and maintaining the integration

content and certificates/credentials on the SAP Cloud Integration tenant.

2 TECHNICAL SOLUTION IN MORE DETAIL

In order to facilitate the electronic submission of data, UNJSPF have established a SOAP based web service
referred to as the UNJSPF web service and have defined specifications for how software providers can
communicate with the web service in a secure manner. It has an interface described in a machine-
processable format (specifically Web Services Description Language WSDL). Data is submitted in XML

format.

2.1 SAP Cloud Integration (SCI)

In SAP’s case the communication between the HR system and UNJSPF web service is managed by SAP Cloud

Integration (SCl).

2.2 Process Overview

The UNJSPF web service is connected to SAP Cloud Integration Integration (SCl) tenant assigned to an UN

Organization. The terms "inbound" and "outbound" reflect the perspective of SAP HR systems:
e Qutbound refers to message processing from SAP HR system to the UNJSPF.

e |nbound refers to message processing from the UNJSPF to SAP HR system.
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User sends the selected data to SAP Cloud Integration using ‘Submit Data to UNJSPF’ button where

the XML pay load is formed according to the Pension Fund authority requirements.

file was successfully processed or what type of error has occurred.

and the user is able to view the result as response.

SAP Cloud Integration sends the data to Pension fund authority - UNJSPF.

Pension fund authority - UNJSPF sends a response to SAP Cloud Integration. This shows whether the

SAP Cloud Integration modifies that response into an understandable format for the SAP HR system

When the data is sent from the SAP HR system to SAP Cloud Integration, it is done through the SOAP

channel created in SOAMANAGER. Each SOAP channel refers to the corresponding proxy (interfaces)

created in SPROXY. The proxies also have the response structures included and wait for the response to

come from SAP Cloud Integration after the data is sent.

The communication channel from SAP Cloud Integration to UN Pension Fund Authority (UNJSPF) (and the

return response) is SOAP 1.2 which is configured as the receiver channel in the IFLOWS contained within

SAP Cloud Integration.
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3 PREREQUISITES

Before you start with the activities described in this document, ensure that the following prerequisites are

met in SAP HR system and SCI.

3.1 SAP Notes
Check the following notes have been applied in the SAP HR system for UNJSPF Common HR Interface:

1 Note 2918457 -> HR Interface: Changes to ESR objects released with note 2180355
2 Note 2536555 -> Adjusting the proxy structures for UNJSPF HR interface

3 Note 2479766 -> Legal Change to support UNJSPF Unique ID for Pension Fund in Common HR Interface.

3.2 Set Up Tenant

If this is your first use of SAP Cloud Integration (SCI) refer to the Welcome Kit that you should receive when
your tenant is first provisioned. This Kit contains a link to the SCI Customer Success Portal (

https://help.sap.com/viewer/p/SCP_CUSTOMER SUCCESS PORTAL/) where you can access a wide range of

SCl related resources.

You will also receive a “SAP Cloud Integration Onboarding Guide’ to guide you through the initial setup to

get your tenant up and running.

For the subsequent configuration of SAP HR/ ERP, note down the URL of the tenant (it is the TMN URL

which you received when the tenant was provisioned).

3.3 User Authorizations

Administrator Access
Ensure that admin users in the tenant have enough rights and privileges to copy the NPO integration

package and to configure and deploy the integration flow.

To deploy the security content, the required role is ‘AuthGroup.Administrator’.

End User Access

End users are the ones who are essentially executing the HR Transmit report from the SAP HR system. The
end users are to be added in SCI tenant as members and assigned the role “ESBMessaging.send”. Only with
this role the users will be able to transmit the employee details to Pension Fund authority. The end users
can either use their SCI User credentials or can use a single sign on certificate to send a message through

SCI.




Authorization Management

Users Groups Token

Assign Web Roles and Groups to Individual Users

User: * - Show Assignments

Roles Assign Unassign All

Subaccount Application = Role Actions
- d041Shcioem ESBMessaging.send Unassign
- d0415tmn AuthGroup.IntegrationDev... Unassign
- d0415tmn AuditLog.Read Unassign
- d0415tmn AuthGroup.Administrator Unassign
- d0415tmn IntegrationOperationServ... Unassign
- d0415tmn AuthGroup.BusinessExpert Unassign

3.4 Ensure CA Signed Certificate installed in STRUST of SAP HR system

The recommended communication method between the SAP HR system and SCl is certificate-based
authentication. (User name and password is possible but not recommended for usability reasons as the
user would need to enter their details multiple times). In order to facilitate this a CA signed certificate is
required from the SAP HR system which is then installed in STRUST and the public key noted in the relevant
integration flows. (Note that the key pair will only be accepted by the SAP Load Balancer if it is signed by an
SAP approved CA).

If you do not already have a CA signed certificate available, follow these steps:

a. Go to STRUST transaction

System Help

Trust Manager

> System PSE PSE

> SNC SAPCryptolib Own Certificate
> SSL server Standard

X SSL client SSL Client (Anonyr
X SSL client BCM

Quunar




o

Org. (Opt)

Comp./Org. Information Technology

Country

CA -l e %
Algorthm R RSA with SHA-1 v

Key Length :m v:

/x

b. Below is the example show DN of the certificate:
DN = CN=erpc.externaldomain.com, OU=Information Technology, O=mycompany Inc, L=Location,

S=State, C=Country

© - «H ece "N oW

X
£

) [

L1, Co1 Ln 1 -Ln 18 of 18 lines

c. This is the CSR. Copy the CSR and get it signed by a Certificate Authority.
Note: CA should be in the Trust list of SCI. Please check for the latest SCI trust list here.
d. Import the certificate response in STRUST.
e. Take note of the directory where the certificate is stored as this will referenced when the logical ports
are configured (section 5).
More help on PSE/certificate can be found in the link

https://help.sap.com/saphelp nw73ehpl/helpdata/en/59/6b653a0c52425fe10000000a114084/frameset.htm




4 SETUP STEPS IN SAP CLOUD INTEGRATION

As part of the initial release, there are 2 SSCI artifacts delivered.

Artifacts related to types of XML file data sent to Pension Fund authority — UNJSPF.

iFlow Name Description

HR Master Data Transmit Any new hires or any HR master data change will be reported to
UNJSPF.

HR Master Data Response Receive response from UNJSPF for all the master data sent using HR
Master Data Transmit.

These integration flows are routed through the SAP HR system server using SOAP. The authorization for
these integration flows is to be set at the logical ports created in transaction SOAMANAGER. For SOAP
endpoint, the authorization can be set to user credentials or X.509 SSL certificate installed in STRUST of the

SAP HR/ERP system. This is explained in Section 3.4 of this document.

HR Master Data Transmit

HR Master Data Response

In case the user wants to use the single sign on (SSO) certificate, the key pair of the certificate should be
installed in the local machine/PC from where user will send the file. Once the certificate is installed, the
user must configure the public certificate of the SSO in SCI. This step is described in Section 6 of this

document.

4.1 Copy Published Package into Your Package

Go to the ‘Discover’ chapter of your tenant and find the package ‘SAP ERP HCM integration with Pension
Fund Authority — UNJSPF for NPO HR Master Data’.

= SAP Cloud Integration Integration Advisor [

Click on package name, then click ‘Copy’ in the upper right corner:

Note: the package version on the screenshot may differ from the one shown above.

4.2 Deploy certificates and credentials to SCI tenants




For the communication with the Pension Fund authority web service, you must make sure that the
certificates from pension fund authorities are part of the Java KeyStore that is uploaded to the SCI tenant.
How do | deploy certificates to SCI tenants?

Take the following steps to download the certificates from the website of UNJSPF.

1. Enter the URL https://testservices.unjspf.org

2. Right click on the Page and select Inspect

3. Select Security Tab and click on View Certificate

4. Copy the certificate to a file using the Copy to File button and save it to your machine.

For the communication with the Pension Fund gateway, you must make sure that the certificates from

pension fund authorities are part of the Java KeyStore that is uploaded to the SCI tenant.

a Cenificate
General Detals Certiicanon Path

Show | <All>

|
| IBM HTTP Server

Security overview

5. Open aticket to SCI Cloud Operations and request them to update Java KeyStore with the certificates.

6. To update credentials, go to the ‘Operations View’ on Tenant, enter ‘security material’ and click on
‘Create -> User Credentials’. Maintain the user credentials provided by Pension Fund authority -
(UNJSPF) to access their web service.

= SAP Cloud Integration Integration Advisor B @

!
B . Fiter by Name or Depioyed & 2 || Create Upload C %
User Credentials
- User Credentials Deployed 1322214 Nov 23, 21 OAuth2 Client Credentials

SapTestUser User Credentials Deployed 1322214 Sep 23, 2( OAuth2 SAML Bearer Assertion
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4.3 Sender Channel Connection Authorization

If you want to configure the authorization by certificate (rather than username and password), then
you will have to use the client certificate that is installed in the user’s PC to identify the user. The SAP
Passport certificate that users get when they receive an SAP “S” number can be used for this purpose.

The steps to download and assign the certificates are as follows:

Note: If you wish these integration flows to use username/password as the authentication method no

further steps are required.

4.3.1 Download the public certificate from the browser
a. Open internet explorer settings -> internet options -> content -> certificates

b. Select the certificate which you wish to use for authenticating the user and click on “Export” button.

Intended purpose: <All> v

Personal Other People Intermediate Certification Authorities Trusted Root Certification ¢ | »

Issued To Issued By Expirati... Friendly Name

5 . 4/2/2019  APNS certifica...
;] S . 5/16/20... APNS certificate
BT SAP SSO CA G2 2/19/20... <None>
5 I .. 5/7/2017  <None>
5 e . 1/21/20... <None>
) i .. 11/24/2... <None>
5/ .. 6/23/20... SAPSUPPORT...

Import... Export... Remove Advanced

Certificate intended purposes
Client Authentication

View

c. Select “No, do not export the private key”

11



Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?
Yes, export the private key

(@ No, do not export the private key

Note: The associated private key is marked as not exportable. Only the certificate
can be exported.

Next H Cancel

d. Select “Base-64 encoded” option and save the

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
(O DER encoded binary X.509 (.CER)
(@ Base-64 encoded X.509 (.CER)

(O Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)

Include all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 (.PFX)

Include all certificates in the certification path if possible
Delete the private key if the export is successful

Export all extended properties

Enable certificate privacy

Microsoft Serialized Certificate Store (.SST)

Next I l Cancel

e. Save the certificate with “.cer” extension

12



File to Export
Specify the name of the file you want to export

Eile name:

userpublic.ced Browse...

Next Cancel

4.3.2 Assign the public certificate for authorization

The certificate then needs to be associated to the SCl user id and it is recommended that this be done
through the ‘certificate-to-user mapping’ settings. (Note: It is technically possible to assign the user’s
certificate directly to the corresponding integration flows but this is not recommended as only one use
can be assigned and it is recommended that at least two users have the ability to file in case one user is

absent.)

Note that all users should have the authorization role “ESBMessaging.send” assigned to them so that

they are able to invoke the integration flows.

e Go to SAP Cloud Integration-> Overview ->Certificate-to-User Mappings.

SAP Cloud Platform Integration

Overview
Manage Security

© Security Materia Keystore Certificate-to-User Connectivity Tests
Mappings

S 10 1

Arifacts Entries

e Enter a User Name with “ESBMessaging.send role”, upload the SSL certificate.

13



Add Cerlificate-to-User Mapping

*User Name:

*Certificate: Choose a file for upload... Browse...

4.4 Configure Integration Flows

You will be configuring the integration flows to transmit and receive response for any HR master data
changes.
¢ HR Master Data Transmit

e HR Master Data Response

4.4.1 HR Master Data Transmit

This integration flow is used to send details of any new hires or HR any master data change to Pension Fund
authority — UNJSPF.

Steps:

1 Go to the integration package that was copied from the original ‘SAP ERP HCM integration with Pension
Fund Authority — UNJSPF for NPO HR Master Data’

2 Click on the Artifacts tab

3 Click on action button that corresponds to integration flow ‘HR Master Data Transmit’.

SAP Cloud Integration

m SAP ERP HCM integration with Pension Fund Authority - UNJSPF for NPO HR Master Data

8 N K

HR Master Data Response

HR Mastor Data Transmit

4 Choose Configure and maintain the following configuration parameters:

14



Sender Tab
The sender for this scenario is the SAP HR system. The communication protocol for this connection used is

SOAP. The connection is established in SAP HR system using SOA manager.

e Update the connection address in the format “/XXXXX”, where XXXXX can be any meaningful word

for HR Master Data Transmit.

Configure "HR Master Data Transmit"

iver More

Rece

Sender Re
Sender Sender
Adapter Type SOAP v
Connection
/HR_MASTER_DATA_TRANSMIT

Client Certificate

Authorization

Issuer DN

Subject DN
cn-#140653534f4341 0=sap-ag,c-de Select

cn-#140653534f4341 0=sap-ag,c-de

Note: The connection address must be unique within a tenant.

In the ‘Authorization’ field enter ‘Client Certificate’ and then enter the public key of the certificate

[ )
stored in STRUST, referenced in prerequisite step 3.4.

Receiver Tab
The receiver for this scenario is UNJSPF web services. The communication protocol for this connection used

is SOAP.

Configure "HR Master Data Transmit"

Receiver

Receiver

ter Type SOAP

Adapie

Connection
Address https://<host>:<port>/

Credential Name <Credential for the service>

Address: Enter the following production UNJSPF web services URL address
https://services.unjspf.org/ws.CommonSoapServices/CommonHrService CommonHrHttpService

e Credential Name: Enter the name of Alias of the user credentials maintained in security material,

created in prerequisite step 4.2.

15




More Tab

Credential Name: Enter the name of Alias of the user credentials maintained in security material, created in

prerequisite step 4.2.

Configure "HR Master Data Transmit"

Type All Parameters v

Credential for the service <Credential for the service>

5 Select Save and Deploy to save your configuration and to deploy it actively to server, respectively.

4.4.2 HR Master Data Response

This integration flow is used to receive response from Pension Fund authority - UNJSPF for all the master
data details sent using HR Master Data Transmit.

Steps:

1 Go to the integration package that was copied from the original ‘SAP ERP HCM integration with Pension
Fund Authority — UNJSPF for NPO HR Master Data’

2 Click on the Artifacts tab

3 Click on action button that corresponds to integration flow ‘HR Master Data Response’.

SAP Cloud Integration

n SAP ERP HCM integrati

on with Pension Fund Authority - UNJSPF for NPO HR Mas!

HR Master Data Response

HR Master Data Transmit Configure

4 Choose Configure and maintain the following configuration parameters:

16



Sender Tab

The sender for this scenario is the SAP HR system. The communication protocol for this connection used is

SOAP. The connection is established in SAP HR system using SOA manager.

e Update the connection address in the format “/XXXXX”, where XXXXX can be any meaningful word

for HR Master Data Response.

Configure "HR Master Data Response™

Sender Receiver More

Sender: ‘ Sender v
Adapter Type: | SOAP v
Connection
| Address: ‘/HR_MASTER_DATA_RESPONSE I
Authorization: ‘ Client Certificate v
Subject DN Issuer DN
‘ cn-#140653534f4341,0=sap-ag,c-de cn-#140653534f4341,0=sap-ag,c-de Select

Note: The connection address must be unique within a tenant.

e Inthe ‘Authorization’ field enter ‘Client Certificate’ and then enter the public key of the certificate

stored in STRUST, referenced in prerequisite step 3.4.
Receiver Tab

The receiver for this scenario is UNJSPF web services. The communication protocol for this connection used

is SOAP.

Configure "HR Master Data Response”

Sender

Receiver Receiver v
Adapter Type SOAP v
Connection
Address https://<host>:<port>/
Credential Name <Credential for the service>

Address: Enter the following production UNJSPF web services URL address
https://services.unjspf.org/ws.CommonSoapServices/CommonHrService CommonHrHttpService

e Credential Name: Enter the name of Alias of the user credentials maintained in security material,

created in prerequisite step 4.2.

17



More Tab

Credential Name: Enter the name of Alias of the user credentials maintained in security material, created in

prerequisite step 4.2.

Configure "HR Master Data Response”

Type All Parameters v

Credential for the service <Credential for the service>

5 Select Save and Deploy to save your configuration and to deploy it actively to server, respectively.

4.5 Deploy Integration Flows on test and productive tenants

Take the following steps to deploy the Integration Flows on test and productive tenants:

1. In your SCl tenant, from the menu in the upper left corner, choose Design.
2. Click the package name. Select Artifacts Tab.

3. For the Integration Flow that you want to deploy, choose Actions -> Deploy.

SAP Cloud Integration

n SAP ERP HCM int

vith Pension Fund Authority - UNJSPF for NPO HR Master Data

HR Master Data Response

HR Master Data Transmit

4. Repeat steps 1-3 for each of the Integration Flows in ‘SAP ERP HCM integration with Pension Fund
Authority — UNJSPF for NPO HR Master Data’ packages.

5. Check and make sure all Integration Flows have been deployed successfully.
a. Inyour SCl tenant, choose Monitor from the menu in the upper left corner.

b. Under Integration Content Monitor, choose the Started tile.

18



= SAP Cloud Integration

@

Overview
» Monitor Message Processing
All Integration Flows All Integration Flows All Integration Flows All Integration Flows ZDummy_NPO_HRIn
Past Hour Past Hour Past Hour Past Hour terface_Service_C..

Past Month

o __0__o 7

Messages Failed Messages Re
Manage Integration Content
All All All
Al Started Error
Manage Security
Security Material Keystore Certificate-to-User Access Policies JDBC Material Connectivity Tests
Mappings

.19 44 6 0 0

c. Check the deploy status of each Integration Flow.

If the Status is Started, it means the Integration Flow has been deployed successfully.

6. Note down the URLs of the endpoints for each service.
This URL will be used later for the setup of SAP HR system.

a. Select the Integration Flow form the list.

b. Note down the endpoint URL present on the right side of the screen under Endpoints Tab.

[T —

; A HR Master Data Transmit
*
® HR Master Data Transmit o
g Flow
Data Response
DPS_Retrieve_TEST : I -
P
Detailed Response from UNJSPF tarte I ! o’ -
P

Full Payment Submission - 2018-19

" Status Details
ypt_file_from_ecp_wsdl_copy

HR Interface Transmit Report

Artitact Details
Earlier Year Update - 2016-17

Expense And Benefit - 2018-19

Full Payment Submission - 2019-20
Al Paym nisslon - 201! Log Configuration

Polling

Data Provisioning Service




5 SETUP STEPS IN SAP HR OR SAP S/4HANA SYSTEM

The connection between SAP HR system and SCI needs to be established for communication purpose.

5.1 Create the logical ports in SOAMANAGER

The proxies must be connected to the SAP CLOUD INTEGRATION tenant via logical ports. In the productive
SAP HR or SAP ERP system, the logical ports are configured to connect to the productive SAP CLOUD
INTEGRATION tenant.

Note: The look and feel of the screens in your system may differ from the screenshot below, depending on
your release.

1. Inyour SAP ERP/ECP system, go to transaction SOAMANAGER.

e Z¥ https://Idcihri.wdf.sap.corp:44300/sap/bc/webdynpro/sap/appl_soap_management?sap-language=EN#
=¥ SOA Management LT

1= = Inbox - [SAP] =7 Integration — The Key to th..

SOA Management (HRI;000)
EENCWCINLIEETM  Technical Administration | Logs and Traces = Management Connections =~ Services Registry = Monitoring = Tools

Identifiable Business Context
Define Identifiable Business Contexts (IBCs)

Identifiable Business Context Reference
Define Identifiable Business Context references (IBC reference)

Design Time Cache
Display central design time cache

Web Service Configuration
Configure service definitions, consumer proxies and service groups

Simplified Web Service Configuration
Configure service definitions for Web service consumers with limited capabilities

Logon Data Management
Define logon data used by business scenario configuration

Pending Tasks
Process pending tasks generated by business scenario configuration

Local Integration Scenario Configuration
Configure multiple service definitions and service groups supporting change management

Logical Determination of Receiver using ServiceGroups
Define rules for determining receiver IBC reference during service group runtime

Logical Determination of Receiver, Sender, and Authentication using Consumer Factories . )
Define rules for determining receiver IBC, sender IBC reference and authentication method during consumer factory runtime

Web Service Isolation » i
Tool to isolate service definitions and consumer proxies

2. Select Web Service Configuration and find the proxies created for UNJSPF Common HR Interface
reporting.
(Note that these will only be available if SAP Notes 2918457, 2536555 and 2479766 are implemented.)
3. Search for the object name CO_HRPADUN_TRANSMIT_STAFF_MEMB and click Search.

Web Service Configuration (HRI;000)

ST LI CNOL e aeE1(shll Configuration Search

v~ Search Criteria

Object Type v s v Al v 00
Object Name v s v [FO_HRPADUN_TRANSN | @@

Maximum Number of Results: = 100

Search || Clear Values | | Reset Search Criteria

20



4. Create logical port(s) name for each proxy.

The logical ports you’ll be creating are:

Logical Port Name Description Corresponding Example of CXF path

integration flow

LP_CO_HR_TRANSMIT_REPORT | Logical port for HR HR Master Data | cxf/HR_MASTER_DATA_TRANSMIT
Master Data Transmit Transmit
integration flow in SAP

Cloud Integration

LP_CO_HR_GET_REPORTS Logical port for HR HR Master Data | cxf/HR_MASTER_DATA_Response
Master Data Response Response
integration flow in SAP

Cloud Integration

The steps are the same for all the logical ports.
This document has the example for “LP_CO_HR_TRANSMIT_REPORT” and this can be used as an
example to create for LP_CO_HR_GET_REPORTS port.

a. Click on the Create button and choose Manual Configuration.

Web Service Configuration (HRI;000) @Heb QBa

Details of Consumer ProxinO_HRPADUN_TRANSMIT_STAFF_MEMB I

Define Logical Ports

Set Log Port Defauit Activate | Deactivate  Delete F a
Coofigur

ical Port State Logical Port is Default Description Creation Type

_TRANSMIT_REPORT Active true UNJSPF HR Interface Transmit Report Manually created

WSDL based Configuration with Template

b. Enter the logical port name and description.

Web Service Configuration (HRI;000)

New Manual Configuration of Logical Port for Consumer Proxy ‘CO_HRPADUN_TRANSMIT_STAFF_MEMB'

» B 2 3 4 5 6 -
Logical Port Name Consumer Security HTTPSettings SOAP Protocol Identifiable Business Context Operation Settings
Back || Next | Finish || Cancel

General Configuration Settings

* Logical Port Name: | LP_CO_HR_TRANSMIT_REPORT Logical Port is Default: v

Description: Logical port for HR Master Data Transmit integration flow in SAP Cloud Integration

c. The Consumer Security tab page specifies the authentication method used for communication
between SAP HR/ERP/ECP and SCI.

e |nthe ‘Authentication Settings’ select the X.509 SSL Client Certificate radio button.
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e Inthe “SSL Client PSE of transaction STRUST” field, use the drop down to find the certificate
stored in STRUST as part of prerequisite step 3.5.
Note: if you do not see this radio button or cannot select it, please refer to notes 2368112
“Outgoing HTTPS connection does not work in AS ABAP” and 510007 “Setting up SSL on

Application Server ABAP”.

Web Service Configuration (HRI;000)
New Manual Configuration of Logical Port for Consumer Proxy '‘CO_HRPADUN_TRANSMIT_STAFF_MEMB'

» 1 B 3 4 5 6 -
Logical Port Name Consumer Security HTTPSettings SOAP Protocol Identifiable Business Context Operation Settings
Back || Next | Finish | Cancel

Configuration of Consumer Settings without WSDL Document. LP=LP_CO_HR_TRANSMIT_REPORT
Authentication Level: Basic
Authentication Settings

User ID / Password
SAP Authentication Assertion Ticket

* X.509 SSL Client Certificate

X.509 SSL Client PSE

SSL Client PSE of transaction STRUST. ?

Note: The solution will support User ID/Password authentication between SAP HR/ERP and SCI, but this

is not recommended for usability reasons in a productive environment. If you decide to use this

method the authorization method referred to in the previous section for the integration flows (HR

master data transmit and HR master data response) will need to be changed to ‘User’ and the user role

set to ‘ESBMessaging.send’.
On the HTTP Settings tab page, make the following entries: Note: the screenshots may look slightly

different in your system depending on the release, but all the required fields should be available.
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TS 1 2 B 4 5 6 -

Logical Port Name Consumer Security HTTPSettings SOAP Protocol Identifiable Business Context Operation Setlings

Back || Next | Finish | Gancel

URL Access Path
URL * URL components
* protocot: [ETTE ] / Get the HOST URL from the SCPI WEB Ul
. - — refer to details below
Host: N
Port: 0
* Path I CXF path deployed artifacts in SCPI
— refer to details below

Logon Language Language of User Context v

Proxy

Name of Proxy Host

Part Number of Proxy Host Proxy settings of your network

User Name for Proxy Access:

Password of Proxy User:

Transport Binding

Make Local Call: No Call in Local System v
* Transport Binding Type SOAP11 ~

Maximum Wait for WS Consumer 0

Optimized XML Transfer: None v

Compress HTTP Message: Inactive v

Compress Response True v

Note that in older version the above screen may look different, but the fields will still be present, for

example:
Consumer Security Messaging Transport Settings Message Attachments Identifiable Busil
Transport Binding
URL Access Path: *
Computer Name of Access URL -ifimap_hcisbp.ap1.hana ondemand.com
Port Number of Access URL 443
URL Protocol Information HTTPS | »
Logon Language Language of User Context -

The computer Name of access URL is the first part of an URL without the forward slash ‘/’.

The URL access path is part of an URL which starts from forward slash /.

For e.g., URL = https://c0310-iflmap.hcisb.int.sap.eu2.hana.ondemand.com/cxf/HR _MASTER DATA TRANSMIT

Computer name: cdf-iflmap.hcisb.int.sap.hana.ondemand.com

Access path: /cxf/HR_MASTER_DATA_TRANSMIT

Get HOST URL & CXF path from SCI WEB Ul
To find the Host, go to Cloud Integration Web Ul, choose Monitor and under Managed Integration

Content go to All. Use the search to find your integration flow as in the screenshot below:
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= SAP Cloud Integration Integration Advisor B @

t(123) | F y N ! el HR Master Data Transmit Restat  Undeploy  Download

Integration Flow

HR Master Data Transmit Started F

Full Payment Submission - 2018-19 Started
Integration Flow

Endpoints
pgp_encrypt_file_from_ecp_wsdl_copy Started —

Integration Flow

| httes :// I o demand . com/cxf /HR_MASTER_DATA_TRANSMIT
WSDL

HR Interface Transmit Report Stanted

Integration Flow

WSDL without policies L €
Earlier Year Update - 2016-17 Started ! ! ! -
Integration Flow

Status Details

Expense And Benefit - 2018-19 Started

Integration Flow

The Integration Flow is deployed successfully

Full Payment Submission - 2019-20 Started

The URL found under the Endpoints section has the HOST URL and the CXF path.
Host URL = xxxxxxxxxx.sap.hana.ondemand.com/cxf/HR _MASTER DATA TRANSMIT

CXF path = /cxf/hr_master_data_transmit

Note that the entries for the Proxy fields depend on your company’s network settings. The proxy server

is needed to enable the connection to the internet through the firewall.

On the SOAP Protocol tab page, set Message ID Protocol to Suppress ID Transfer

» 1 2 3 [ 4 | 5 6 -
Logical Port Name Consumer Security HTTPSettings SOAP Protocol Identifiable Business Context Operation Settings

Back Next Finish Cancel

Message ID (Synchronous)

Message ID Protocol I Suppress ID Transfer g ]

Metering of Service Calls

Data transfer scope Enhanced Data Transfer
Transfer protocol Transfer via SOAP header v

Message Attachment Handling

Process Attachments: No v

No settings required in the tabs Identifiable Business Context and Operation Settings. Just select Next
and then Finish.

NOTE: In case you want to test your configuration, do not use WebService Ping, as it is not supported
by SAP Cloud Integration. But you can setup a HTTP connection in transaction SM59. Maintain the host
and port of SAP Cloud Integration service (e.g., for path /cxf/hr_master_data_transmit) and execute a

connection test. In case of a successful connection you will receive an error with HTTP return code 500.
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6 TESTING

6.1 Testing HR Interface Transmit Report

Take the following steps to test the outbound reporting function. Here we use the HR Interface
Transmit Report (HUNAPFIQ) as an example.

1. Go to transaction SE38.
2. Enter the report name HUNAPFIO and choose the Execute (F8) button.

3. Enter the relevant selection criteria and choose the Execute (F8) button with ‘Submit Data to UNJSPF’

radiobutton.

4. In the output screen, click ‘Send Message’ button.

5. Result: The file is submitted successfully to the Pension Fund authority.

-
9 K 000 i o 7 R -
SAP
HEE &R E
* Jiil UNISPF HR Interface Al
48 o/ Emghoyes : 20352003 Detail Display
« [T 20352003 Personnel number 20352003
« o 5taff Data Org Giobal Uriqus ID 203520031200000
- = Bam Frst name Demo
P Midde name
v -
" _P":;";i ;‘; Last name 1 Test
LR A Bithdate 01.07.1993
~ > Duty Stakion Data Nationaky IND
- [ oe00 :
- Country of Bith
~ = Sabry Data Gender Mak
* [IZ 01.01.2020 Martal Status Sngle
v -bw(_nn Data Organzation Code
* 15 Chid Idarkty Number
M 'O_C-:rr,raa Data Language Englsh
- ¥ 01.00.2020 Former Persion No
« W Address Dita Last Updzted tme 2021,05,25:00,00.00
« [T Permanert. Operaton I
£ Execution Date 25.03.2021

6.2 Testing HR Interface Get Reports

In the SAP HR system, execute the report ‘HUNAPFI1’, select the transmission and click on ‘Get Reports’

button for which response need to be received from UNJSPF.

SAP

Statistics AlEE] TR A4 [ 2] @l By (e (Ia] | |{] ] |#] | |Zupdate
PersNo. PensNo First name Last name Bithdate Message ID Status Msg. Property Property Value Msg. Code PensNo Fund Date Msg. Source
Submitted : 1 20212003 746472 Demo __|CPI Test 119930701 51573266 1 ELIG0033 746472
Accepted : 1 v
Reiected: 0
| RIH]I[2 LE ]I ZIupdate Al
Reference Number St... Status Text
v 37 20210316001
* [2) 37 20210316001 1 Submission of payload suc

Message Detais

? Reference Number 37 20210316001 Message Type Info v
Personnel Number 20212003 Pension Number 746472
Pension Number 746472 Entry to Fund Date
First name Demo
Last name CPI Test
Bithdate 19930701
Message ELIG0033 New Entry. Pension Number: 746472, UNJSPF-ID: 001241065
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7 APPENDIX: UN-DEPLOYING AND DELETING OLD INTEGRATION FLOWS

The Integration Flows in package ‘UNJSPF Common HR Interface — NPO’ must be updated and
redeployed each time a new legal change is announced by Pension Fund authority - UNJSPF. Therefore,
if you have already deployed these Integration Flows, you must un-deploy the old Integration Flows
before deploying the Integration Flows with new legal changes, and then delete the old Integration
Flows.

=> How do | un-deploy Integration Flows?

1. In your SCI tenant, choose Monitor from the menu in the upper left corner.

2. Under Integration Content Monitor, choose the Started tile.

SAP HANA Cloud Integration

Overview

Monitor Message Processing

All Integration Flows All Integration Flows All Integration Flows All Integration Flows All Integration Flows
Past Hour Past Hour Past Hour ast Hour Past Hour
Messages Failed Messages Error Messages Retry Messages Completed Messages

Manage Integration Content

All All All
All Started Error
Manage Security Material
Security Material Certificate-to-User
Mappings

3. Select the Integration Flow that you want to un-deploy and then click Undeploy.

SAP Cloud Integration Integration Advisor
: tegration Content (123 0 N L X ‘%o HR Master Data Transmit Restart Download
*
HR Master Data Transmit Started l
Integration Flow

Full Payment Submission - 2018-19 Started
Integration Flow

Endpoints
pgp_encrypt_file_from_ecp_wsdl_copy

Integration Flow
httes :// A o demand . com/cxf /HR_MASTER_DATA_TRANSMIT
HR Interface Transmit Report

Integration Flow

Earlier Year Update - 2016-17 Started oD wihe = ¢

Integration Flow

Expense And Benefit - 2018-19

Status Details

Integration Flow

Full Payment Submission - 2019-20

The Integration Flow is deployed successfully

4. After the system un-deploys the Integration Flow, check that the number on the Started tile is

reduced by one and the Integration Flow is no longer in the list of started artifacts.
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5. Repeat the above steps to un-deploy each of the Integration Flows for which new legal changes have

been published.

=> How do | delete Integration Flows?
To delete single Integration Flow from integration package, you must select the iFlow that contains old

changes. For this:

1. In your SCl tenant, from the menu in the upper left corner, choose Design.

2. Click the package that contains the old Integration Flow, and then select artifact which should be

deleted by clicking Action -> Configure -> Delete.

SAP Cloud Integration

: ﬂ SAP ERP HCM integration with Pension Fund Authority - UNJSPF for NPO HR Master Data
%
©
HR Mastor Data Response :]

HR Master Data Transmit View metadata

8 MAINTENANCE

Take note of the expiry date of all certificates used in the solution and put in processes so that these are

renewed before they expire, and the configuration updated accordingly with the new details.

27



contactsap

© 2021 SAP SE or an SAP affiliate company. All rights reserved.
No part of this publication may be reproduced or transmitted in any form or for any purpose without the express permission of SAP SE or an SAP affiliate company.

The information contained herein may be changed without prior notice. Some software products marketed by SAP SE and its distributors contain proprietary software components of other software vendors.
National product specifications may vary.

These materials are provided by SAP SE or an SAP affiliate company for informational purposes only, without representation or warranty of any kind, and SAP or its affiliated companies shall not be liable
for errors or omissions with respect to the materials. The only warranties for SAP or SAP affiliate company products and services are those that are set forth in the express warranty statements
accompanying such products and services, if any. Nothing herein should be construed as constituting an additional warranty.

In particular, SAP SE or its affiliated companies have no obligation to pursue any course of business outlined in this document or any related presentation, or to develop or release any functionality
mentioned therein. This document, or any related presentation, and SAP SE'’s or its affiliated companies’ strategy and possible future developments, products, and/or platform directions and functionality are
all subject to change and may be changed by SAP SE or its affiliated companies at any time for any reason without notice. The information in this document is not a commitment, promise, or legal obligation
to deliver any material, code, or functionality. All forward-looking statements are subject to various risks and uncertainties that could cause actual results to differ materially from expectations. Readers are
cautioned not to place undue reliance on these forward-looking statements, and they should not be relied upon in making purchasing decisions.

SAP and other SAP products and services mentioned herein as well as their respective logos are trademarks or registered trademarks of SAP SE (or an SAP affiliate company) in Germany and other
countries. All other product and service names mentioned are the trademarks of their respective companies. See for additional trademark information and notices.

THE BEST RUN



