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Introduction 

 
Welcome and congratulations on your decision to power Ariba Supplier Risk with Interos’ deep 
Supply Chain Risk Intelligence.   
 
This guide provides instructions for: 
 

• Installing and configuring the Interos Supplier Risk Intelligence integration connector 
for Ariba Supplier Risk 

• Reviewing and approving supplier entity matches to ensure alignment of risk score 
information between Interos and Ariba 

 

Prerequisites 

Before you begin the installation and configuration of the Interos Supply Chain Risk Intelligence 
integration, ensure you have the following prerequisites in place: 

• Active Subscription for Ariba Supplier Risk 

• Active Subscription for Interos Resilience Enterprise 

• Active Subscription to the Interos Supply Chain Risk Intelligence Integration 
Connector for Ariba Supplier Risk 

• SAP BTP, Ariba SLP (Supplier Lifecycle & Performance), and Ariba Supplier Risk 
Environments 

• You are a member of the Ariba Supplier Risk Manager group which is required to edit 
standard, licensed, and custom fields, create custom fields, and configure risk 
exposure 
 

If you are reading this guide, you likely already have an Interos Resilience Enterprise 
subscription. In case you do not, please contact partner@interos.ai for assistance. 

 
Here’s a summary of steps to install and configure the Interos Supply Chain Risk Intelligence 
Integration Connector for Ariba Supplier Risk. 
 

 
 
If you have any questions or need help completing the enablement process, reach out to your 
Interos Customer Success Manager (CSM) or partner@interos.ai for assistance. 
 
 

mailto:partner@interos.ai
mailto:partner@interos.ai


Step 1 – Procure Interos Supply Chain Risk Intelligence 
Integration Connector 

Go to the SAP store and search for Interos.  Click on the tile for “Supply Chain Risk Intelligence.”  
Go to the pricing section and click on the “Request a Quote” button and supply the required 
information.  
 
Someone from Interos will contact you to guide you through the purchase process. 
 
 

Step 2 – Obtain Your Interos Credentials 

 
Once your purchase of the connector is complete, your Interos CSM (Customer Success 
Manager) will email you a secure link to pick up your Interos API key.  You will need this key to 
activate the integration. 

 

Step 3 – Install the Integration Package 

• Go to your Integration Suite from your Business Technology Platform (BTP) 

• On left menu, click “Discover” and then “Integrations” 

• Search for “Integration between Interos and SAP Ariba Supplier Risk”, then click 
on the result in the table to view the details on the package. 

• In the top right of the package details screen, click the “Copy” button. 

• On the left menu, click “Design” and then “Integrations and APIs” 

• Click on the copied “Integration between Interos and SAP Ariba Supplier Risk” 

package to view the artifacts and documents. 

 

Step 4 – Configure Secure Parameters 

• On the left menu, click “Monitor” and then “Integrations and APIs” 

• Click on “Manage Security Material” card. 

• Go ahead and create new “Secure Parameters” as shown below 

 
• On top of grid, click “Create” and then “Secure Parameter”, repeat this for all 6 

secrets 

• ARIBA_AUTH_API_KEY_SUPPLIERS - this will be provided to you from the Ariba 

Developer Portal for the “Supplier Data API with Pagination” API 

• ARIBA_AUTH_BASIC_SUPPLIERS - this will be provided to you from the Ariba 

Developer Portal for the “Supplier Data API with Pagination” API. It will be the 

Base64 encoded value of the “OAuth Client Id” and “OAuth Secret” 

• ARIBA_AUTH_API_KEY_RISKINFO - this will be provided to you from the Ariba 

Developer Portal for the “Risk Category Information API for Supplier Risk 

Exposure” API 

• ARIBA_AUTH_BASIC_RISKINFO - this will be provided to you from the Ariba 

Developer Portal for the “Risk Category Information API for Supplier Risk 

https://www.sap.com/store.html


Exposure” API. It will be the Base64 encoded value of the “OAuth Client Id” and 

“OAuth Secret” 

• INTEROS_CUSTOMER_ID - this is your provided Interos Customer ID. 

• INTEROS_AUTH_API_KEY - this is the API Key for the Interos Partner API 

 

Step 5 – Configure BTP Package & iFlows 

Supplier Matching iFlow 

• On the left menu, click “Design” and then “Integrations and APIs” 

• Click on the “Integration between Interos and SAP Ariba Supplier Risk” package 
to view the details. 

• Click on the “Artifacts” tab 

• Click on the “SAP Ariba Supplier Matching with Interos Entity Resolution” 

integration flow 

• On the top right, click on the “Configure” button. You should see something similar to 

the screenshot below. Fill in the provided configuration (see below) 

• Click the “Save” button 

• Finally click the “Deploy” button 

 

 
• ARIBA_API_SUPPLIERS_PAYLOAD – make sure the “outputFormat” is always 

“JSON”. If you need to tune or further change the request to the Ariba API, this 

payload must match the payload outlined in the Ariba document. 

• ARIBA_API_SUPPLIERS_URL – usually this does not need to change. But if your 

region is different replace the URL with the desired runtime URL from the 

Environment details table on the SAP Ariba developer portal discovery page for the 

“Supplier Data API with Pagination” API. 

• ARIBA_AUTH_API_KEY – this must be the name used in the “Secure Parameter” 

and wrapped in single curly brackets. 

• For example: “{ARIBA_AUTH_API_KEY_SUPPLIERS}” 

• ARIBA_AUTH_BASIC - this must be the name used in the “Secure Parameter” and 

wrapped in single curly brackets. 

https://help.sap.com/docs/ariba-apis/supplier-data-api-with-pagination/use-of-supplier-data-api-with-pagination-vendordatarequests-endpoint


• For example: “{ARIBA_AUTH_BASIC_SUPPLIERS}” 

• ARIBA_PAGE_SIZE - Default page size is 200. Maximum is 1,000. Used to paginate 

through the suppliers returned from the Ariba API. 

• ARIBA_REALM_NAME - this will be the Ariba Realm provided by SAP Ariba 

developer portal. 

• INTEROS_API_URL – Must be set to “https://partner-api.interos.ai” unless otherwise 

stated by your Interos Customer Success Manager (CSM) 

• INTEROS_AUTH_API_KEY - this must be the name used in the “Secure 

Parameter” and wrapped in single curly brackets. 

• For example: “{INTEROS_AUTH_API_KEY}” 

• INTEROS_CUSTOMER_ID - this must be the name used in the “Secure Parameter” 

and wrapped in single curly brackets. 

• For example: “{INTEROS_CUSTOMER_ID}” 

 

 

 

Supplier Enrichment iFlow 

• On the left menu, click “Design” and then “Integrations and APIs” 

• Click on the “Integration between Interos and SAP Ariba Supplier Risk” package 

to view the details. 

• Click on the “Artifacts” tab 

• Click on the “SAP Ariba Supplier Enrichment with Interos Risk Profiles” 

integration flow 

• On the top right, click on the “Configure” button. You should see something similar to 

the screenshot below. Fill in the provided configuration (see below) 

• Click the “Save” button 

• Finally click the “Deploy” button 

 
• ARIBA_API_RISKINFO_URL – usually this does not need to change. But if your 

region is different replace the URL with the desired runtime URL from the 

Environment details table on the SAP Ariba developer portal discovery page for the 

“Risk Category Information API for Supplier Risk Exposure” API. 

• ARIBA_AUTH_API_KEY – this must be the name used in the “Secure Parameter” 

and wrapped in single curly brackets. 

• For example: “{ARIBA_AUTH_API_KEY_RISKINFO}” 

https://partner-api.interos.ai/


• ARIBA_AUTH_BASIC - this must be the name used in the “Secure Parameter” and 

wrapped in single curly brackets. 

• For example: “{ARIBA_AUTH_BASIC_RISKINFO}” 

• ARIBA_REALM_NAME - this will be the Ariba Realm provided by SAP Ariba 

developer portal. 

• INTEROS_API_URL – Must be set to “https://partner-api.interos.ai” unless otherwise 

stated by your Interos Customer Success Manager (CSM) 

• INTEROS_AUTH_API_KEY - this must be the name used in the “Secure 

Parameter” and wrapped in single curly brackets. 

• For example: “{INTEROS_AUTH_API_KEY}” 

• INTEROS_CUSTOMER_ID - this must be the name used in the “Secure Parameter” 

and wrapped in single curly brackets. 

• For example: “{INTEROS_CUSTOMER_ID}” 

 

 

Step 6 – Configure Interos Custom Fields & Risk Weighting 
in Ariba 

To complete this section, you’ll need to decide how you want the Interos supplier risk scores to 
contribute to the four Ariba Supplier Risk category scores and overall Ariba Supplier Risk scores 
displayed in Ariba. Virtually all these settings can be customized for your situation and risk focus. 
 
To avoid potential confusion that could be caused by differences between the supplier risk scores 
displayed in the Interos and Ariba platforms, Interos recommends replacing the standard Ariba 
Supplier Risk scores with the Interos Risk Factor scores to ensure the best possible alignment 
between the two platforms. 
 
For more information about configuring custom fields in Ariba Supplier Risk, see the custom fields 
section in the Setting Up SAP Ariba Supplier Risk guide. 
 
 

Go to Supplier Risk Admin Settings 

 
Go to the Ariba Supplier Risk dashboard page and click on the gear icon directly to the right of 
the “Supplier Search” box. 
 

 
 
 

https://partner-api.interos.ai/
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Create Custom Risk Exposure Template 

Click “Configure Risk Exposure” in the left frame.  This will display your Risk Exposure 
configuration history on the right. Click on the first blue “Action” button and select “Create new 
draft” to start a new custom template. 
 
 

 
 
 

 
Configure Category Weights 

The “Category weights” tab defines the relative weight for each risk category in the overall risk 
exposure measurement, and what risk exposure levels are considered High, Medium, and Low in 
each category. 
 
Use the values suggested below to best align with the Interos iScoreTM. 
 

 
 
The weights above are based on how the six Interos Risk Factor scores are mapped to the four 
Ariba Supplier Risk Exposure categories. 
 

Interos Risk Factors Ariba Supplier Risk Exposure Categories Weight 

ESG Risk Environmental & Social 17% 

Cyber Risk 
Regulatory & Legal 33% 

Restrictions Risk 

Catastrophic Risk Operational 33% 



Geopolitical Risk 

Finance Risk Financial 17% 

 
 

Configure Risk Level Settings (Threshold Scores) 

 
Scroll down in the “Category weights” tab to configure the “Risk level settings” section. This section 
allows you to set minimum and maximum thresholds for each risk category. These thresholds 
determine what risk exposure levels are considered High, Medium, and Low.  Use the 
recommended values in the image below to align with the High, Medium and Low risk levels used 
within the Interos Resilience platform. 
 

 
 
 

Create Custom Risk Fields for Interos Scores 

Go to the “Field configurations” tab.  Scroll to the bottom and click the “Add custom field.” button.  
 

 
 
 
Use the information in the following table to create the nine custom Supplier Risk fields that will 
display the Interos risk information for a supplier. Note, the “Field Value” column above will be left 
blank. 



 



Settings for Interos Custom Fields 

 

Field Display Name Risk Category 
Field 
Type 

Weight 
Threshold 
Order 

Less 
Than 

Greater 
Than 

Exposure 
Override 

INT_CAT 
Interos Catastrophic 
Risk 

Operational Numeric High Riskier to safer 33.44 66.45 
Risk 
category 
exposure 

INT_GEO 
Interos Geopolitical 
Risk 

Operational Numeric High Riskier to safer 33.44 66.45 
Risk 
category 
exposure 

INT_ESG Interos ESG Risk 
Environmental & 
Social 

Numeric High Riskier to safer 33.44 66.45 
Risk 
category 
exposure 

INT_FIN Interos Finance Risk Financial Numeric High Riskier to safer 33.44 66.45 
Risk 
category 
exposure 

INT_RES 
Interos Restrictions 
Risk 

Regulatory & legal Numeric High Riskier to safer 33.44 66.45 
Risk 
category 
exposure 

INT_CYB Interos Cyber Risk Regulatory & legal Numeric High Riskier to safer 33.44 66.45 
Risk 
category 
exposure 

INT_RES_CT 
Interos Restriction 
Count 

Regulatory & legal Numeric None Safer to riskier 1 2 None 

INT_RES_T1 
Supplier’s T1s 
Restricted 

Regulatory & legal Numeric None Safer to riskier 1 2 None 

INT_RES_T2 
Supplier’s T2s 
Restricted 

Regulatory & legal Numeric None Safer to riskier 1 2 None 



Disable Ariba Supplier Risk Standard Fields  

 
If your preference is to have the Ariba Supplier Risk category score align as closely as possible to the 
Interos risk factor scores, you will want to set the Standard Ariba risk fields weighting to “None.”  This 
will avoid potential confusion that could be caused by differences in scoring algorithms and sources. 
 

 

 

There is an Ariba Supplier Risk Standard field that’s not displayed in the template configuration 
screen above. It’s the “Country / Region” risk factor field.  It may or may not be enabled in your 
environment.  If you see it displayed within the Supplier’s Risk Exposure screen, you will need to open 
a ticket with the SAP team to have the field removed.  For more information, see the “Remove 
country/region risk as a risk exposure contributing factor” section of the Setting Up SAP Ariba 
Supplier Risk guide. 
 
 

Adverse Media Contribution 

You will also need to decide if you want the Ariba Adverse Media events to factor into the 
Supplier risk scores.  If so, be aware that this can cause some discrepancies between the 
supplier risk profile shown in Interos vs Ariba Supplier Risk.  For more information, see the 
“Mapping Risk Incidents for Risk Exposure” section of the SAP Setting Up SAP Ariba Supplier 
Risk guide. 
 
 

Save and Activate the Custom Risk Exposure Template Configuration 

Click ‘Save’ button to save the configuration settings for this new template. 
 

 
 
 
Click the ‘Activate’ button to allow all configurations to be effective in the Ariba Supplier Risk 
Realm.  
 

https://help.sap.com/doc/4182238cd1e746b995c6b1cdc24b7eee/2405/en-US/SupplierRiskSetup.pdf
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Once activated, the system will show the activation date and last modified date as shown in 
reference screenshot below.  
 

 
 

 

Step 7 – Validate Integration is Working 

Confirm the Interos fields are displayed 

The easiest way to view supplier risk within Ariba Supplier Risk is to start at the Dashboard view 
below and drill into the risk levels or categories, then to a specific supplier within that category or 
risk level. You can also use the search bar to search for a supplier directly. 

 
 

If you’ve not yet configured your Ariba Supplier Risk Dashboard view, you’ll need to “Follow” the 
suppliers you want to monitor so the Ariba Supplier Risk Dashboard reflects the information in 
Risk Summary & By risk category charts as shown above. 
 
 
To “Follow” a supplier or all suppliers, go to the Supplier Risk tab within Ariba Supplier Risk and 
check the box for individual suppliers or check the top box to follow the entire list of suppliers. 
 



 
 
 
After checking the supplier check box(es), click on the “Follow” button. 
 

 
 
 
Click the “Follow” button again to confirm. 
 

 
 
The supplier will now be included in the Ariba Supplier Risk Dashboard summary view. 
 
Once you see supplier data on the Supplier Risk Dashboard, drill into a few of the suppliers to 
confirm that the Interos fields are displayed and being populated. 
 
Click on the “Risk” option located in the left menu frame to open the supplier’s full risk profile in 
Supplier Risk. 
 



 
 
Make sure all six Interos custom score fields are displayed on the “Risk Exposure” view as shown 
below. 
 
 

 
 
Finally, check the “Custom data” view and expand each section to make sure you see all six 
Interos Risk Factor scores and the sub-tier restrictions counts for in the “Regulatory and legal” 
section. 
 



 
 
 

Step 8 – Complete UAT  

Now that you’ve confirmed that the Interos fields are being displayed and populated with data, it’s 
recommended that an end user reviews a few suppliers and clicks the deep links on the Custom 
Data tab to see the same supplier in the Interos platform. 
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