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1 Introduction

The purpose of this guide is to document the integration of SAP SuccessFactors Employee Central with
SAP Access Control using SAP Cloud Integration.

After executing the steps described in this document you will be able to transfer SAP SuccessFactors
Employee Central data to SAP Access Control to perform user provisioning.

Caution

Usage of any integration software and content provided with the SAP Business Suite or SAP
Access Control and applicable to integration between the SAP Business Suite or SAP Access
Control and SAP SuccessFactors Employee Central is permitted only with SAP Access
Control and a valid, current contract for SAP SuccessFactors Employee Central.

1.1 Target Group

The intended audience for this guide is:

® SAP Access Control professional services and consultants
@ SAP SuccessFactors consultants

@ SAP Cloud Integration consultants

@ System/cloud administrators

1.2 Prerequisites

We assume that readers of this guide have basic knowledge in the following areas:

SAP Access Control configuration and operation

BRF+

SAP SuccessFactors Employee Central configuration and operation
SAP SuccessFactors provisioning

SAP HANA Cloud Integration

SAP SuccessFactors Employee Central to SAP Access Control Integration using SAP Cloud Integration CUSTOMER
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1.3 Related Guides

The table below shows other guides that might be relevant in the integration of SAP SuccessFactors

Employee Central with SAP Access Control.

Related guide

Type of the related
guide

Content of the
related guide

How is the guide
related to the current
guide?

Employee Central Master | Implementation How to set up Before transferring
Guide Employee Central | employee change
data to SAP Access
Control, you need to
For the most current version set up Employee
of the guide see the SAP Central itself.
Help Portal at:
http.//help.sap.com/cloud4hr
under Employee
Central PImplementation
Guides.
SF API Programmer's General Contains a list of
Guide programming URLs Compound
guidelines Employee API
For the most current version endpoints for SAP
of the guide see the SAP SuccessFactors
Help Portal at: Employee Central
http://help.sap.com/hr_api
SAP SuccessFactors Employee Central to SAP Access Control Integration using SAP Cloud Integration CUSTOMER
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http://help.sap.com/cloud4hr
http://help.sap.com/hr_api

Related guide

Type of the
related guide

Content of the
related guide

How is the
guide related to
the current
guide?

Implementing the Compound Employee API User Guide | Explains the | Describes how
Compound to enable the
Employee Compound
application Employee API
For the most current version of the guide see the programming | in provisioning
SAP Help Portal at interface (API) | and role-based
for SAP permissions
http://help.sap.com/hr_api/under SuccessFactors SuccessFactors
HCM Suite = Employee Central Employee Implementation
Central is required to
run the
integration and
read data from
Employee
Central.
SAP Access Control Documentation Application Provides
Help information
http://help.sap.com/grc-ac : about SAP
Configuration Access Control
e Application Help Settings functionality.
e Configuration Settings Guide Guide
SAP Access Control IMG Configuration | Steps to set up | Provides
for user user detailed
In the SAP Access Control system, choose provisioning | provisioning in| instructions for
transaction SPRO =»SAP Reference IMG =2 SAP Access | configuring
Governance, Risk, and Compliance =PAccess Control SAP Access
Control = User Provisioning Control.
Business Rule Framework Cookbook Tutorial Basics of using | Provides
BRF+ information on
SAP Community Network — http:// scn.sap.com how BRF+
works.
SAP SuccessFactors Employee Central to SAP Access Control Integration using SAP Cloud Integration CUSTOMER
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http://help.sap.com/grc-ac
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HANA - Secure Connections Integration | Listofallthe |How to
supported establish secure

For the most current version of the guide see: certification HANA
authorities. connections

https://cloudintegration.hana.ondemand.com/Pl/help

Scroll down to the section Designing and Operating
Cloud Integration Content — PDF Documentation.

Open the document Connecting a Customer System
to SAP Cloud Integration.

Go to =2 Concepts of Secure Communication 2
Basics =PHTTPS-Based Communication =®Load
Balancer Root Certificates Supported by SAP.

SAP SuccessFactors Employee Central to SAP Access Control Integration using SAP Cloud Integration CUSTOMER

© 2017 SAP SE or an SAP affiliate company. All rights reserved. 9


https://cloudintegration.hana.ondemand.com/PI/help




2 Integration Overview
2.1 Overview Illustration

Figure 1 shows an overview of the SAP SuccessFactors to SAP Access Control integration
process.

Figure 1: Integration Overview

N

1) Employee data resides in SAP SuccessFactors Employee Central.
2) The integration scenario covers three events in the SuccessFactors HR system:
1. Addnew employee
2. Change employee job data (update employee records such as business unit or
position)
3. Terminate employee

3) SAP Cloud Integration retrieves changed employee data from Employee Central and
converts it to a format that can be used by SAP Access Control.

4) SAP Access Control imports the data from SAP Cloud Integration. Using decision tables that
are configured in the Business Rule Framework (BRF+) and in Rule-to-Role mapping, SAP
Access Control creates access requests that contain the appropriate roles and actions for the
employee.

SAP SuccessFactors Employee Central to SAP Access Control Integration using SAP Cloud Integration CUSTOMER
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5) SAP Access Control provisions the employee in the correct target systems with the
appropriate role assignments (role assignments are removed in the case of employee
termination).

2.2 SuccessFactors Integration Scenarios
The SuccessFactors to SAP Access Control integration supports three scenarios:
1. Add New Employee

2. Change Employee Job Data
3. Terminate Employee

2.2.1 Add New Employee

Figure 2 shows the SuccessFactors screen that you use to add a new employee. The data that you
enter here is transferred to SAP Cloud Integration.

Figure 2: Add New Employee in SuccessFactors

successfactors’ |, coiovee e - R A
An SAP Cormporty -

Erployes Fles

kmELw ) Pansdom Infotemeien ) try \ \ m
* Hile Date * Cotopery * Event Reprson
o A GHINEY (ACS DLY) - T -
Show Ateenaen | anguaage
D O Bt s}
* Fest Kame
Coumy OTBIMN Mo Selcton
*Last K
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2.1.2 Change Employee Job Data

Figure 3 shows an example of how you change employee job information in SuccessFactors. The
data that you enter here is transferred to SAP Cloud Integration.

Figure 3: Change Employee Data in SuccessFactors

successfactors’ . croioyee fie -

An SAP Company

Empicyee Fies

Update Employee Records

What changes are you proposing for SFEMP1 TEST?

. nange Job and Compeansaton inko h

¥ LoD Informaton

When do you want your changes %o take effect? oroooois

Job Information

Organizational Informaton

Compasy Ace Bl (ACE B3A)
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2.1.4 Terminate Employee

Figure 4 shows an example of how you terminate an employee in SuccessFactors. The data that
you enter here is transferred to SAP Cloud Integration.

Figure 4: Terminate Employee in SuccessFactors
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3 Configuring SAP SuccessFactors Employee Central

SAP SuccessFactors Employee Central must be configured as described in the Employee Central
Master Guide. In addition, the Compound Employee SOAP API must be enabled as described in
the Implementing the Compound Employee API available at http.//help.sap.com/hr_api/.

1 Note

For more information about how to set up Employee Central, refer to the Employee Central Master at
http://help.sap.com/hr_ec?current=hr_ec#section4.

3.1 Web Service Setup

The Compound Employee API uses the SF' API operations login and logout. You must enable the
Application Programming Interface, which uses the Employee Central Compound Employee
API to replicate the employee master data from Employee Central to SAP Access Control.

Procedure

1. Login to Provisioning using your provisioning URL. The access URL differs for
different data centers. The URL and users will be provided to you by SAP. See the
example below for a sample URL.

Example
https://salesdemo4.successfactors.com/provisioning_login
SuccessFactors Business Execution Suite™

PROVISIONING

Please enter your usemame and pasaword to start using the SuccessFactars V4 Provisioning Engine

Usemame
Password

Login

Once signed on, you see all the companies assigned to your name.
2. Click to choose your company. In the sample screenshot, this is ACE1321.

SAP SuccessFactors Employee Central to SAP Access Control Integration using SAP Cloud Integration CUSTOMER
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aFfacions Dusiress Exscotion Suia™ PROVISIONING

Companies

-y .~
LR e

LR HCoNpanes ot LUt

P Lowres Man e

Ve

v pee - —— L ——— - - T o - .. e - -

3. Click Company Settings.
4. Scroll down to Web Services.

5. Click SFAPI and Employee Central SOAP API to select them.
[Web Services
SF Web Service Click SFAP and Employee Central SOAP

DocSearch Web Service
sar Waeb Service

API

v
orm Ad hoc \Web Service [Not Ready for Sales/Production]
v Employee Central SOAP API
Employee Centrad OData API
Disable OData API :

6. Create the API Login User.
On the same page as the Web Service Settings above, scroll down or search this page for
Employee Profile data audit and select the checkbox.

S, e e S A o g

Number of threads for Batch Publish(Optional) 0
Batch size per thread{Optional) 0
¥ Succession Lineage Report [requires Version 11 Ul framework {ULTRA)
# Team Rater for Pe
Team Rater for 360
¥ Enable the Attachment Manager
LAl mployee Profile data andil
# Employee Central Foundation Objects

ance Manag i

¥ Enable Translation of Employee Central Foundation Objects — raquires “Employes Central Foun

lnciude Job Classification Feundation Object Transiations (nof ready to use withh ODATA Al
Foundabon Olyects’ and “Enable the Attachment Manager’

Employea Central
¥ Effective Dated Data Platform
¥ Enabie Effactive Dated fields in Basic Impon
Employee Central V1 (1.8, Action Driven) — requires ‘Effactive Dated Data Pratiorm’
¥ Employee Central V2 (i.¢.. Event Reason Derlvation) — requires "Enable Genenc Objects”, "Efec

» - -4 .o - = - -
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7. Create the API Login User SFAPI by filling in the fields as indicated below.

s st €| Fill in the data fields

Click Create Admin /

1. Click the Create Admin button.
Click Save.

3. Define role-based permissions for the API user as described in section 3.2.1.

1 Note

This configuration is typically done by SAP consultants, not by customers.

1 Note

You must activate the data audit log to record all employee data changes; otherwise, you will receive

an error message.

4. On the Company Settings page, search for Enable performance improved XML

rendering.

5. Select the checkbox enable performance improved XML rendering.

SFAPI Featwe Semags

User Entity Fielas Scope

SFAP Compound E rrployes

SAP SuccessFactors Employee Central to SAP Access Control Integration using SAP Cloud Integration

Enabie dats sccons va OBC
i =

Y . It

-’ Recommendation

@ User entty felds mclude any <standad element> o «

usenrdo eurmant> defned n Do Succession Data Model
ppear o the sysAlUseOuveciory teampliate n e Successon Data Madel

Save

For more features and improved performance, we strongly recommended that you make this setting.
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3.2.1 Set Permissions for API User

Procedure
1. GotoAdmin Center. In the Tools search field, enter Manage Permission Role and
add the following permissions to a role granted to your API user:
a. General User Permission: API User Login
b. Employee Central API: Employee Central HRIS SOAP API
a)
Permission Role Detail
1. Name and description
*Role Name: | ApiaccassRole
Description: | Compound Employee AP role

2. Permission settings

Specify What POrMSSIONS LSers in This 10 showd have

Permsson

v Permission nod requinng taens!

General User Permission
o SFAPY User Logn
Employee Central APY
o Employee Central WRUS SOAP AP

b)

Caution

These permissions give the user access to use the APIl. They do not grant any user interface logon.

2. Assign the API user to a group and adjust the corresponding permission settings.
3. You can test that the API works by using tools such as the SOAP UI tool.

SAP SuccessFactors Employee Central to SAP Access Control Integration using SAP Cloud Integration CUSTOMER
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4 Configuring SAP Access Control

4.1 Prerequisites

The following are prerequisites to configuring SAP Access Control for integration with SAP
SuccessFactors Employee Central.

. Configure SuccessFactors Employee Central:

a) Employee Central must be configured as described in the Employee Central
Master guide.

b) The Compound Employee SOAP API must be enabled as described in
Implementing the Compound Employee API available at
http://help.sap.com/hr_api/.

e SAP Cloud Integration is set up.
e The following SAP Access Control components are installed:

For this component ... ... you need this software component version

SAP NetWeaver SAP_BASIS 740 SP05 or higher
SAP Access Control GRC 10.1 SP 10 or higher
1 Note

See the section Related Guides for more information.
e The required SAP Notes are installed

The following note must be added on top of SAP Access Control 10.1 SP 10:

SAP Note Title Description Contained in Support
Number Package
2180164 Integrate This note supports the SAP Access Control
SuccessFactors integration of SAP 10.1 SP 10
Employee Central SuccessFactors Employee
with SAP Access Central with SAP Access
Control Control for the following
three scenarios:

SAP SuccessFactors Employee Central to SAP Access Control Integration using SAP Cloud Integration CUSTOMER
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e A new employee is added

e Employee job data is
changed

e Employee is terminated

1 Note

Make sure that you have the current version of each SAP Note, which you can find on SAP Service
Marketplace at https://support.sap.com/notes.

To search for SAP Notes that are relevant for the integration of SAP SuccessFactors Employee Central to
SAP Access Control, in the application area enter GRC-SAC-ARQ and GRC_SAC_ARQ-SF.

SAP SuccessFactors Employee Central to SAP Access Control Integration using SAP Cloud Integration CUSTOMER
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4.2 Activating the Web Services

The following Web services must be activated in SAP Access Control:

HR Trigger Object Type Service Interface Name Software
Scenarios Component

(Web Service Definition

Name)
Add New Employee | Employee GRAC_SFEC_HR TRIGGER GRCFND A
change details
Change Employee
Job Data
Terminate
Employee

Follow the steps below to activate the necessary web services.

Procedure
1. Enter transaction SOAMANAGER.

B Meow Ede Eavortes Edps  System [ep
¢ INEEE -dH cOoe SMNR 000D BN o8

0O > 857 v -

» Ormentes
* €3 User Monu for Exzabeth Ambobd EX7 oLm system Cockpit ' iE
* B AP LY Werk Caster e
GJO mw
+ 2 BAX Synchronization Monitor - = System on
« 13 Adeuinntration of Key Versoes
e Rl B e B e ek, - el
SAP SuccessFactors Employee Central to SAP Access Control Integration using SAP Cloud Integration CUSTOMER
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2. Click Simplified Web Service Configuration.

SOA Management (1:

orvie s Acrorek sbor Techoe o AS v aton Logs ad Trces Maragerert Cormectors Zerveen Magay) Mondarng Toon

wreface Boures Coroest
et a0 Comens 06Cy;

’:g":'ﬁﬁr‘ ey 4’-’11%:}1!1?. o ol

Trw Cacte

Owng,
Daoiay (D Oesgn Wre Cache

Mt Servce Condguration
CondQIe 10rvCe CHENGONE CONBUTEN Srones N SV e Jrovgs

Srrpiiad Aet Secvce Cox =
CoOAQA0 Mrece Colnions r Wed 54N (OIS W NG (0N

Logon Dets Marnaporres!
©POr C3 ARO Iy DRI KT (OriQuEINon

Perng T
PYOCHES DONING LSS QENerated Dy DUSIDSS SN [OMgaton

XA Fegreon e Cordgaton
COMMQI® MUROR Mrv(e N0 300 3V(E PSS SO0 LNEe NI e
ocs Detwrmrator of Receww uarg Servesrmasn
mtwwwmmw&:mo-wqw«cmrm

P Datermiradon of Receowe Se00m 3nd AVt 300n Lming Commume Faciones
Oefre 2oms Xy Sedir P recee 190 WGCM.UJ.MAOWW&M'.W. rurterm

AV ST D BT
T000 20 SO MrVES HANONS B0 (OSSO

3. Enter the Web service definition name, for example, GRAC_SFEC_HR TRIGGER.

Simplified Service Configuration ([ )

Configuration APl Settings

Search Service Definitions

Search Pattern: | GRAC_SFEC_HR_TRIGC

4. Click Go.
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5. Select the User Name / Password (Basic) checkbox

Simplified Service Configuration{ |} v @ ims

Search Service Defnitions
fra Famer | (GRAC_BFEC_HR TR | 0o
Configure Service Definitions

E Sei Rmelind Ut B el

E Sow (e s Thage o :';.n.'r.'
| e T T R | N, T Chet Ol mim SAF Logon Tl

T s lieme

w

CRAL_SPEC_HR_TRIGOER

6. Click Save. The Web Service is activated.
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4.3 Create Binding for WS

Cragra) ot = amtan » Carvavty L9
Twngn e Coihe

Comgha, (wetr s Sewgr e Leche

& -—— I ol e —

R R L
Curhgan WAk St b WIS SIS CORITETY s Wt Cap st

ey Twte W g e
Cufimg gm0 T ¥y Duteent b 4% e [ i shen

2. Search for the Object Name: GRAC SFEC HR TRIGGER.

© 1 -

Web Service Configuration (. )
[ e '~ e e EEEREERSE
+  Beerch criteria

Ol e - - - « 00
TR S .
- w—gr Nt P "

',-Q_ (e r—— Pt -t T—

e o e - e
O W _wrn_sa recesn e awd

GRAL_ VS WA TROGOES

3. Click the web service to display the configuration screen and click Create Service.

Web Service Configuration (* )
Details of Service Definition: GRAC_SFEC_HR_TRIGGER

Oververw Classficators  Detan
Define Services and Bindings

.,.r. pr Actwate  Desctvste  Debite Hepubics Deaplay as Lt
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4. On the Service and Binding screen, fill in the Service Name and New Binding Name
fields and then click Next.
Web Service Configuration (B )
Configuration of New Binding for Service Definition ‘GRAC_SFEC_HR_TRIGGER"

™ 3 ’ ; ) o
Aerve v et Tantng Rarse Prawitn Sacw®y SONS Pyofoc o s g TPy
et Caved
Service Information
* Dervn e Nmrw ORAS SFEC MR THOOES

Servnn Denospton fadl  GRAC_SILC MR _TINOGEDN

Bindng Information

* s Beieyg Naes | ORAC SMEC MR PO

5. On the Provider Security screen, select Transport Channel Authentication = User
ID/Password, and then click Next. You can leave all other attributes as default.
On the SOAP Protocol screen, leave the defaults, and click Next.
On the Operation Settings screen, leave the default values, and click Finish.

This is an example of a completed web service binding.

Details of Service Definition: GRAC SFEC MR TRIGGER

Overview Corfgrabions ClassScations Detaas

Define Services and Bindings

Create Servce . Acivite  Deactvine  Deloss Reputisr Display a5 L2
Serwe'Bnderg Actons Sixte Descrpton
3]
v GRAC_SFEC_HR_TRIGGER srBG Active  grac_stec_Iv_trigper
GRAC_SFEC HR_TRIGGER Ve 11"
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4.4 Creating Request Types

In the SAP Implementation Guide (IMG), you must define an SAP Access Control request type
for each of the three SuccessFactors integration scenarios: Add New Employee, Change

Employee Job Information, and Terminate Employee.

Procedure

1. Inthe SAP Reference IMG, choose Governance Risk, and Compliance =» Access Control

=>» User provisioning=>» Define Request Type,
2. Click New Entries.

4

Create a Request
Type for each
scenano. Click New
Entries to get
started.

SAF GRAC ACCESE REQUEET

Change View "Request type": Overview
v c-ml B 00 Ser Cuange ekt Vol
o
n SUC Termweme Degloyes
24 SHC (raige bogiyer Mub Date
3. Add a Description.
4. Inthe Process ID field, click F4 on and choose SAP_ GRAC ACCESS REQUEST.
Change View “Request type: Details
S e Bt (1 FL 0 LY (3 B St Cromgn Pl Viens
|y ST
™ B Rt T [ e
+ [0 Gt st = = -
Dasripbon SFLL B2 Nem Drrpiorve s
o A
Procems I AT ERAC_ACTEST EDJECST

e e —

Chii iR 80 atois s st of MSHAE
Process 0w Always chooss

1”!”

EAF SRAC_FTRC_ AT
EAF BRAC_RISE_ASTR
BAP SRS RSLE REER
! RAF_SRAS 305 Kide REVIEE

{238 _SAAC_FIREFIGET_LOG_REFGRT (Time Fighimr Loy Sepoct Sevire Warkfise

e Sk LSRR RSZES REVIEN

Lozaus Bapasnt dggroesl Esreslos

Roohen Beyasrr dgpcseal For BE O Sejecce Eeoindlow
Comrml Amaigomsrr gzl Eeciftow

Mitigwtios Soxrral Haistezssce Werkflow

'Il'\u!.-l.l.lu Aepriral SarkBher
LRy jperoval Wepuliee
Bl A ideal MG EL Lo

]Hﬁ ELpE dvLEs Wareplee

JI:I.- drcspn bivids WErEdLow
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5. Assign the appropriate actions to each request type as illustrated in the screenshots
below.

Change View "Request type"™: Details
B wpwenees 0 B &5 B B B pcser changs Freld valess
Exaiiog Struchane

= ﬁmw agqurit T
= [select soton

Dewrizhan SFEC Add Hew Employes
o A
Process I SAF_GRAC_RLUESS REGCEST

Chck Sofect scfion to assign vakid
ACRONS bo WOUT request type

1 Note

For information about the possible Actions, see the IMG node documentation.

a) Add New Employee: assign the following actions:
i.  Change User

ii.  Assign Object

Change View "Select action": Overview
% HeweEntries @) [ @ B B [ 8C Set: Change Field Values

Y DRequest type
Y GSe!ect action Select action
_ Action D
[Change user - a
;A:uqn cbject - ) 4
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b) Terminate Employee: assign the following actions:
i.  Change user / Change & lock user

1.  Delete user
1ii. Remove

Caution
Future termination is not supported. The employee is terminated immediately.

] ke
Spleci Bcion

¢) Change Employee Job Data: assign the following actions:

i.  Change user
il.  Assign Object
iii.  Remove

Dialog Structure Request Type rlzs p
* [JRequest type )
. elect acticn
8s Select action
Action
(Change usex ||
Assign object woe] | s
IRemove A
Caution

The Employee Change request type should always include the action Remove.

6. Save your entries.

CUSTOMER
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4.5 Creating Request Priorities

In the IMG, you must designate a priority for each of the three integration scenarios. The
Request Priority is used in workflow configuration.

Procedure

1. Inthe SAP Reference IMG, choose Governance Risk, and Compliance =» Access Control
=» User provisioning=>» Maintain Priority Configuration.
2. Click New Entries and add any necessary priority types.
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4.6 Maintaining Settings for HR Trigger

In the SAP Implementation Guide, you must define a separate action for each of the three
SuccessFactors integration scenarios. You do this by maintaining the HR trigger actions.

Procedure

1. Inthe SAP Reference IMG, choose Governance Risk, and Compliance = Access Control

=» User provisioning=>» Maintain Settings for HR Trigger

2. On the screen Change View “Maintain Action”: Overview, add an entry for each of three
scenarios: Add New Employee, Change Employee Job Data, and Terminate Employee:

a) Choose New Entries.

b) Fill in the Action ID, Description, Request Type, and Priority ID for each

scenario.

Change View "Maintain Action": Details
Y wveres DR S QA28 Jom—
Create and l

M Structure Action Details Action ’[”C”
* € Maintain Acton ecach HR

e Action ID scenaro ;src:iz ’
—— i Short Descriph. meiw-ssrwmd {

Descripton New Hre - SF Employee Central
Request Type i
Prionty 1D R Mgh «
Associale a ‘ e
Roqgues!
Aldress Type with
Name each Action -
E-mall o

1 Note

The Request Types and Priority IDs are different for each customer depending on configuration.

3. Click Maintain System to assign a target connector to each Action ID.

Change View "Maintain System": Overview
Y wmiee DEAOBSQA

»

Daadog Structe Action ID
* CIMainzain Action
e S— L ——
ﬁwm ™ Syst
Target Conmecior Vit To
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4. Save your entries. The results will look similar to the example below:

Change View "Mafntain Actfon”: Overview
PO e Ddeh@ B E

Ml Sricwens Pupintais; Action
{55 Wit Ractiion: Aetien B TR
[Irsintsin System SFCHG Change Joh balormation - SF Emploves Central
SFCRE ?ﬂmm{--ﬂ: Erepltrpis Contial
SFTER Emplepey Dirrirabon 5F E g Cimia

You have now defined the actions for each integration scenario.
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4.7 Configuring the BRF+ Application SFEC_HR TRIGGER_ APP

This BRF+ application determines the SAP Access Control actions: create, change, or terminate.
You start by evaluating the delivered BRF+ function.

Evaluate the Delivered Function

You must first decide whether you can use the BRF+ application SFEC HR TRIGGER APP as

delivered or if you need to copy and change it. Follow the steps below to view the delivered
function.

Procedure

1. Inthe SAP system, enter transaction BRF+ to access the Business Rule Framework.
2. Choose Open Object.

Eile Ed2  View Favomtes Tools Help
vs [ Continuing Studies €21 -.. 2 BOM 2> Portal Home

Business Rule Framework plus
Workbench | Tools |

COpen Cbject

Show Current Object in Repository
Add Current Object To Favoriles
Creale Application

arcn

Hige Navigation Panel 3

3. Search for the object SFEC_TRIGGER FUNCTION.

Open Object
Entet LY
itari SFEC_TRIGGER_FUNCTION

Sedrch Criteria and click Search

Cbject ID v Isequallo v Ge

Name v  SeEqualto v AR_TRIGGER AP Q8@

Text v is equal to v ¢ 0D
AlS0 Include objects from defaull BRFplus applcanon

Maximum Number of Resuits 200

| Search | | Clear .  Resat
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4. BRF+ retrieves the function.

Alsd inchude obects rom defaull BSF ol appsciton

Bl aorrr™ MumessT of Resgrs

Open Object m]
Hide Seaich Fieid
Search Criteria
Oibgect 10 w | b5 equalis - [+ -]
Pame »  Hequalto v s " [+ 7 -]
Texd ~, Emequain = " o8

Fity]

Diouble: click the object 10 Seked it

T G AppRcation
l A\ SFEC HR Trigger Func SFEC HR Trigger
T Precess Rulke SFEC HR Trigger
18] Frocess Ruled SFEC HR! Trigger
1 SR, Trigger Ruesst SFEC HR Tngger
5. Click the Collapse Tray.
Business Rule Framework plus
s | -, X'& 0]
Ropository Ceueyg o @ Fuscoon: SFEC_TRICCER_FUNCTION, SFEC HR Trigger Funcoion

Do, e

T2 Dergponont Seeve

v e 1 e .| e—ch s ACwa

N Cermral

S r

AWICmy ’
. "o F

Sevinnm

.

. N Sow PR A
[ JRR
Cortort

o MChAL | Wl snius s O wesch i Das Chases

Cic e Colapae Tray 0
Gachery Tw Geswn' febts

Yovw
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6. Make a note of the Function ID for later use.
Buniness Rule Framework plus N
Y- X'& 0,
. Catcy T @ Puncion: BPEC_TRICGER_PUNC TION, SPEC MR Trigger Puncten
—:-;_.::‘_‘ T e (vhen ] S L L
" .' -
C TWAAR D TN L R v~ v
AT XA TS AT e e - - e
2 R T —
SANYAAT S O MATANAT A
” "o - Cnargt = mrsre -
==l e
Camteal
¥ wp— ——— Tem T v
7. Inthe Search Result box, scroll up. Expand the Expression node and then expand the
Decision Table node.
Business Rule Framework plus
ovownen, | Tom, %l ele,
Repository  Caeog L ® Function: SFEC_TRIGGER_FUNCTION, SFEC HR Trigger Function
ow| tertrRent v | Sewch <o || gEm ]| aonede & com | Goeen, e,
{2 " General !
taxc st L
- ESFEC HR Troom . “ Tem Docameramon
». Diats Ocsmct N SFEC_TRIGGER FUNCTION Accoss Leww ALLES 00
- Bivessor |:c KEEMAFAEEROFTT! || BomeTre Sy Traraccra
v Decason Tatm Veoong  -Of Apgicasce:  SFECHR Toper
v T3 Ackes Decipiocs - ] Cratt By, DO Crapedily. |\ DOC
» 00 3 Crmatet 00 V0N msess Ohangea On Wov o Nu
. Fomson
b OASFEC VR Trgow Furc e Detail =
™ Smusaton |
b R ‘Ch—k. Mo | Fveet Moo
ckto
oratiay Arpgred Ridesess
open the [
Action Costext
Decisions . Compoment \ore tet troe
’ ﬂuw:_'-sn-:,-mi MR Trigoe: Crunges Tate
Resutt Data Otject
Oota Oonct 1R Trpnee Ackeen T,
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8. Click Actions Decisions to view the Actions Decisions table.

Busi Rule Framework plus
Wodkteenon 5 Tons HNih O.
Repository  Caw) 1 ® Decision Table: DECISION_TABLE_ACTION, Actlon Decisions
Soee’ Saceh tems < Pl Saned chaa | SER Owo T B Ol | boee
b1l G =]
beb‘.ﬂA "l:l’ﬂ s s Deta il -
- BRSFECHR Toopm - £3000 Y0 Encs |+ Conest (vervese || St Sostion
v Data Coeec :

*_Exgwevan Table Contants

< Dotuge T stee foee IS S *atw terg

) SO0 T Fend Stene | SEONS ewiaaet  WIKC M OM Vet STCC #oR Fictd Mo 3 BIEC M3 el vy AE N 5 A0

< oeae 3 ACToN e Ll

: Wl " these Ve :a ACTIOM ns:;u: LAt =

d 1 ST OFFOMR DS Ve ot AN CreANGT O
actions wor

L Ao mAEN T oo

for your s . acTioH asear o

’ OLERNTARNT «SEEC R O ey - o ACTION CreANGTE L Lol

company? Pt i vl i3 i wic

EUCH O ESEC MR Cu VW) - o ACTION CINGE SN0

9. Decide if the delivered action decisions work for you. If not, you must create your own.

1 Note

You can use the delivered configuration or copy the BRF+ configuration and modify it for your needs.

2)

SAP SuccessFactors Employee Central to SAP Access Control Integration using SAP Cloud Integration CUSTOMER

©2017 SAP SE or an SAP affiliate company. All rights reserved. 33



Modify the Delivered Decision Table
If the delivered actions do not work for you, you must copy the delivered application:
SFEC HR TRIGGER APP and modify the actions to suit your needs.

1. Right-click on the application that you want to modify, and select Copy.

Business Rule Framework plus
Wrtsans . Tem
_ Reposiory  Cmwes. Bl @ Appleaton GRAC_SFEC_HR_TROGGER_APP. Buccess Factoes Employee Ce.
P . Tewt ) g Bows Py Powes, e,
e | L N oM 5
e .
il L '
' Om “ Cwles Tt wiared “em W W e
¢ e Duy »
*Dwvmprwrt Pacssge  (MAL_ACCESS SDOARSY
+ P 1
AP Cagaten  RCAL
L
o ————— M Gt 09704
lewn
* Bden Ao coat Lt T S0OM PC" IT KPR EN (TTOONTT | IEDTIN 8% TRVRE SO e SR aageT F 08
A LizCan
L
LA

2. On the Copy Application screen, give the Target Application a name and description.

Copy Application SFEC HR Trigger OoXx

Target Apphication
« General data

Tyom Agpe son
* NaTe GRAC_SVEC it TROGER_AMO1 3447

YRt sz AL YA J
LAl L

Tet  Succens Faciors Emouyee Comm HR TAgoe ASDI00N

= Application
Roxnlde e v
(O, 7 JETF TS
* Deetttmen Faci e ORAS_ACCESS NECUEST
2ofmme Comporeet GRCFND A
CRngeg Te seage [yow Mgt wdd 10 SCIVEon Drolems £ D A0 e I e Hde
WA T GO § RO COTERIN ey
Options
xace Cortares Qoech
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3. Change the Decision Tree entries to suit your needs.

1 Note
For more information, see the section Configuring the BRF+ Decision Table.

Caution
Once you copy the BRF+ application, you can change the decision table entries. You cannot change the

delivered BRF+ application.

4. Click Copy.
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4.8 Mapping the BRF+ Function ID to SAP Access Control

Once you have defined your BRF+ application, you must map its BRF+ function ID to an SAP
Access Control’s Application ID. The SAP Access Control Application IDs are delivered.

Procedure
1. Inthe SAP Reference IMG, choose Governance Risk, and Compliance =» Access Control
=>» Maintain AC Applications and BRF+ Function Mapping

Display IMG

GE T eastagBcses 450 s i ddaty G g st o actedty [Reloasa otes  hangeLog  Where Elsa Used

Siructure
- |8 (B Acthviti Bosiness. Functions F
' SAP HoliWear .
L Appication Comprints
: Financial Supply Chaln Mansgement
. Ganpinids, Rk sl Compllands
General Settings
il Marilis Dt Settieggs
Reporting
Commmon Cofmgonent Setfings
Aoy Covbol
- |t () Mainkadn Configuration Sittings
+ [ (B Maiekain Connector Seftings
« [l (E Maaiekain Mapping for Actions ate Connecion (ings
+ [ B Maiekain Plug-in Settings
« [ (G Dtstribot dobs o Paralbel Proesssing
+ [ B pusioksin Access Risk Levds
- [ (b Miaakain Buosinisis Peotisstins and Subvocessas
B G tatin AC Agplcations and BRfpks Furcton Mapping
- [ (B Malekain Duaka Seusroess Conliguiration
+ (B (B paeksin Cumtorm L Group
- [i (5 Meainkain Mastor Lises 10 Mapping
: Emergency Actiss Managemen]
: Syncheceization Jobs
At Fisk Analysi

Wdrliflrsc drar Brrewre Frndenl
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2. Choose New Entries.
3. Click the drop down menu for Appl ID and select HR Triggers — SuccessFactors

Employee Central.
New Entries: Overview of Added Entries
YEBEER
Anplcalion Mmanpeg |
Appd 1 BRF Function id MSMP Frocess D i |
ER Tzigaecs == =
rvice Level Agreements -
ar Dafaults
quist Miigation Foboy |
uis Bightipls Rula st
1 Triggers:
1 Trigpers - Success Fadars Employes Central
le o Roke sapping
[ -
-
-
4. Enter the function ID that you noted from the SFEC_HR TRIGGER_APP.
Change View "Application mapping ": Overview
Y wwirs DR SGBBE
Arprann megmng
Aot e BRF Funcson M wsww pr.. [
Derrimm Tavel Rgresssct e ® APTICERETIANE A0 B =
IRIviom Lavel Agressani s SRR W . T
Tons Inlfeuing LIRS B P RS
Pogeass Bt igin B s ® LRI N8
™ Tripenn LA AL BL S0 . SRl BN
M Taipypnan Jusinas Toiiisn Lagos oa miiss. -
HR Trigoers - Sucoess Feotors Employee Cential - wulunru:n
Rale to Role Magping » 40 RLIEIAFEALLD
Enter the BRF + Funchion 1D from
the appicabion
SFEC_HR_TRIGGER_APP
5. Click Save.
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4.9 Maintaining Rule-to-Role Mapping

In SAP Access Control, you create rules for use in BRF+ and map them to roles. This mapping
can be done by an administrator or a role owner.

Procedure

1. From SAP Access Control transaction NWBC, navigate to Setup =User Assignment

Rules.

2. Click Maintain Rule to Role Mapping as shown in the screenshot below.
[ o - ;
N LB T S R
S . . - [ WS Tee— e .
Ll TP ST R——— AN e . e Y . 4 M . b A e e f BBy W B S e | B e— —~—

Al 1 Jeea
r? AP0 2NN B TN LA PN MM W W LN X e 21 g T N O
See hregr— )

RIS
43 ’

R Ll el e e
Caray mm kg Ve e e Ay e aacees

-

—a - - o a—
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3. With the cursor in the Name field, press F'4 to display the Rule Search dialog box.

1 Note

Here you can search all the existing rules in SAP Access Control. If no rules are defined, the search will be
empty.

4. To add a new rule, click Add.

Maintain Rule to Role Mapping
| i | Dede)e fuse | Cancet |

.m" | ¢
beapnn ® L Click Add to create a
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5. On the Select Roles screen, search for the roles that you want to include in your rule.
Enter your search criteria and click Search.
6. Select the desired role(s) and click OK.

Select Roles 0x
Saarch Crmenia ~
M St OF el rows %o
Ertat your search
Cridenis and Ok
S Sryocess o Search
Syt - n - * 00
Quse Type - n - 00
R Yoo Nare v ® - o0
Corpany vis - * 00
Sewoh || Crear VWhen your desired soke
asplays n e Avalabvo
Available — SACHON ChON 10 Sl B
View ' [52ancad View] . ks
T Aok Naeeve Syvien Descrpton Sysers Dowogten  fole Type Dottt odes
ROLE" GIiNCINTE0 GOCINT®RO Segie foke Dot Exts
ZF_AR_ER OHICINTED GO0 Segle Roee  Esas (0
LF_AR_FR GINOINTOO GITCUNTEXO Segle Roke  Doeant Dty
20CPSSNTA_BUSINGS DISaLY_015a GINNTEON  AdSon Rk SESNET Suniness Cxper! Dughily ok GIICLNTE00 Soghe Aok Doean) Cxnts
JOCPESNTA_CHNGE CORD_ON0 _DITA. GIRCINTE0D A0d0n e SSSNET Cnange Boguest Oaney e GRFCINTSO Segie ke  Doewnt Eants
B s Bt — " Use e down a11ow to Copy e desited roke info e
Selecied secion Th 10 moves Yom e
Avafable sechion 10 he Selocied sechon
Selected
View  [Saanderd View| - y 4
T Fooke Name Sysen Oescrpoon Hysen Descrpeon Ao Type
ZROLE 001 002 ACINTED Rose 2 ROLE 001 D02 GRICANTSO Sogee o
Y
ek OK L
o — e
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7. The Maintain Rule to Role Mapping screen displays. Give the rule a name and a

description.

Maintain Rule to Role Mapping

S | Cwwix S | Canost
' . . y .
e MW Ny Ve v
. y
DEY « row e n Saccew acom 0 Ao iy

N e el s

Magped Roles
ANt R
o e D rpmen Sy wr—
. 7 SOUE 004082 Rk Z ROUE 001 082 UTCLNTWO

8. Click Save.
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4.10Generating the BRF+ Function for Access Rule-to-Role Mapping

Once you create the necessary rules for each integration scenario, you must generate a BRF+
application to connect the SuccessFactors events with the correct roles when users are
provisioned. This BRF+ application determines which roles to assign to employees based on the
employee’s attributes.

Procedure

1. Inthe SAP Reference IMG, choose Governance Risk, and Compliance =» User
provisioning=» Generate BRF+ Function for Access Rules-to-Role Mapping.

Customizing: Execute Project

&SAP Reference IMG T IMG Information  Project Analysis

My Customizing Worklist

Chck SAF
Project Name Reforance (MG
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-|g  SAP Customizing Implementation Guide
» [ (5 Activate Business Functions

k SAP NetWeaver
* Cross-Application Components
¥ Financial Supply Chain Management
2 Govemance, Risk and Compliance

; General Settings

g Shared Master Data Settings

: Reporting

b Comimon Componant Sattings

' Access Control

- [2% & maintain Configuration Settings

« [2 (& Maintain Connector Settings

- [@ @ Maintain Mapping for Actions and Connector Groups

- [E (S Maintain Plug-in Settings

- [#% G Distribute Jobs for Parallel Processing

- (8 G Maintain Access Risk Levels

- [2 (B Maintain Business Processes and Subprocesses

- [@ @ Maintain AC Applications and BRFplus Function Mapping
- (g (5 Maintain Data Sources Configuration

- (2 & Maintain Custom User Group

- [ & Maintain Master User ID Mapping

" Emergency Access Managerment
. Synchronization Jobs
; Access Risk Analysis
r Warldlow for Access Control
k Role Management
- User Provisioning
¢ Badls for User Provishoning

- [ (G Generate BRF+ Function for Access Rules-to-Role Mapping
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2. The screen Generate BRF Plus Rules for Access Rules to Role Mapping displays.

=5 Program Eddil Galo Syshem il -'

& *JBCEQ DHRE UL BE @8

Generate BRF Plus Rules for Access Rules to Role Mapping
®

BRF+ Application 7 i
Applcation Harme ZSFECAFP
Application Text Z&mms Employes Central Integration
Ll it (it Beieges
wiEs "L 2 thiy e '\
BRF+ Function withan [he customar
NATEIERE |
Function Mame . ZSFECAPP FUNCTION
Function Text Su:::essl:m Employee Cantral Integration Fuv:u-:ﬂ j

3. Enter an Application Name and description and a BRF+ Function Name and description.

1 Note
b) Create names that start with “Z” so they fall in the customer name space.

©)
4. Save your entry. The following screen appears.
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4.11 Configuring the BRF+ Decision Table

Once you create the BRF+ function in the previous step, you access it and add a decision table.

Procedure
1. Open BRF+ using transaction BRF+.

' Merw g Faenites Extras Sestem 25 1)
@ (mum " dHCQe QUR doLD EE oM
SAP Easy Access
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2. Choose Workbench =» Open Object.
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Business Rule Framework plus

b .. LA

Opun Otyect &
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0w Nrvgaton Fared
ICreane et SVem
Oecreaie Panes Wiy

-

Open Decmcn Senvce Manager

copr

Welcome to BRFplus

e e F oameecn [an

3. Search for SFAPP*.
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(1] Chck on Me "Seanch’ Bution %0 exacute e seanch

Open Object 0o x
MO0 Seach i

Search Criteria

Otwect 10 v Bequam o0 Type SFAPP*inthe

Narme v sequin €ov Name field Then click

Tew v Bequip v ® (1] Search

ASO NOOE ODeCts BOm Optautt BIRFpius appication

Maornom Number o
T Oteect Status Type Apohcaton

4. Inthe Result List, locate and double click the BRF+ function that you created earlier.

open Object ax
MHede Semch Py
Search Criterla - o
Ctpect 10 v BSoepen v o9 1 l
Name v Bequ¥® ~ SFAPP oe T
Tew v Beguv o 00 In the Resuit List,
ARG FERade (2peCts YO Setaud BINF Pl a0qmaton locate your BRF+
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Rotult st 5 objects found
Newt
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5. Open the function by double clicking it. Note the Function ID.

Business Rule Framework plus :
WM | Toow Dotie ke conto 5 0
F 0Pen D Tw Geony foks
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h M General -
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BN e oo
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6. To open the decision table, click Expand Node to open the folder, then click the
Expression Node,and then click Decision Table.
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Y ou must configure your decision table for this function. The decision table is based on
employee attributes that can be selected by clicking the Table Settings button.

Example
The example below shows how to add a decision table from scratch

1. Open the Detail section of the screen.

Genecn
b P~ - ot
Wahe W R TG - —~—y .
Owtt -
—

Click to add an employee

structure contaming
employee annbutes

Sovr D e

Tow Do v b s ¥ e b v S D e wha w wnd & v Ao

CUSTOMER
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2. Select the desired employee structure.

N2 05 A N0

| Object Query Ox
| o ey Fown ~
Search Criteria
Aopicaten Nam v W e b v AMcessruss OO
i Duta Cugeet Typ .. Ay « O
| . v B wil® 00
[ et v seasw - o0
Abg ryiude shiech S0 Sefest QRFCI sgsCtCn

' Mas s tyoroe o Aeut b ]

Seanns Caw  Feast

Salect the desired employee
structure obyect |
B Ty ;o gmon >
e Srwite ACCEDS LS
| . Dooes ACCESS MAR 3
o Tert ACCESS Mt 4
° Tedt ACCESS Jns s
- ] ACCERS MAE S
'! [ W T o Terl ACCTES At s
.'_ UL o Todt ADCERS AR S
ol (OCATICY w e ACSESS WA S
of ST [ B Saet ACCESS MAL 8 v
| Cacx oK el -

3. Click Create to map the resulting data object.

© Deta
W Faranane wam -
Tow Fgeasgen N smagnede
The Nruten et 10 At e The Tio Erprsatet o Pe Rt Dol o~k
[P e—, .:
I -

Corvant DRAC_MULE_NAME

-~ 4 OmAC_ 8 twnovel <

(1) Aae Cimtrg Dea O bt (SPemew By M
T Compmiant Nave Dot Otem » Tost

o e ORAC 0 i AT DT

Swoact
L]

) Oy Nl Megrea- ¥,

Tre Corted covtars e eor! sramwieny of S fector The Renut Dats Otgect st e rest of B e tom

4. Select Bind to DDIC element.
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e Dement -
* Nare QRAC_RULE _NAME
S8en Tent Rule Name W AE

Ten

Agpec aton BEAPPL

» Element

_ Select this option

Define Data Binding Amtnbotes

Braey Ve :mm - — 2%
e 1 DOIC severs (Data !

Define Element ... o, punirg BRF st sbernt <

et Tioe e

Comate | Craate Ana Navgate To Otpect | Cascsl

5. Give the DDIC Element a name. Click OK.
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6. Enter a name and descriﬁtion for this rule result set obiect.

Create Object 0x
- General data
Trow et -
"Nand  RAENAME
ot Tent Rue Name Lor Funcy
Ted Ul Name R Funey
e '_SA"H.
« Element
Define Data Binding Element Ataributes
oo tie (B <] o e J
DOC Ewrent  ORACRULE.  Wewe-. Coomanis . ¥
DOIC Descrp,.. | Rote Narrw
Detine Glement Properties
Benert Tioe Tosd

7. Click either Create or Create and Navigate to Object followed by Save and Activate.

- @ e Vs
b - - — 1 N
— e — b ——
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8. Click Yes if you see a confirmation message.

Changes willbelost X
ODyect SFFUNC has been
P

BEY o | [Coe]

9. To create the decision table expression, in the Details section, right click Top Expression.
TLAZ AT AM W20
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10. In the Type field, select Decision Table. Then click Create And Navigate to Object.

11. Enter values for the attributes as shown in the sample below.
1k ¥ AR TR0

Creals Objecl

= Gorersl data
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o s gt
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12. Click Create and Navigate to Object.
If you do not see the employee structure, add it by clicking Table Settings.
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13. Click From Context Data Objects.

11:55:48 AM 828/2015
Table Settings Oox

Result Data Object

et Eetum 20 manches Bung

React Data Oopect o ORAC_RULE_NAVE i

Table Chack Setungs
Owertap Creck Setings ADpAC 200N Detast v
Completeness Creck Setings ADphCaton Defaust -
List of Columns
Cemanion Columns
[From o 0 e [ PR —
" From Expredscon
LI T SR Aumerey trfol DROn Created yel
Result Columns
Corrmn Nare Ted Acton Conrmn MasSatory rout Congme Accmmuitaty
. o] GRAC_HIAE M GRAC_RULE_NAVE v Full Access (Chan_. v
oK  Caxe
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14. You can select any attribute from the employee structure object on which you want to
run your decision table. One sample scenario is DEPARTMENT as shown in the

screenshot.
1203 14 PM #2825
Hide Search Falds
Search Criteria
Elment Ty . R D Ay w -ﬂ
Hame w | | i ooual o w || @ E]'
Taat w | e b w il [+ 1=

Famien Mumer of ey 00
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Regisit st 17 ohijcrs fodsesd

Priciss || Beeod Show A1 Cispcly | Tf Wiere LUsed

Ty Cogect Sians Tiess
- [ ] Sructure
aF ZRTEST_FLO_YESHD a Bcasbean

n' R AT ] Tt

“' COUNTRY [ ] Taxt

. ¥ DEPARTMENT - Tast

o EMPROETION [ Tast

o ACETITLE [ ] Tent

n- -.-I -.... T ...I . rE::

nl CEMPTYPE - Taat
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15. Click OK.
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16. Click Table Contents.

138 T PR TR
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17. The screen displays a condition row. Right-click to assign a value to a condition. You

can assign a direct value as shown below.
36 05 Pl TS
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18. Click OK.
19. Right click on GRAC RULE NAME to enter a specific value.
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12:13:34 PM 8/28/2015

Search: GRAC_RULE_NAME O x

Results List: 26 results found for GRAC_RULE_NAME  rersonal value List  Show Search Criteria J& @)

Rule Name
AL PAYABLE3
ACCOUNT RULE

20. Either you can type the name of the rule to be mapped as a Result for this condition in
the text box, or you can press the F4 key.

121835 PM RIS

Doetail
Aggitonal Actos ||| Conted Overvew | || o Seasrion

Th Decmicn Taks & processesd Seguenialy Taidlon T Mble aninéd ¥houd B Bmangsd sSanng wilh T mos! sgecic o, iolowed [y Sofe ginesl

Table Contents
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GRAC RULE_NWAME e | eIy
Ok || Chear Gl || Cantal

21. Select or type the rule that you want as a result object. The previous screen displays.
22. Click OK. Activate the function.
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12:15:19 PM 8/28/2014

Check object consistency and
<> Decision Table: DT_SFFUNCT, Functif Make cbiect active for productive

< Back & Display & Check Save & Transport il Delete ,| | More |
General
Detail

Additional Actions , Context Qverview Start Simulation

The Decision Table is processed sequentially, therefore the table entries should be arranged starting with the most specific ones, followed k&
Table Contents

E.;'; Find: Next || Previous
iT] DEPARTMENT GRAC_RULE_NAME

FINANCEE] ACCOUNT RULEE]

23. The decision table is now configured for the following rule:

For an employee with attribute value of Finance for Department, the rule
ACCOUNT_RULE will be executed
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24. Click Table Settings. The screenshot above shows that Company is one of the selected
attributes for decision table. You can select more attributes by clicking on the Insert

Column button.

Table Settings M X
Result Data Object
Settings Return all matches found —
v Retum mitial value if no match 15 found
Return Exception for partal maich

Result Data Object 3 Rute Name (s}

Table Check Settings
Overlap Check Settings Agpplcation Default v
Completeness Check Settings Appication Default v

To add attributes, click the Insert Column button. '

List of Columns

——

Cr.)_ndhlon Columns

p—— —

' ==
‘ mmu-mcm Move Upt || Wi Dowr
Text Mandatory Input Column Accessibiity

| From Expression

o —r 4 Company Full Access (Changes Al «

Result Columns

25. You can select more attributes as shown in the sample below.
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T Ogect Status | Type Appication
- yEs St L | Snuchure APP_SFRULE_TO ROLE Desc
. o8 Business Process e Ted APP_SFRULE_TO_ROLE Dese
¥ Comparty » Text APP_SFRULE_TO ROLE Desc
g Cost Certer [ Tt APP_SFRULE TO ROLE Desc
g Department [ ] Text APF_SFRULE_TO ROLE Desc
o Employes Type o Tem APP_SFRULE_TO_ROLE Desc
g} Functional Area ] Text APP_SFRULE_TO_ROLE Desc
o Functional Area ™ Taxt APP_SFRULE_TO ROLE Dasc
n'._‘ Juoly [ | Tt APP_SFRULE_TO ROLE Desc
l o8 Location e Tex APP SFRULE TO ROLE Dese b

[0k]| Cance

26. Once attributes are selected, you can specify values for them as shown in the example
below.

SAP SuccessFactors Employee Central to SAP Access Control Integration using SAP Cloud Integration CUSTOMER

© 2019 SAP SE or an SAP affiliate company. All rights reserved.
62



O Tatdy 300 b TABLE Detnemm Tates
o N [T

T

o
it Temm

SAP SuccessFactors Employee Central to SAP Access Control Integration using SAP Cloud Integration

CUSTOMER

©2017 SAP SE or an SAP affiliate company. All rights reserved. 63



4.12 Mapping BRF+ to SAP Access Control Application IDs

Once you have defined the BRF+ application that determines which roles to assign to employees
based on the employee’s attributes, you must map the relevant function ID to an SAP Access
Control Application ID.

Procedure

1. Inthe SAP Reference IMG, choose Governance Risk, and Compliance =» User
provisioning=» Maintain Access Control Applications and BRF+ Function Mapping

Display IMG
B0 estagBcSets £ et i A g B sotn o Aty [l Reloass Nobes  Change Log  Wiste Elsn Usad
Structuss

- [ (B Acthinte Fusiness Functions .
. SAP HolWoarer .
. Crogs- Apphcation Coemponsrts

. Financial Supply Chaln Managosment

- i, sk and Compllace

L] General Setiings

. i Mastnd Data Seltings

' Heporting

' Coemrmem Comgrsnl SoTlings

. Aocess Control

- [ (Bl Maistain Configurmtion Sttings
- [l (Ele Miaiekain Masping for Acthons and Cornesiol Giues
+ [ G Maintain Plug-in Settings
[t (Bl Dstribute Mot oo Paradlel Processing
[ B rasintain Access Bisk Levels
- [ (3 Malekain Bosiness Processes and Subsrocessos
- [ B Maintain Dats Sources Conliuration
o [ (B PMaickain Custom User Group
+ [ (5 Mhaimkain Mastir Lisos D Magyping
] Emergency docimss Managesmend
. Synchronization Jobs
Ao Fsk Analysis

Wirrkifree drar Mrereere kel
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2. Enter the Function ID (you noted the ID in the previous section) for the BRF+ Rule-to-

Role Mapping.
“Appicaton mIgeing
 Applid BRF Function Id MSMP Process ID i
Service Level w 4CFCICEBEF22446. AP GRAC FIREF. -

Service Leve. v BOEOKDOSDOSEIDE. SAP_GRAC_ACCES
_Usez Defaulcs w 80!0!,055056130‘

Request Mult. w SOEOEDOSBOSE1DD

MR Triggers -~ SOEOEDOSBOSE1DD

MR Triggers . w 40FZESE3AFEALEE.

Rule zo Role. w 40FZE9EIAPEAIED.

-

\

Enter the Function
1D from the BRF «
function that you
created for Rule-10-
Role Mapping

3. Saveyour entry.
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4.13 Locating URLSs for SAP Cloud Integration

Follow the steps below to find the URLSs that you need to set up the SAP Cloud Integration
channel adaptors.

Procedure

1. Goto SOA Management by executing transaction SOAMANAGER.

2. Click Web Service Configuration.

3. In the Search Criteria fields, enter the Web service name, for example,
GRAC _SFEC HR TRIGGER, and click Search.

4. On the Search Result screen, click the relevant web service.

Diesign Time Object Saaich Corfiguration Search

' SEMCh CTRETIN

DR Type B &1 -
Oy Mame B GREC SFEC_HA_TRE o
Wamirmam Mo of Rty 300

Saarch  Cloar valles:  Reses seach osiena

Search Hesolt
e Hame T Hame
i ',_..-"""H 2 ¥pe
& GRAC SFEC HA TRIGLER Sovie Difrition GRAC SFEC HE_TRMMER

5. On the Configurations screen, select the relevant service, and click the eyeglass icon to

Display Bindings.

— — T

Doty of Servdce Defntion GRAC SFTC_HR_TRIGGER

her— Qe renrs Cann wers, Ders.

Define Services and Bndings

Creste Servicn . | Acivem  Deschveie  Dwinde Seputant Degiay = L
Servin Uiy At Ve Dwsr g
S ————————. {1 2% Altn  Provider b Sesvce Deflestion GRAC
Sy L
* GRAL SHEC M TRIGOEN s7IRn% Al PRIy Ve
CRAC_SFIC W0_TRIGGER B PR w0
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6. On the Transport Settings tab, copy the Calculated Access URL. You will use it later to
configure SAP Cloud Integration.

Conhgaraton: Serace Delinfon 'GRAC SFEC_HR_TRIGGER, Serao: 'GRAC SFEC_HR_TRIGGER, Bnding WRAC _SFEC _H
E
Frivwices’ Sacrily s Seflegdi liridanpe ATy kil Boriund Cormeal Cyperalion SHINE <
Tinhissl Birding
caialed Aooenn LR i T T Skl I _Injie |
kil PRI HTTF
Wk Locsl Cal Mo Call i el Syt
I T T o
1 Note

These URLs are only accessible internally. To access the URLs externally, copy the first part from the
SOAMANAGER browser window, for example, https://xxx.sap.corp:44322/. In the WSDL and
endpoint URLs displayed in the Details of Provider Configuration screen, replace the first part of the URLs
with the external part you copied before
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S5 Configuring SAP Cloud Integration Process

SAP provides prepackaged, generic integration content called integration flows for the
integration of SAP Access Control with SAP SuccessFactors Employee Central.

Prerequisites
You have received the SAP Cloud Integration provisioning email and the administrator has

created the necessary users in SAP Cloud Integration.

5.1 Configure SAP Cloud Connector Settings

To enable communication between your on-premise access control system and SFEC, you must
configure the SAP Cloud Connector on the access control system.

1. Open the SAP Cloud Connector as administrator, and then open subaccount for SFEC.

T~
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2. Click Cloud To On-Premise, and add the URL Path as shown in the graphic below.

3. Edit the System Mapping. Enter information for the GRC system.

4. Paste the calculated URL from the SOAMANAGER in the URL Path field.
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5.2 Configure User Credentials for SFEC and GRC System

After you have configured the SAP Cloud Connector (in previous step), you need to create user
credentials for the on-premise GRC system and SFEC in the SAP Cloud Integration.

5.2.1 Configure GRC User Credentials

Prerequisites
The communication user is created in SAP Access Control.

Procedure
1. Access the SAP Cloud Integration screen by opening the URL from the provisioning email. It
should be in the format: https//<SAP Cloud Integration CI>.
2. In the Monitor tab, navigate to Manage Security Material, and click Security Material.
Click Add = User Credential in the top right corner.
Enter a meaningful Name — this will be referenced in iFlows — a Description, and the User
and Password. Do not check the SuccessFactors check box.

<GRC_Credenial_Name>
<GRC_Credental Descrption>

GRS UseriD>

Note 1

The User Name and Password must be taken from the communication user created in SAP Access
Control.

5. Click Deploy.
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5.2.2 Configure SFEC User Credentials

Procedure
1. Access the SAP Cloud Integration screen by opening the URL from the provisioning email. It
should be in the format: https//<SAP Cloud Integration CI>.
2. In the Monitor tab, navigate to Manage Security Material, and click Security Material.
3. Click Add = User Credential in the top right corner.

Add User Credantials

<SFEC_Credental_Name>
Description:  <SFEC_Credensal_Description>

<SFEC_UsenD>

"Company 1D | <SFEC_Company_AccourtiD>|

4. Enter a meaningful Name — this will be referenced in iFlows — a Description, and the User
and Password. Be sure to check the SuccessFactors check box and provide the Company ID.
5. Click Deploy.

Sample of completed configuration (one for SFEC and one for GRC):

Qverview / Manage Security Material

Security Material (3)

Name Type
system.jks Keystore
SFLOGON Credentials
GRCLOGON Credentials
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5.3 Configure and Deploy iFlows

To configure and deploy the SAP Access Control integration, you must copy the delivered
integration package to your workspace and modify it.

Prerequisites

To be able to import and deploy iFlows, you need the AuthGroup.IntegrationDeveloper role
assigned in your tenant.

For certificate-based authentication between SAP Access Control and SAP Cloud Integration,
you need the client certificate from SAP Access Control. For more information, see the
section How to get the SAP Cloud Integration Client Certificate.
Process
1. On SAP Cloud Integration, choose the Discover icon.
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3. Inthe Discover tab, hover over the integration flow (SuccessFactors Employee Central
to SAP GRC Access Control Integration for Employee Authorization) to display the
tooltip, and click Copy to Workspace.

4. Inthe Artifacts tab, select the desired iFlow package, click the Actions icon,and select
Configure.

Arsacny

5. Create a receiver for SFEC:

a. On the Receiver tab, select the SAP SuccessFactors receiver from the dropdown.
b. Enter the address and credential name for the SAP SuccessFactors system.
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c. Allow the authentication type to default to Basic Authentication.
d. Click Save and then click Deploy.
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6. Create a Receiver for SAP Access Control:
a. On the Receiver tab, select the SAP Access Control receiver from the dropdown.

b. Provide the address and credential name for the SAP Access Control receiver.
The URL is built based on the web-service calculated URL you created in Create a
Binding for Web Services. Append it with the hostname and port.
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c. Choose authentication type as Basic or Client Certificate.
e If it is Basic authentication, provide the credential name.
o Ifitis Client Certification, provide the Private Key Alias.
For more information, see the section How fo get the SAP Cloud Integration

Client Certificate.
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7. Configure the execution parameters for the initial data load and for subsequent recurring
integration runs.

Initial Data Load Configuration

1. Choose the Parameters tab.

2. For the initial load, the first time you run the integration, provide the
ExecutionFromDate. The system selects Employee Central records that were created or
modified from this date forward.

3. FutureNoOfDays: The parameter controls how far into the future new hires can be
processed. Enter the number of days beyond the today’s date to consider for validity of
employee records.

Example
The FutureNoOfDays is 20.

New Hire 1 has a start date of today (7/30/2016)

New Hire 2 has a start date of August 10 (8/10/2016)

New Hire 3 has a start date of September 15 (9/15/2016)

SAP Cloud Integration will process new hires that fall within the range of today’s date + 20 days.
Employees with start dates on or before August 19 (July 30 +20 days) will be processed. Employees with
start dates after August 19 will not be processed. In our example, New Hires 1 and 2 will be processed.

New Hire 3 will not be processed.

== ; o [
e e S Beginning date from which to ‘
/ select employee records |

Execitonk romDate(YY Y Y AL DD TIG0-002 1 “YyyprenaITry e s 2>

4. Choose the Timer tab to schedule the initial load job.
5. Give the Timer (job) a descriptive name such as “InitialSFdataload”
6. Check Run Once for the initial data load.
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7. Click Save.
When you are ready to execute the initial load, click Deploy.
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Recurring Integration Configuration

To set up a recurring job:

1. Choose the Parameters tab.

2. Leave the ExecutionFromDate empty.

3. FutureNoOfDays: Enter the number of days beyond the current run date for which you want
to include records

4. Click Save.

5. Choose the Timer tab to schedule the recurring job, and select a timer from the dropdown
menu.

6. Click Schedule to Recur.

7. Select the recurring interval, for example, Daily or weekly.

8. Select the On Time radio button to fill in the time for your recurring data transfer.

Warning 1

Do not select Every radio button! A recurring job should not be scheduled to run more than once in
the same day. Doing so can result in duplicate records.

9. Click Save.
When you are ready to execute the job series, click Deploy.
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5.3.1 Configure and Deploy iFlow - SuccessFactors Employee Central to SAP GRC
Access Control Integration for Employee Authorization OData

To configure and deploy the SAP Access Control integration, you must copy the delivered integration package to your
workspace and modify it.

Prerequisites
1. SuccessFactors Employee Central to SAP GRC Access Control Integration for Employee Authorization_OData

Iflow is valid for GRC 12.0 SP23 and above.
2. Requirement: Huge data (>5000 records) is fetched from SFEC on daily basis.

Process
1. On SAP Cloud Integration, choose the Discover icon. Choose SAP Access Control Integration with SAP

SuccessFactors Employee Central
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2. In the Discover tab, select the integration flow (SuccessFactors Employee Central to SAP GRC Access Control
Integration for Employee Authorization OData) and click Copy to Workspace.
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3. In the Artifacts tab, select the iFlow package, click the Actions icon, and select Configure.
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SAP SuccessFactors Employee Central Integration with

3 SAP Access Control
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4. Create a receiver for SFEC:
a. On the Receiver tab, select the SAP SuccessFactors receiver from the dropdown.
b. Enter the address and credential name for the SAP SuccessFactors system.
c. Allow the authentication type to Basic Authentication/ OAuth Authentication.
( For OAuth Authentication please check section - 5.3.1.1)
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5. Create a Receiver for SAP Access Control:

a. On the Receiver tab, select the SAP Access Control receiver from the dropdown.

b. Provide address as the <host>:<port>/sap/opu/odata/SAP/GRC_CPI_ INTEGRATION_ RECEIVER SRV.
c. Provide Proxy-Type as On-Premise and Location ID as location maintained in cloud connector

d. Provide Authentication as Basic Authentication.

e. Click on Save.
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6. Configure the execution parameters for the initial data load and for subsequent recurring integration runs.
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Initial Data Load Configuration

1. Choose the Parameters tab.

2. For the initial load, the first time you run the integration, provide the ExecutionFromDate. The system selects
Employee Central records that were created or modified from this date forward.

3. FutureNoOfDays: The parameter controls how far into the future new hires can be processed. Enter the number of
days beyond the today’s date to consider for validity of employee records.
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The FutureNoOfDays is 20.

New Hire 1 has a start date of today (7/30/2016)

New Hire 2 has a start date of August 10 (8/10/2016)

New Hire 3 has a start date of September 15 (9/15/2016)

SAP Cloud Integration will process new hires that fall within the range of today’s date + 20 days. Employees with start dates on or before August 19

(July 30 +20 days) will be processed. Employees with start dates after August 19 will not be processed. In our example, New Hires 1 and 2 will be
processed. New Hire 3 will not be processed.

4. Choose the Timer tab to schedule the initial load job.
5. Give the Timer (job) a descriptive name such as “InitialSFdataload”
6. Check Run Once for the initial data load.

7. Click Save.
When you are ready to execute the initial load, click Deploy.
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Recurring Integration Configuration

To set up a recurring job:

. Choose the Parameters tab.

. Leave the ExecutionFromDate empty.

. FutureNoOfDays: Enter the number of days beyond the current run date for which you want to include records
. Click Save.

. Choose the Timer tab to schedule the recurring job, and select a timer from the dropdown menu.

. Click Schedule to Recur.

. Select the recurring interval, for example, Daily or weekly.

. Select the On Time radio button to fill in the time for your recurring data transfer.
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Warning

Do not select Every radio button! A recurring job should not be scheduled to run more than once in the same day. Doing so can result in duplicate
records.

9. Click Save.
When you are ready to execute the job series, click Deploy.
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5.3.1.1 How to get the SFEC OAuth2 SAML Bearer Assertion
Follow below steps in CPI and SFEC instance to register the client application and get the OAuth2 SAML Bearer

Assertion:

Step 1: Creating a Key Pair in SAP Cloud Integration

Create a new key pair creation is considered, if you have a valid key pair, you can re-use it by uploading the same. In
SAP Cloud Integration Web UI Monitoring section, click on Keystore tile.
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Provide the relevant details. The value for Common Name (CN) should be the user name exists in your SAP
SuccessFactors instance who has the access/authority to invoke the SuccessFactors API through OAuth?2 token.
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Click on Create button once finished providing details. Copy (or remember) the Alias name for further use.

After creation, download the certificate part of it. The public key of this file will be used while registering the OAuth2
client in SAP SuccessFactors system.
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Step 2: Registering an OAuth2 client in SAP SuccessFactors System

Login to your SAP SuccessFactors system as administrator and then create a new OAuth2 Client in ‘Manage OAuth2
Client Applications” section.
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In creating OAuth2 Client Application, provide relevant details, copy the certificate part (the content between -----
BEGIN CERTIFICATE----- and ----- END CERTIFICATE-----) and add/paste that into X.509 Certificate place. Click
on Register, and get hold of API Key (which will be treated as Client Key when deploying OAuth2 SAML Bearer

credentials in SAP Cloud Integration)

Manage OAuth] Client Applications
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Click on Register button.

Click on View button in Manage OAuth2 client application.Copy the API Key value, which will be treated as Client
Key while deploying OAuth2 SAML Bearer credentials in SAP Cloud Integration.
In the Monitoring Section of SAP Cloud Integration, click on the 'Security Material' Ul tile, and then click on Create -

> OAuth2 SAML Bearer Assertion.
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Provide the relevant details:

Name: your unique name for this key/credentials

Grant Type: OAuth2SAMLBearerAssertion

Audience: www.successfactors.com

Client Key: use the copied valued of the API Key we saw in steps earlier

Token Service URL: API URL + oauth/token, sample = https://apisalesdemo4.successfactors.com/oauth/token
Target System Type: SuccessFactors

Company ID: your SF company ID

User ID: Key Pair Common Name (CN)

Key Pair Alias: your unique name created in earlier instruction (found in Keystore)

Deploy!
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5.3.1.2 How to Register OData Service in GRC system

In GRC system, please follow below steps to register new OData service for CPI Iflow "SuccessFactors Employee
Central to SAP GRC Access Control Integration for Employee Authorization_OData"

1. Go to /IWFND/MAINT_SERVICE transaction.

2. Add Service "GRC_CPI_INTEGRATION_RECEIVER_SRV" in Gateway client

3. Add system alias
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5.3.1.3 How to configure Cloud Connector

For Iflow SuccessFactors Employee Central to SAP GRC Access Control Integration for Employee
Authorization_OData, please follow below steps to configure cloud connector:

1. Go to Cloud Connector
2. Select the subaccount - cloud to on-premise
3. Go to Mapping virtual to internal system
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Navigate to GRC system and add resources . Please mention following details:
URL Path : /sap/opu/odata

Active checked

Path and all sub path checked
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_________________________________________________________________________________________________________________|
5.3.1.4 How to schedule new background job

For Iflow SuccessFactors Employee Central to SAP GRC Access Control Integration for Employee
Authorization_OData, the HR Trigger access requests are not created automatically after scheduling CPI job.
Schedule a background job after CPI job recurrence timing.

1. After successfully running the Iflow, please schedule a new background job for program
'GRAC_SFEC_HR_TRIGGER_PROC_REQ'in your GRC system.
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2. Do not enter any value in notification parameter for variant.
3. Enter the variant and job name and schedule periodically.
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3. The new background job will AUTOMATICALLY create all the SFEC HR Trigger request whose status in
GRACSFECTRGUSER is OPEN.
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5.3.2 Configure and Deploy iFlow - SAP SFEC to SAP GRC AC Integration for
Employee Authorization PP

To configure and deploy the SAP Access Control integration, you must copy the delivered integration package to your
workspace and modify it.

Prerequisites
1.SAP SFEC to SAP GRC AC Integration for Employee Authorization PP Iflow is introduced to support principal
propagation and remove Basic Authentication from GRC receiver adaptor.

Process
1. On SAP Cloud Integration, choose the Discover icon. Choose SAP Access Control Integration with SAP

SuccessFactors Employee Central
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2. In the Discover tab, select the integration flow (SAP SFEC to SAP GRC AC Integration for Employee
Authorization_PP) and click Copy to Workspace.
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3. In the Artifacts tab, select the iFlow package, click the Actions icon, and select Configure.
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4. Create a sender for Principal Propagation:
a. On the Sender tab, select the Senderl

b. Enter the Adapter Type as HTTPS.

c. Enter Address as "/authorization".

d. Enter Authorization as "User Role"

e. Enter User Role as "ESBMessaging.send"

- E Cosfipers “Gd0 WFIC 1 LA G A7 s rsss i Drgless dowanirinen -

=

LA L]
i I
A il
)
&, Oner
By i

5. Create a receiver for SFEC:

. SAP SuccessFactors Employee Central Integration with

a. On the Receiver tab, select the SAP SuccessFactors receiver from the dropdown.
b. Enter the address and credential name for the SAP SuccessFactors system.
c. Allow the authentication type to Basic Authentication/ OAuth Authentication.

( For OAuth Authentication please check section - 5.3.1.1)
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6. Create a Receiver for SAP Access Control:

a. On the Receiver tab, select the SAP Access Control receiver from the dropdown.

b. Provide the address and credential name for the SAP Access Control receiver. The URL is built based on the web-
service calculated URL you created in Create a Binding for Web Services. Append it with the hostname and port.

c. Provide Proxy-Type as On-Premise and Location ID as location maintained in cloud connector

d. Provide Authentication as None.

e. Click on Save.
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7. Configure the execution parameters for the initial data load and for subsequent recurring integration runs.
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Initial Data Load Configuration

1. Choose the Parameters tab.
2. Cloud Connector Header should be maintained as
a. Authorization|Proxy-Authorization (in case Principal Iflow Trigger has authentication as OAuth2 Client

Credentials)

b. Blank (in case Principal Iflow Trigger has authentication as Basic Authentictaion)
3. For the initial load, the first time you run the integration, provide the ExecutionFromDate. The system selects
Employee Central records that were created or modified from this date forward.
4. FutureNoOfDays: The parameter controls how far into the future new hires can be processed. Enter the number of
days beyond the today’s date to consider for validity of employee records.
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Example

The FutureNoOfDays is 20.

New Hire 1 has a start date of today (7/30/2016)
New Hire 2 has a start date of August 10 (8/10/2016)

New Hire 3 has a start date of September 15 (9/15/2016)
SAP Cloud Integration will process new hires that fall within the range of today’s date + 20 days. Employees with start dates on or before August 19

(July 30 +20 days) will be processed. Employees with start dates after August 19 will not be processed. In our example, New Hires 1 and 2 will be
processed. New Hire 3 will not be processed.

4. Choose the Timer tab to schedule the initial load job.
5. Give the Timer (job) a descriptive name such as “InitialSFdataload”
6. Check Run Once for the initial data load.

7. Click Save.
When you are ready to execute the initial load, click Deploy.
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Recurring Integration Configuration

To set up a recurring job:

. Choose the Parameters tab.

. Leave the ExecutionFromDate empty.

. FutureNoOfDays: Enter the number of days beyond the current run date for which you want to include records
. Click Save.

. Choose the Timer tab to schedule the recurring job, and select a timer from the dropdown menu.

. Click Schedule to Recur.

. Select the recurring interval, for example, Daily or weekly.

. Select the On Time radio button to fill in the time for your recurring data transfer.
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Warning

Do not select Every radio button! A recurring job should not be scheduled to run more than once in the same day. Doing so can result in duplicate
records.

9. Click Save.
When you are ready to execute the job series, click Deploy.
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10. Once deployed, navigate to Monitor tab then to Overview and Manage Integration Content
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11. Go to Endpoints tab and copy the endpoint.
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5.3.2.1 Configuring Principal Iflow Trigger

Prerequisites
1.SAP SFEC to SAP GRC AC Integration for Employee Authorization PP Iflow is deployed.

Process

1. On SAP Cloud Integration, choose the Discover icon. Choose SAP Access Control Integration with SAP
SuccessFactors Employee Central

2. In the Discover tab, select the integration flow (Principal Iflow Trigger) and click Copy to Workspace.
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3. In the Artifacts tab, select the iFlow package, click the Actions icon, and select Configure.
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4. Create a sender for Principal Propagation:
a. On the Receiver tab, select the Receiver

b. Enter the Adapter Type as HTTP.
c. Enter Address as endpoint of deployed iflow SAP SFEC to SAP GRC AC Integration for Employee

Authorization_PP.

d. Enter Proxy Type as Internet.

e. Enter Method as GET.

d. Enter Authorization as:
1. Basic Authentication (use valid IDP user credentials to trigger SAP SFEC to SAP GRC AC Integration
for Employee Authorization_PP iflow)
2. OAuth2 Client Credentials (configure based on section 5.3.2.1)

e. Enter Credential Name from security material.
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5.3.2.2 Configuring OAuth2 Client Credentials in CPI Security Material

Navigate to SAP BTP Subaccount and get the instance details from below:
1. Go to BTP Subaccount
2. Navigate to Instances & Subscription

= FIF AP BTP Cockph norumwey = @ 3
. - - -
iy, i ien -
Subaccount: - Instances and Subscriptions =
[ =EES w
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3. Click on Credential Key of the Instance with Plan as Integration Flow.
4. Copy all the fields
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Navigate to CPI -> Monitor -> Security Materials
Create a new OAuth2 Client Credential for Principal Propagation Iflow
1. Go to CPI -> Security material

2. Create OAuth2 Client Credentials
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3. Enter the following values:

Enter Name - <Credential Name>

Token URL - <BTPInstance_Token URL>
Client ID - <BTPInstance Client ID>

Client Secret - <BTPInstance Client Secret>
Client Authentication - Send as Request Header
Content Type - application/json
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5.3.2.3 Configuring Cloud Connector and Backend on-Premises GRC system

Configure cloud connector as mentioned in Section 5.1

Configuring the certificates on the SAP Cloud Connector

The configuration in the cloud connector relevant to Principal Propagation relies on three different configuration
elements: System Certificate, CA Certificate and principal propagation.

Tt Catlaang

In a nutshell, the configuration of each certificate is done in three steps.

Configuration

LESER N TERFAL-F LR O PREBMISE

I System Certificate I

DOm0 1 vl aen conp Dli=PiA, O=5AF C=0E
Ch=prherpot ca, OU=PR, O=SAP C=0E
hiary

Ny 1R 0 HATED 2O0EE CEST

Trust Stora
Sty Publc Ky
Triesd shoee B eymhy M SOCESS IESETHETRNES
| CA, Cerlificate |
FesiE Typs: Local LA
Subgesct D DNmsos ca wwEld 1wl sap corp. OU=Pl, CeSaP C=DE
sy Ciwprite el 2a, Oli=Fd. D=3 AF CeiDE
wicl From: May 186 2065400 HT CEST
Mary 16 70:28.00 3018 CEST
Principal Propagation
aon Faten Ol name
r " 4
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Steps to follow to configure on-Premise certificates:
1. Generate a certificate signing request.

2. Use the PKI to sign the certificate.
3. Upload the signed certificate in the appropriate place of the Cloud Connector.

Ul Certificate

In the context of the SAP Cloud Connector (SCC), create the UI Certificate. This certificate should match the full
qualified domain name of the server hosting SCC. (CN, OU, O, C)

Once the certificate is generated signed by CSR / self-signed. Then upload the signed CSR which is now called
certificate and stored in a DER format.

System certificate

Once the Ul Certificate configured, the system certificate can reuse it.
CA certificate

This certificate will be used to sign the short-lived certificate that will be passed to the backend to authenticate the
logged in user. The important detail is that this specific certificate needs a very specific property to be able to do its
job: KEYCERTSIGN!

O Mo | W Sicud Connector i Ep E Ll x

€ c B ocathost ]

ncalea oo wal sag colp
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Once the signed certificate is available, it can be imported using the “Import” wizard.
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Principal Propagation

Under Principal Propagation generate a sample certificate (the first icon in the row). One of the roles of the SCC in
the context of Principal propagation is to generate short-lived certificates based on some identity information retrieved
from the logged in user.

We will use the generated sample certificate later in our configuration to build our rule in the CERTRULE transaction.

This screen describes the pieces of information that will be used to build the short-lived certificates. In the screenshot
above the name is the only info that is passed.

O Meru | W Cioud Connector % B E w x
{ | Gl - ocalhost it
SAP Cloud Piatform Cloud Conneclor Adminsiration . = (B} Admnsirator
Configuration
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e I W i
Coalguration
ca%e
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Cioud To On-Premess I=SAR QPR CaDE

On-Premisas b C Wabd From: May 16 1110000 2017 CEST
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Andis
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Principal Propagation & & i
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] 42
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Press Save to store the information and you should see the finished Principal Propagation configuration as shown
above.

N name: | 063868

Gensrale Canoed

Now create dummy certificate that will be used as a reference for all the certificates that will be issued by the SCC.

Enter the client id copied from BTP subaccount
key
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_________________________________________________________________________________________________________________|
5.3.2.4 Configure the SAP Gateway

On the SAP backend, only few transactions will be required: RZ10, STRUST, CERTRULE (or EXTID DN), SICF
and SMICM.

Enabling Certificate Based Login

In order to have the Gateway request a certificate rather than prompt for a username and a password, certain profile
parameters need to be maintained. This configuration is done using the transaction RZ10.

[ Profile Edt Goto  Utdties System  Heb w
@ vl«H @ae LR o

Edit Profiles
[MCreate a&ocheck [[(Ycopy [B)Import

Profile IDI_D00_VMW6281 | { |Instance profile )
Version 000004 { |Saved, activated )
Edit Profile

| Administrative Data

~)Basic maintenance
'_.-"\-\.
L:.!.JExtended maintenance

'p”q" Display Lﬁ’ Change

HY [ Rzi0 ¥ | vmwe281  OVR =

Choose the instance profile (could also be the DEFAULT profile) and mark the Extended maintenance radio button
and then press the Change button.

SAP SuccessFactors Employee Central to SAP Access Control Integration using SAP Cloud Integration CUSTOMER

© 2019 SAP SE or an SAP affiliate company. All rights reserved.
106



[T Profie Pagameter Goto  System  Heb -

@ | = ece =it Do AR e
Maintain Profile 'TDI_D0OO_VMW6281' Version '000004'

Copy “% &0 [Parameter 4 Paameter GrPaameter M

16.05.2017 ACTiVE DARAESTAES 10:29:10

Fazameter Hame

Faramecer value

SAPSYSTEMRINME
SAPGLOBALNOST
SAPSYSTIM
IHSTANCE MAME
DIR_CT_ BN
DIE_EXECUTABLE
DIFR_PROFILE

_FF

SETENV_00
Start_Frogram_00
_CRARGD
!tu:‘t_?::\og'ru'_ﬂl!
Start Program Od
rdispiup no dis
rdisp wp_no bte
rdisp/wp_no Vb
rdispfup no vbd
rdiap/wR_no_apo
ik

k- ]
for 3
veatiNl

aa

ey
& (DIR_EXE_ROCT) '\ % (05_UNICODE | \NTRMDE4

5 {DIR_INSTARCE)\exe

Viemw2E 1 sapent \ IDI\ SYS\profile

F(DIR_FROFILE)\TDI_DO0_vmwG2El

FRTH=F (DIR_EXECTUTASLE) »WFATHY

immediate ¥ :E-?F:__:HRL'!.'[\- H ::-.TR_EE Fheapoped| !-_-._EIEI Fi=R (DI r'\__ FROFILEI & (DIR
list:% |DISI._I‘,'I'__R.tI]i] fsapcrypto. lat

immediate §(DIR CT RON)\mapcpes (FT_EXE] pf=g{ PF) & { _CPARGO)

imediace §#(DIR CT_RIM)& (DIR_2EPjstrdba.cad IDI

10

3

1
1 &
1

Pressing the new parameter button will allow you to insert a new parameter into the profile by presenting the screen

below.
[E Parameter Ed& Goto  Swstem  Hslp w
& | -] « @@ DDYhoHI0E e
Maintain Profile 'TDI DO0O VMWG6281" Version '000004"
Copy T Eblne Elline - PARAM+ ¥ PARAM-

Parameter name: Status Seq. no.
|iemfHTTPS/ trust_client_with_issuer [Active [ a}

Parameter val.:

"_.
8

Unsubstituted standard value:

Substituted standard value:
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Maintain the 4 profile parameters listed below.

This parameter allows the GW to map, based on a rules defined in
CERTRULE, the identity contained in an identity certificate received during
the authentication with an internal user.

If set to 0, this mapping need to be maintained manually through EXTID DN.

This parameter instructs the GW to request a certificate from clients trying to
icm/HTTPS/verify_client access any resource in the GW. It is a key parameter to configure certificate
base authentication on the GW.

Value corresponding to the Issuer of the SAP Cloud Connector System
Certificate

This parameter contributes to the establishment of a trust between the SAP
Cloud Connector and the SAP Gateway System.

Value corresponding to the subject of the SAP Cloud Connector System
icm/HTTPS/trust_client with_subject Certificate

This parameter contributes to the establishment of a trust between the SAP

Cloud Connector and the SAP Gateway System.

login/certificate_mapping_rulebased

icm/HTTPS/trust_client with_issuer

Make sure you press the Copy button for each parameter you create. The result is a profile that looks like the
screenshot below.

Maintain Profile 'TDI_D00_VMW6281' Version '000012'

Copy “% g0 [ Parameter & Parameter &y Parameter M

24.05.2017 Active parameters 13:15:04
Parameter Name Parameter walue
login/certificate_mapping rulebased

icm/HTTEPS/wverify client =

icm/HTTES/trust_client with subject i

icm/HTTPS/trust _client with issuer CH=* QU=FM, 0=3AF, C=LE I
SLPSYSTEMNIAME TDI

SAPGLOBALHOST

SLPSYSTEM aa

INSTANCE HNAME Dao

DIE_CT_RUN £ (DIE_EXE ROOT)\&(053_UNICCLCE)\NTAMDGA4
DIE _EXECUTABLE % (DIE_INSTANCE) \exe

DIE_FROFILE WhIw628 1\ sapmnti TDIN5Y5hprofile

_PBF £ (DIE_FROFILE)ATDI _DOO_wvmweZ81

NOTE : What if a trust had to be configured with more than one system? The issuer and subject parameter we have
just mentioned can only reference a single system.

In the SAP note 2052899, SAP introduce a new parameter that can be included in the profile multiple times and that
replaces the actual two parameters: icm/trusted_reverse proxy 0.
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Now that the system requests a certificate as its primary login mechanism, we need to complement this configuration
by configuring a rule that helps identify the individual user being authenticated.

This is achieved using the transaction CERTRULE.

& forfiguaton  EdE Syetem  Help -

L] l ane HR QR
Rule based Certificate Mapping - Display
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If the buttons are transparent as shown above, you will have to enter change mode by pressing the “glasses&pencil”
icon.

Rule based Certificate Mapping - Display

] e

| Certificate - -
Subject | =
Subject Alernative Mame
IesLier
f Rule | | Explicit Mapping |

Press the “Import Certificate” button to choose your template certificate. Here is where we will use the sample
certificate generated in the Cloud Connector’s Principal propagation tab.
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Once you have chosen the certificate to import, press the Explicit Mapping button to create a explicit mapping. Do not
worry about the traffic lights in the right-hand pane. They will turn green when you save the rule, if the user exists.
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i
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Create a Dialog type user in SUO1 - <USER>. Click on Explicit Mapping - and enter user as <USER>.
Press the Save icon on the top ribbon to save the rule. Notice that the traffic lights are now green.

Configuring the backend for Principal Propagation

In transaction STRUST, the issuer of the certificate we used in the previous section needs to be added to the
Certificate list of the SSL server Standard.
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|
Configuration of SOAMANAGER

This configuration is required only in case of OAuth 2.0 Client Credentials authentication in Principal Iflow Trigger.

Navigate to transaction SOAMANAGER, then to Simplified Service Configuration.
Search for object GRAC SFEC HR_TRIGGER.

Select the X.509 Client Certificate and uncheck User Name/ Password (Basic)

el et gl (R
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5.4 How to get the SAP Cloud Integration Client Certificate

In the SAP Cloud Integration provisioning email, follow the link under Certificate Information.
In the resulting screen, choose X509 Certificate with option Binary CER. Download it to your
local machine.

5.5 View and Extend the Deployed iFlows using SAP Eclipse (Optional)

This step is optional and only required if you want to extend the standard iFlows. For example, if
you want to add content and field mapping beyond what is delivered.

Prerequisites

1. Install the SAP Cloud Integration Eclipse environment. For more information, see
https.//tools.hana.ondemand.com/#hc.

2. Maintain the SAP Cloud Integration Operation server details at Windows = Preferences
= SAP Cloud Integration = Operation server (see provisioning email for details).

3. Configure and deploy prepackaged content using SAP Cloud Integration web UI. For
more information, see the section Configure and Deploy iFlows using SAP Cloud
Integration Web UL

5.5.1 Download the iFlow Projects on Your Desktop

1. Go to Integration Designer perspective.
In the Project Explorer, on the Eclipse toolbar, navigate to File = Import.

3. Inthe Import wizard, select the option Integration Content Archive und in the former
SAP HANA Cloud Integration and click Next.

4. In the next screen under Import, select Tenant Management Node in the Form location
dropdown and select your tenant in the Tenant ID dropdown box.

5. From the Integration content section, select the iFlow that you want to download and
click Finish.

6. The project is imported and displayed under the Project Explorer

SAP SuccessFactors Employee Central to SAP Access Control Integration using SAP Cloud Integration CUSTOMER

© 2019 SAP SE or an SAP affiliate company. All rights reserved.
112


https://tools.hana.ondemand.com/#hc

5.5.2 View the configured certificates and externalized parameters

1. In the Project Explorer, expand the tree view and double click to open the iFlow found
under scr.main.resources.scenarioflows.integrationflows.

2. In the Integration Designer, select the iFlow.

Within the iFlow, select the sender system under the Properties tab.

4. If you wish to update the authentication of the iFlow to Basic Authentication, select the

mode of authentication as Basic Authentication.

For certificate based authentication, view the details un the Properties tab.

6. To view the configuration of the iFlow, click on the Externalized Parameters tab, under
the Value field, and view the configured <host>:<port> information of the receiver
system.

(O8]

9]

5.5.3 Extend the project in Eclipse and Deploy

1. To extend the iFlow project, you can make modifications to any of the three folders:
a. Scr.main.resources.mapping
b. Scr.main.resources.scenarioiflows.integrationflow
c. Scr.main.resources.wsdl
2. Deploy the modified iFlow project by using the right click option at the iFlow project
level and selecting Deploy Integration Content.
3. Enter the Tenant ID and click OK.
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6 Monitor Phase: Monitor Messages Across Systems
Messages are exchanged between the SAP Access Control, SAP Cloud Integration, and SAP
SuccessFactors systems, during data load and go-live phases. These messages need to be
monitored to:

e Identify incorrect data in messages
e Identify the component where the message has failed
e Check connectivity issues between the components

6.1 Initial Load

Initial load triggers an initial transfer of all employee records from Employee Central to SAP
Access Control. You specify a start date to select the employee records to be processed.

6.2 Delta Load

Delta load applies to customers who are using SAP Access Control in a production environment
and are newly integrating with SAP SuccessFactors. When you execute the data transfer process,
the system records the timestamp of the run. The system uses this timestamp to select the
employee changes for the next integration run. Only changes that are newer than the recorded
timestamp are included in the next integration run.
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6.3 Field Mapping in SAP Cloud Integration

The tables below list the field mapping between the OData API structure from Employee Central
and the Web service structure from SAP Access Control.

This table shows the delivered field mapping used by SAP Cloud Integration.

1 Note

If you add custom fields, you must also modify the SAP Cloud Integration process. For more information, see SAP

SuccessFactors Employee Central Configuration.

Employee Details

OData API Structure Node

OData API Structure
Attribute

Web Service Node

Web Service Attribute

person person_id_ext | UserChangeDetails.item | Userid
ernal

person.personal_information | first_name UserChangeDetails.item | Fname

person.personal_information | last_name UserChangeDetails.item | Lname

person.email_information email_address | UserChangeDetails.item | Email

person.phone_information phone_numbe | UserChangeDetails.item | Telnumber
r

person.employment_informati | end_date UserChangeDetails.item | ValidTo

on

person.employment_informati | Company UserChangeDetails.item | Company

on.job_information

person.employment_informati | Department UserChangeDetails.item | Department

on.job_information
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person.employment_informati
on.job_information

person.employment_informati
on.job_information

person.employment_informati
on.job_information

person.employment_informati
on.job_information

person.employment_informati
on.job_information

person

person.employment_informati
on

person.employment_informati
on.job_information

person.employment_informati
on.job_information

person.employment_informati
on.job_information

person.employment_informati
on.job_information

person.employment_informati
on.job_information

person.employment_informati
on.job_information

job_code

manager_id

Position

cost_center

start_date

person_id_ext

ernal

end_date

action

business_unit

company
company_terri
tory_code

department

division

UserChangeDetails.item

UserChangeDetails.item

UserChangeDetails.item

UserChangeDetails.item

UserChangeDetails.item

UserChangeDetails.item.

UserChange.item

UserChangeDetails.item.

UserChange.item

UserChangeDetails.item.

UserChange.item

UserChangeDetails.item.

UserChange.item

UserChangeDetails.item.

UserChange.item

UserChangeDetails.item.

UserChange.item

UserChangeDetails.item.

UserChange.item

UserChangeDetails.item.

UserChange.item
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ValidFrom

USERID

VALID_TO
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person.employment_informati | emplStatus UserChangeDetails.item. | EMPLSTATUS

on.job_information UserChange.item
person.employment_informati  event UserChangeDetails.item. | EVENT
on.job_information UserChange.item
person.employment_informati  job_code UserChangeDetails.item. | EMPJOB
on.job_information UserChange.item
person.employment_informati = manager_id UserChangeDetails.item. | Manager
on.job_information UserChange.item
person.employment_informati | position UserChangeDetails.item. | EMPPOSITION
on.job_information UserChange.item
person.employment_informati | start_date UserChangeDetails.item. | VALID_FROM

UserChange.item
on.job_information
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Employee Change Details

OData API Structure Node

OData API Structure
Attribute

Web Service Node

Web Service Attribute

on.job_information

person person_id_ext | UserChangeDetails.item. | USERID
ernal UserChange.item
person.employment_informati end_date UserChangeDetails.item. | VALID_TO
on UserChange.item
person.employment_informati | action UserChangeDetails.item.

UserChange.item

person.employment_informati
on.job_information

business_unit

UserChangeDetails.item.

UserChange.item

BUSINESS_AREA

person.employment_informati
on.job_information

company

UserChangeDetails.item.

UserChange.item

COMPANY

person.employment_informati

company_terri

UserChangeDetails.item.

COMPANY_TERRI

on.job_information tory_code UserChange.item TORY_CODE
person.employment_informati ' department UserChangeDetails.item. | DEPARTMENT
on.job_information UserChange.item
person.employment_informati | division UserChangeDetails.item. | PERSONNELAREA
on.job_information UserChange.item
person.employment_informati | emplStatus UserChangeDetails.item. | EMPLSTATUS
on.job_information UserChange.item
person.employment_informati | event UserChangeDetails.item. | EVENT
on.job_information UserChange.item
person.employment_informati  job_code UserChangeDetails.item. | EMPJOB
on.job_information UserChange.item
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person.employment_informati | manager_id UserChangeDetails.item. | Manager
on.job_information UserChange.item
person.employment_informati | position UserChangeDetails.item. | EMPPOSITION
on.job_information UserChange.item
person.employment_informati | start_date UserChangeDetails.item. | VALID_FROM
on.job_information UserChange.item

Custom Fields

OData API Structure Node OData API Web Service Node Web Service
Structure Attribute

Attribute

Structure Node Attribute | UserChangeDetails.item.CustomFields.item | SAP ACCESS
CONTROL
Custom Field
Name
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7. Data Integration Concepts

SAP SuccessFactors Employee Central is your master system. Changes to employee data in
Employee Central are transferred to SAP Access Control using SAP Cloud Integration. This
integration process is illustrated below:

Employee Central

Employee Information

Personnel Employment Job

SAP Access Control

Provisioning
Risk Analysis —

Business Role
Management

s

Access Request
a \ N Users and
" Roles

Workflow E—

( R

Target System Target System Target System

1 Note

An integration package is delivered for SAP Cloud Integration that contains the iFlow covering the entire
integration scenario. After you deploy and configure the iFlow, the scenario is ready to run.
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7.1 Transferring Employee Change Data

SAP Cloud Integration triggers employee data transfer from Employee Central using the
scheduled SAP Cloud Integration process.

Below is an example of an employee's job information in Employee Central. This employee has
a position, a business unit, a cost center, a manager, and a job classification assignment.

Effective as of Jan 15, 2015

w Position Information

[ Positon

IT Corporate Manager (US_IT_SAT) ]

¥ Organizational Information

Company

Ace USA (ACE_USA)

Business Unit

Devisson

Department

Corporate Giobal Services (ACE_CORP)

LoCaton

Tmezone

San Mateo (US_SFO)
USPacific (GMT-08 00)

[ Cost Center

Marketing (3 1200) ]

w Job Information
Employee Status

Active

Supervisor

Angela Davis (287)

Job Classification

IT Manager (IT-MGR)

Job Tite

Local Job Tite

IT Manager
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7.2 Staging Tables

Once SAP Access Control receives the employee change data, it is stored in staging tables. If
needed, you can use these staging tables for troubleshooting the integration process. The
following are the staging tables:

Staging Table Name Description
GRACSFECTRGUSER Employee Details
GRACSFECUSRCHNG Employee Change Information
GRACSFECUSERCF Employee Custom Fields

Table GRACSFECTRGUSER contains a processing status for each record. The possible statuses
are listed in the table below.

Processing Status Meaning
OPEN Record is not yet processed
PROCESSED Request successfully created
FAILED Request was not created due
to errors
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7.3 OData Services and SOAP Messages

The transfer process is always triggered from SAP Cloud Integration, either manually by an
administrator, or automatically by a scheduled, periodic process. SAP Cloud Integration calls an
OData service that extracts data according to filter values. The employee data is then transferred
to SAP Access Control as a SOAP message. Once data arrives in SAP Access Control, Access
Control takes actions based on BRF+ rules. An access request is created with the correct

authorizations.

ALl TR

l"!'
k
= ritips
O+
APl Plation e Irsbcucaion PRS-
W e | SAP Access Controd
Employes Central
s.tﬁﬂ
iFlgw 9
Compound AP
0 &
) a3 5 O
oF O 0 O
¥ Arass Regees
Scheduler
Ergicyes Delta D -
Provimion ing
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The following OData services and SOAP messages are used in the data transfer process:

Source/Destination OData/SOAP Service SOAP Message

Employee Central CompoundEmployee 11508 XML
SFOData.EmployeeHR Trigger
Element QUERY Response

SAP Access Control GRAC SFEC HR TRIGGER | 1508 XML Web Services
SOAP Client SAP AC
Employee HR Trigger
Request In EXECUTE
Request

7.4 Extending the Data Transfer Process

;__,1 "_' SFEC to SAP Access Conrol for Empioyee Authonzation
et - (2 successkac
@ Content Moafier RequestReply Dee. | '
¢ O S
L‘ ’ "\ r‘ " .
" Determines \ataty Process Fiek
Period Mapping
(2 orcAccess
e YOS
@ ] C 1 _
Content Modfier Virite Variabies O
o P - - _’
N J . J
Ema

If you want to extend the data transfer process, you can create a custom (or country-specific)
field in Employee Central. In SAP Access control, you create corresponding custom fields and
map the fields to the corresponding Employee Central field.
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8 Monitoring the Integration Process

This section describes the tools that are available for monitoring the transfer of employee data
from SAP SuccessFactors Employee Central to SAP Access Control. The table below shows an
overview of the monitoring tools that are described in more detail in the following sections.

Integration Monitoring Tools

System Monitoring tool here can I find it? What is it used for?

SAP Access Web Service Transaction SRTUTIL | Monitor incoming
Control Utilities offersan ~ (Web Service Utilities) | SOAP messages
Error Log and a or SXMB_MONI
Message Monitor  (Integration Engine:
tool. monitoring)
SAP Access Application Log Transaction SLG/ Monitor creation of
Control inbound messages and
storage of replication
requests in the staging
area
Employee SFAPI Audit Log  Administration Tools® | Monitor Compound
Central Company Processes & | Employee API calls for
Cycles employee assignment
data
Company Settings =»
SFAPI = Audit Log
SAP Cloud Process Reporting  Operations view =»
Integration Monitor Message
Processz.ng > . Monitor the message
Integration Flow tile .
] processing in SAP
=PSelect the artifact .
Cloud Integration CI
name @ Check the
. Web UL
status details and logs
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8.1 SAP Web Service Utilities

To access the SAP Web Service Utilities, in the SAP system, go to transaction SRTUTIL.

[ Tools Edit Goto System  Help

¢ |EEmm liBe@@ CHKE BDL

Web Service Utilities

ﬁ] %TFECES @ Error Log @ Message Monitor

+ [Jusers & Terminals & Request URI

* Recommendation

For more information about the tool, see Web Service Logging and Tracing in the ABAP Web Services

documentation (search for web service logging and tracing in the SAP Help Portal at http://
help.sap.com/netweaver).

1 Note

Depending on your system configuration, transaction SRTUTIL might not be available. If the transaction
is not available, use transaction SXYMB_MONI - Integration Engine: Monitoring.
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8.1.1 SAP Message Monitor

The Message Monitor shows you an overview of all received messages along with their content.
You can select the message, for example, by specifying the execution time.

Use transaction SRTUTIL to access the Message Monitor. Click the Message Monitor icon to

access the screen below.

Web Service Utilities: Message Monitor

‘&
Rasut Output

Sumrmary o Oetal

Mesage View
o Baskc Vaw Tachnical View

. Standerd Selection | User Oefned Selection | Advanced Selection

Message D |
Sequence D £

Based on tme Gnge
o Execution Tene Creation Tene
Trmestamp from
Temestamp to
Processing Status Group
Adapter Type
User Narre
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8.2 SAP Application Log

The system creates an application log when the employee change data are processed and stored
as access requests in the staging area, as well as when the entries in the staging area are

processed.
Procedure
1. Go to transaction Analyze Application Log (SLG1)
2. Enter the object GRAC
3. Enter the sub object HRTRIGGERSFEC.
4. Click Execute.

Analyse Application Log

o
Dibjact GRAZ Ly (ganer inget)
Subohjact BRTRIGEERSEED £y (ganerss inpet)
Extarnal IR
Tirrss Slasricton
From {Dataf Timss) 16,08, 2015 0000100 £
To [Date/Time 16.08. 2008 [N 23:59: 59
Lesy Triggerad By
Umer a .
Transaction code . '
Program !
Liog Class Log Cresdion
Oy wary smgortant ke = ATy
Oy important ks Driglog
Algo legs Imporant logs I hatch meds
&) Al g Batch ingst
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5. The application log displays.
a. Status indicator
b. Message texts apply to the row selected above. Click the row to display all related
messages.
c. Each row represents one run of the interface

ey fogrs
& == idal nEiam
Dispiay boxrs
W D G e et [
il:-:l.lll-l'l.- b (Friwssl D i TEM Sl GgHT TEAT Tommase | Pspes LY LB] R
o Il HAT RN RIEDAT AT 4 RS P T HEL ot St Uk Fin vy, S gy Cosivl LAFHH 2 TP ¥ ]
= W AR ST i 3 L B A HE P St (o, Fim T By © @l BAPHHETY S i SOOOOONRTORE W
= I T e Fickoed R rei LT Posda i ST i HL P il (i, Pl i, iy G LAPHHE TR Cal . SOUSOODODSE WS
Join s | [
| [AIWIRIC VL E e e L ] e I e
Ty gwigs Tt
B s e, woros B 6 B A arvas © 11
R R N T e DA o e
B e tpea w e o mosaet s 10F
B A reps & 08 P il Do 250
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8.3 Employee Central SFAPI Audit Log

The audit log for the Compound Employee API from Employee Central contains Employee
Central data.

1 Note

The SFAPI Audit Log is intended to help with support and debugging of API usage. You can use it, for
example, to share information with SAP support to help resolve API related support issues. The tool
allows you to download data from individual calls, which you can send to an SAP support representative.

Procedure
1. To access the SFAPI Audit Log, go to Employee Central and choose Administration
Tools.

2. Inthe Tool Search, enter SFAPI.

successfactors” ... cener« _ -
An SAP Cormpany s Q
Admin Center
Tool Seprch o4
Teanaber Forrea 10 New Marager

PLEASE NOTE: ENPLOYEE PROFILL UNIWIRSAL UPGRADE IN Q420 Taansler Goal Betaoen Users
Wen the Ol reismae of Cuatomeny who have 0ot LDgaded 12 athey v 17 or Pecpie Profle before that ete wil Se sutomaty Autormatc Manager Transle
WISAEEON CUstOmeT Witout Kole Baned Dema1iong sl be preetad dn L E31 Kas duiade st s snane cnmeartas hay b4 SEAPT At g 1
sk ey oueatons vt owr Communty ade bave View 2 log of 2 SEAP! calls ane V"‘: Oama D tonany

Waponaes made 12 e syslens with e SEAPT Materng Detads

Il HTTP payioad. Useld ¢ sty and Nardge Entenal User Accounty

- debugpng SFAPT activny

Prmnanu Brararsas | N
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3. The system displays the Audit Log.

succassfactors’
A Sy

Admin Center
SFAPf Audtt Log
10 Og—

i€

4. The Audit Log shows the last 10,000 API calls to the system. For each call, you can view
the details by selecting the button under the SOAP or HTTP columns in the log table.

5. You can use the Session ID from SAP Cloud Integration to find a specific API call in the
SFAPI Audit Log

SFAPI Audit Log

Filter Options

* Login ID

Session ID
[A4402AEEBO3CA5E6F1 F88984|

Correlation ID

" Loge © e Lt owr L e — B ot S— e—
L " B ey e b e o L LTS T AMEAELNTA At D EIRALT LS | O T IIAANY T ST S AT
“iw - L PHAA UMY » AL LS A 8 LN L | TR AN e R L L LR

For more information about the SFAPI Audit Log, refer to the HCM Suite SFAPI programmer's guide at
http://help.sap.com/ cloud4hr, under APIs.
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8.4 Process Reporting in SAP Cloud Integration

To monitor the process execution in SAP Cloud Integration, sign on to SAP Cloud Integration.

Procedure

1. From the SAP Cloud Integration Web UI (https.://cd2grci-
tmn.hci.int.sap.hana.ondemand.com/itspaces/#/shell/discover), choose the Operations

view

2. Under Monitor Message Processing, choose the appropriate Integration Flow tile.

Moritor Message Procassing

All Infegration Flows Al Intogration Flows All infegration Flows Al Intogration Flows Al Integration Flows

Pa ol M

2 2 0 0 0

Mars vy b wlon? A "o £ 10w ) Letry Mersinon ( Coadon) AN i
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3. In the left navigation pane, select the artifact name.

rman-nwmnnmmj

4. In the right pane, the system displays the Status Details and Logs within the specified
timeframe on the messages in which your processes are deployed.

8.4.3 Messages in SAP Web Service Utilities

You can use the Timestamp from SAP Cloud Integration to filter for a specific entry in the
message monitor of the Web Service Utilities tool in the SAP system.

Procedure
1. Inthe SAP Access Control system, go to transaction SRTUTIL.
2. Click Message Monitor
3. Enter the Timestamp range.
4. Click Execute.
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Wel Service Utilities: Message Monitor
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5. On the result screen, click the outgoing connection.
6. Click View Document to see the details.
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Important Disclaimers and Legal Information

Coding Samples

Any software coding and/or code lines / strings ("Code") included in this documentation are only examples and are not intended to be used in a productive system environment. The Code is only
intended to better explain and visualize the syntax and phrasing rules of certain coding. SAP does not warrant the correctness and completeness of the Code given herein, and SAP shall not be

liable for errors or damages caused by the usage of the Code, unless damages were caused by SAP intentionally or by SAP's gross negligence.

Accessibility

The information contained in the SAP documentation represents SAP's current view of accessibility criteria as of the date of publication; it is in no way intended to be a binding guideline on how
to ensure accessibility of software products. SAP in particular disclaims any liability in relation to this document. This disclaimer, however, does not apply in cases of wilful misconduct or gross
negligence of SAP. Furthermore, this document does not result in any direct or indirect contractual obligations of SAP.

Gender-Neutral Language

As far as possible, SAP documentation is gender neutral. Depending on the context, the reader is addressed directly with "you", or a gender-neutral noun (such as "sales person" or "working
days") is used. If when referring to members of both sexes, however, the third-person singular cannot be avoided or a gender-neutral noun does not exist, SAP reserves the right to use the

masculine form of the noun and pronoun. This is to ensure that the documentation remains comprehensible.

Internet Hyperlinks

The SAP documentation may contain hyperlinks to the Internet. These hyperlinks are intended to serve as a hint about where to find related information. SAP does not warrant the availability and
correctness of this related information or the ability of this information to serve a particular purpose. SAP shall not be liable for any damages caused by the use of related information unless
damages have been caused by SAP's gross negligence or willful misconduct. All links are categorized for transparency (see: http://help.sap.com/disclaimer).
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