Motivation:
You want to send a mail on behalf of Gmail from Cloud Platform Integration.

Pre-requisites:

1. Create and deploy a credential for accessing sender mail account. Here I am using a gmail account, so I will need to create a credential carrying the corresponding user and password. Go to the Operations view  Security Material  Add User Credential:
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2. Add the certificates of gmail into the tenant keystore. Go to Operations View  Connection test  SMTP: configure the settings as mentioned below and hit send. You can see the corresponding certificate at the bottom of the response on the right-hand side. Download it and upload the 2 certificates(available in the downloaded zip) into the tenant keystore.
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3. Ensure that your gmail account can accept less secure access. In order to do this, goto https://www.google.com/settings/security/lesssecureapps  and click on “Turn On”.

4. Allow Gmail to accept access from a non-browser device or application or a non-human interaction. You can accomplish this by unlocking the captcha. Goto https://accounts.google.com/b/0/DisplayUnlockCaptcha and hit "Continue".

5. Now configure a mail receiver and use the credential created above. Once configured, this account shall be used to send outgoing mails.

Use the following setting while you configure the receiver mail adapter:
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Response

Successfully reached host at smtp.gmail.com:587

Server Version:  smtp.gmail.com ESMTP c193sm20814677wma.46 - gsmtp
STARTTLS:  Supported

STARTTLS Connection:  Established

Certificates:

1 dn=CN=smtp.gmail.com, O=Google LLC, L=Mountain View, ST=California, C=US
issuerDN=CN=Google Internet Authority G3, O=Google Trust Services, C=US
subjectAlternativeNames=DNSName=smtp.gmail.com
validUntil=May 24, 2019, 14:55:00
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2 dn=CN=Google Internet Authority G3, O=Google Trust Services, C=US
issuerDN=CN=GlobalSign, O=GlobalSign, OU=GlobalSign Root CA - R2
validUntil=Dec 15, 2021, 05:30:42
serialNumber=0x1E3A9301CFC7206383F9A531D
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