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1 OVERVIEW

In Non-Profit Organizations, pension fund contributions of employees (staff members) and organizations
must be sent to UN Pension Fund authority — UNJSPF. This information needs to be submitted directly from
the SAP HR system to UNJSPF web service. The communication part of this process is taken care of by SAP

Cloud Integration.

There are multiple types of files that can be sent to UN Pension Fund authority — UNJSPF and each of these
has their own ‘integration flows’ created in SAP Cloud Integration. The SAP R/3 system initiates the calls to
UNIJSPF web service, by sending a Request message (TransmitFinancialData or GetFinancialReport) to the
UNJSPF web service through SAP Cloud Integration. It in turn receives a Response message from the

UNIJSPF web service.

In order to set up SAP Cloud Integration for these processes, there are some required configuration steps in
both the SAP HR system and the SAP Cloud Integration tenant. This document details that configuration.
These steps are typically taken care by an SAP Cloud Integration consultant or SAP Basis person who is
responsible for configuring the SAP ERP - SAP Cloud Integration connection and maintaining the integration

content and certificates/credentials on the SAP Cloud Integration tenant.

2 TECHNICAL SOLUTION IN MORE DETAIL

In order to facilitate the electronic submission of data, UNJSPF have established a SOAP based web service
referred to as the UNJSPF web service and have defined specifications for how software providers can
communicate with the web service in a secure manner. It has an interface described in a machine-
processable format (specifically Web Services Description Language WSDL). Data is submitted in XML

format.

2.1 SAP Cloud Integration (SCI)

In SAP’s case the communication between the HR system and UNJSPF web service is managed by SAP Cloud

Integration (SCl).

2.2 Process Overview

The UNJSPF web service is connected to SAP Cloud Integration (SCl) tenant assigned to an UN Organization.

The terms "inbound" and "outbound" reflect the perspective of SAP HR systems:
e Qutbound refers to message processing from SAP HR system to the UNJSPF.

e |nbound refers to message processing from the UNJSPF to SAP HR system.
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To submit data:
e A user runs Monthly Financial Transmit report to compute pension fund contributions of an

employee (staff member) and organizations by providing required selection criteria.

User sends the selected data to SAP Cloud Integration using ‘Send Message’ button where the XML

pay load is formed according to the Pension Fund authority requirements.

SAP Cloud Integration sends the data to Pension fund authority - UNJSPF.

Pension fund authority - UNJSPF sends a response to SAP Cloud Integration. This shows whether the

file was successfully processed or what type of error has occurred.

SAP Cloud Integration modifies that response into an understandable format for the SAP HR system

and the user is able to view the result as response.

When the data is sent from the SAP HR system to SAP Cloud Integration. it is done through the SOAP
channel created in SOAMANAGER. Each SOAP channel refers to the corresponding proxy (interfaces)
created in SPROXY. The proxies also have the response structures included and wait for the response to

come from SCI after the data is sent.

The communication channel from SAP Cloud Integration to UN Pension Fund Authority - UNJSPF (and the
return response) is SOAP 1.2 which is configured as the receiver channel in the IFLOWS contained within

SAP Cloud Integration.
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3 PREREQUISITES

Before you start with the activities described in this document, ensure that the following prerequisites are

met in SAP HR system and SAP Cloud Integration.

3.1 SAP Notes
Check that the following notes have been applied in the SAP HR system for UNJSPF Monthly Financial

Interface:
1 Note 2887314 -> Adjusting the proxy structures for UNJSPF Financial Interface

2 Note 2716385 -> UNJSPF Fl interface: To generate the proxy objects in ECC system

3.2 Set Up Tenant

If this is your first use of SAP Cloud Integration (SCI) refer to the Welcome Kit that you should receive when
your tenant is first provisioned. This Kit contains a link to the SCI Customer Success Portal (

https://help.sap.com/viewer/p/SCP_CUSTOMER SUCCESS PORTAL/) where you can access a wide range of

SCl related resources.

You will also receive a “SAP Cloud Integration Onboarding Guide’ to guide you through the initial setup to
get your tenant up and running.
For the subsequent configuration of SAP HR/ ERP, note down the URL of the tenant (it is the TMN URL

which you received when the tenant was provisioned).

3.3 User Authorizations

Administrator Access
Ensure that admin users in the tenant have enough rights and privileges to copy the NPO integration

package and to configure and deploy the integration flow.

To deploy the security content, the required role is ‘AuthGroup.Administrator’.

End User Access

End users are the ones who are essentially executing the Monthly Financial Transmit report from the SAP
HR system. The end users are to be added in SClI tenant as members and assigned the role
“ESBMessaging.send”. Only with this role the users will be able to transmit the employee details to Pension
Fund authority. The end users can either use their SCI User credentials or can use a single sign on certificate

to send a message through SCI.




Follow the steps at User and Authorization Management

(https://help.sap.com/viewer/368c481cd6954bdfa5d0435479fd4eaf/Cloud/en-

US/7a7008723ec142f393d3798a7cd1bfa5.html) to manage users and permissions as mentioned above to

access application based artifacts.

Managing users and permissions is done differently in Cloud Foundry and in Neo.

e Cloud Foundry: SAP Authorization and Trust Management Service in the Cloud Foundry

Environment

e Neo: User Management for Cloud Integration, Neo Environment

3.4 Ensure CA Signed Certificate installed in STRUST of SAP HR system

The recommended communication method between the SAP HR system and SCl is certificate-based
authentication. (User name and password is possible but not recommended for usability reasons as the
user would need to enter their details multiple times). In order to facilitate this a CA signed certificate is
required from the SAP HR system which is then installed in STRUST and the public key noted in the relevant
integration flows. (Note that the key pair will only be accepted by the SAP Load Balancer if it is signed by an
SAP approved CA).

If you do not already have a CA signed certificate available, follow these steps:

a. Go to STRUST transaction
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P | Strust v ik 5 & [
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> System PSE PSE

> SNC SAPCryptolb

> SSL server Standard

SSL client SSL Client (Anonyr
SSL client BCM EY62

.......................................... Y

Own Certificate

Owner

« 3 SSL client PAYPAL
¥ SSL client WSSE Web Servici

Quunar




o

Org. (Opt)

Comp./Org. Information Technology

Country

A o- [ - %
Algorthm RRSA with SHA-1 v

Key Length -M vl

“ <4

/x

b. Below is the example show DN of the certificate:

DN = CN=erpc.externaldomain.com, OU=Information Technology, O=mycompany Inc, L=Location,

S=State, C=Country

Li1,Co1 Ln 1 -Ln 18 of 18 lines

c. This is the CSR. Copy the CSR and get it signed by a Certificate Authority.
Note: CA should be in the Trust list of SCI. Please check for the latest SCI trust list here.

d. Import the certificate response in STRUST.

e. Take note of the directory where the certificate is stored as this will referenced when the logical ports

are configured (section 5).

More help on PSE/certificate can be found in the link

https://help.sap.com/saphelp nw73ehpl/helpdata/en/59/6b653a0c52425fe10000000a114084/fr

ameset.htm




4 SETUP STEPS IN SAP CLOUD INTEGRATION

As part of the initial release, there are 2 SClI artifacts delivered.

Artifacts related to types of XML file data sent to Pension Fund authority — UNJSPF.

iFlow Name Description
Transmit Pension Fund Pension contributions made by the staff members and the
Contribution Data organizations will be reported to UN Pension Fund authority - UNJSPF

on monthly basis.

Detailed Response from Receive response from UN Pension Fund authority - UNJSPF for the
UNJSPF pension contributions sent using Transmit Pension Fund Contribution
Data .

These integration flows are routed through the SAP HR system server using SOAP. The authorization for
these integration flows is to be set at the logical ports created in transaction SOAMANAGER. For SOAP
endpoint, the authorization can be set to user credentials or X.509 SSL certificate installed in STRUST of the

SAP HR/ERP system. This is explained in Section 3.4 of this document.

Transmit Pension Fund Contribution Data

Detailed Response from UNJSPF

In case the user wants to use the single sign on (SSO) certificate, the key pair of the certificate should be
installed in the local machine/PC from where user will send the file. Once the certificate is installed, the
user must configure the public certificate of the SSO in SCI. This step is described in Section 6 of this

document.

4.1 Copy Published Package into Your Package

Go to the ‘Discover’ chapter of your tenant and find the package ‘SAP ERP HCM integration with Pension
Fund Authority - UNJSPF for NPO Pension Contributions’.

roagason Advisx 13

Click on package name, then click ‘Copy’ in the upper right corner:

Note: the package version on the screenshot may differ from the one shown above.




4.2 Deploy certificates and credentials to SCI tenants

For the communication with the Pension Fund authority web service, you must make sure that the
certificates from pension fund authorities are part of the Java KeyStore that is uploaded to the SCI tenant.
How do I deploy certificates to SCI tenants?

Take the following steps to download the certificates from the website of UNJSPF.

1. Select Connectivity Tests tile in Manage Security section of Overview page.

2. Choose the TLS connection.

3. Enter the Host Name of the receiver as testservices.unjspf.org.

4. Enter the port used for outbound connection with UNJSPF receiver. As standard it is 443.
5. Click on SEND button. If the connectivity test is successful, server certificate is displayed.
6. Download and save the certificate to your machine.

For the communication with the Pension Fund gateway, you must make sure that the certificates from

pension fund authorities are part of the Java KeyStore that is uploaded to the SCI tenant.

= SAP Cloud integration

| ownier |

Monitor Message Processing

*
Al Irtegraton Flows All Integration Flows All Ftegration Fows A3 Imegraton Flows

Manage Imegrasion Conent

Al Al Al

144 136 g8

Manage Security

Security Material Keystore Cersficate-to-User Access Poldes JOBC Material Connectivity Tests
Magpirgs
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7. Open a ticket to SCI Cloud Operations and request them to update Java KeyStore with the certificates.
8. To update credentials, go to the ‘Operations View’ on Tenant, enter ‘security material’ and click on
‘Create -> User Credentials’. Maintain the user credentials provided by Pension Fund authority -

(UNJSPF) to access their web service.

ntegration Advisor B

4.3 Sender Channel Connection Authorization

If you want to configure the authorization by certificate (rather than username and password), then
you will have to use the client certificate that is installed in the user’s PC to identify the user. The SAP
Passport certificate that users get when they receive an SAP “S” number can be used for this purpose.

The steps to download and assign the certificates are as follows:

Note: If you wish these integration flows to use username/password as the authentication method no

further steps are required.
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4.3.1 Download the public certificate from the browser

a. Open internet explorer settings -> internet options -> content -> certificates

b. Select the certificate which you wish to use for authenticating the user and click on “Export” button.

Intended purpose: <All> v

Personal Other People Intermediate Certification Authorities Trusted Root Certification ¢ IC

Issued To Issued By Expirati... Friendly Name

5 . 4/2/2019  APNS certifica...
[ I . 8/16/20... APNS certificate
BT SAP SSO CA G2 2/19/20... <None>
= I .. 8/7/2017  <None>
5 . 1/21/20... <None>

5 .. 11/24/2... <None>
;) S .  6/23/20... SAPSUPPORT...

Import... Export... Remove Advanced

Certificate intended purposes
Client Authentication

View

c. Select “No, do not export the private key”

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?
Yes, export the private key

(@ No, do not export the private key

Note: The associated private key is marked as not exportable. Only the certificate
can be exported.

Next Cancel

12



d. Select “Base-64 encoded” option and save the

X
g
-
Export File Format
Certificates can be exported in a variety of file formats.
Select the format you want to use:
(O DER encoded binary X.509 (.CER)
(@ Base-64 encoded X.509 (.CER)
(O Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)
Include all certificates in the certification path if possible
Personal Information Exchange - PKCS #12 (.PFX)
Include all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties
Enable certificate privacy
Microsoft Serialized Certificate Store (.SST)
I Next I ‘ Cancel
H - H “ 2 H
e. Save the certificate with “.cer” extension
X

File to Export
Specify the name of the file you want to export

Eile name:

userpublic.cer] | ‘ Browse...

I Next I Cancel

4.3.2 Assign the public certificate for authorization

In NEO environment, the certificate then needs to be associated to the SCl user id and it is
recommended that this be done through the ‘certificate-to-user mapping’ settings. (Note: It is

technically possible to assign the user’s certificate directly to the corresponding integration flows but
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this is not recommended as only one use can be assigned and it is recommended that at least two users

have the ability to file in case one user is absent.)

Note that all users should have the authorization role “ESBMessaging.send” assigned to them so that
they are able to invoke the integration flows.

e Go to SAP Cloud Integration-> Overview ->Certificate-to-User Mappings.

SAP Cloud Platform Integration

Manage Security

© Security Materia Keystore Certificate-to-User Connectivity Tests

Mapp

e Enter a User Name with “ESBMessaging.send role”, upload the SSL certificate.

Add Certificate-to-User Mapping

*User Name:

*Certificate: Choose a flle for upload... Browse...

In Cloud-Foundry environment, ‘certificate-to-role mapping’ is used to authorize user for inbound
communication using client certificate authentication. For this a service instance need to be created. A
service instance is an OAuth client (with grant type client_x509) to which you assign a role that enables the
associated user to process the integration flow on the worker node. Use the ESBMessaging.send role.

For more information, refer to Setting Up Inbound Client Certificate Authentication, Cloud Foundry
Environment link.

4.4 Configure Integration Flows

You will be configuring the integration flows to transmit and receive response for any HR master data
changes.
e Transmit Pension Fund Contribution Data

e Detailed Response from UNJSPF

14



4.4.1 Transmit Pension Fund Contribution Data

This integration flow is used to send pension fund contributions made by the employees (staff members)
and organizations to Pension Fund authority — UNJSPF.

Steps:

1 Go to the integration package that was copied from the original ‘SAP ERP HCM integration with Pension
Fund Authority - UNJSPF for NPO Pension Contributions’

2 Click on the Artifacts tab

3 Click on action button that corresponds to integration flow ‘Transmit Pension Fund Contribution Data’.

B S Cout reegation

4 Choose Configure and maintain the following configuration parameters:
Sender Tab

The sender for this scenario is the SAP HR system. The communication protocol for this connection used is

SOAP. The connection is established in SAP HR system using SOA manager.

e Update the connection address in the format “/XXXXX”, where XXXXX can be any meaningful word

for Transmit Pension Fund Contribution Data.

Note: The connection address must be unique within a tenant.

15



e |nthe ‘Authorization’ field enter ‘Client Certificate’ and then enter the public key of the certificate

stored in STRUST, referenced in prerequisite step 3.4.

Receiver Tab
Maintain the configuration for Receiver and Receiver Mail as shown below:
A. Receiver

The receiver for this scenario is UNJSPF web services. The communication protocol for this connection used

is SOAP.
Configure "Transmit Pension Fund Contribution Data”

Recelver

Connection

e Address: Enter the following production UNJSPF web services URL address

https://services.unjspf.org/ws.MonthlyFinancialSoapServices/UnjspfFinancial

e Credential Name: Enter the name of Alias of the user credentials maintained in security material,

created in prerequisite step 4.2.

B. Receiver Mail

This is to configure mail ID of SCI user/admin to get a notification over mail of any exception raised during

communication with UNJSPF web services from SCI.

16



Configure “Transmit Pension Fund Contribution Data”

More

Receiver

Receiver
Adapter Type
Connection

Address

ReceiverMail

Mail

<mail.domain.com:port>

Proxy Type Internet hd
Timeout (in ms) 30000

Protection SMTPS e

Authentication Plain User/Password v

Credential Name <User Credential to Authenticate Server>

Processing

From MaillD@<domain>.com

To MaillD@<domain>.com
Cc MaillD@<domain>.com
Bee MaillD@<domain>.com

Subject <Subject for Mail >

Address: Enter the host name or address of the SMTP server.

E.g.: smtp.gmail.com:465 where 465 is the standard port for SSL certificate for security.
Proxy type: Specify the proxy type to be used —internet or on-premise.

Timeout (in ms): Specify the connection timeout in milliseconds. By default it’s 30 seconds.
Protection: Specify SMTPS for encrypted connection.

Authentication: To authenticate against the mail server, specify method.

Credential Name: Enter credential details to authenticate against the server.

From, To, Cc, Bcc: Provide the sender and recipient address to which exception response need to

be sent or to be notified.
Subject: Maintain subject of the mail to be sent in recipient’s inbox.
To get more information on configuring mail receiver adapter, follow below link:

e Configuring the mail receiver adapter

e Blog on Configuring Mail Adapter

More Tab

Credential Name: Enter the name of Alias of the user credentials maintained in security material,

created in prerequisite step 4.2.




Configure "Transmit Pension Fund Contribution Data"

Sender Receiver More

Type: All Parameters e

Credential Name: <Credential for the Service>

I Error Email Notification <true/false>

[ Error Log Attachments: <true/false> ]

e Error Email Notification/ Error Log Attachments: To see exceptions raised during communication of
UNJSPF web services from SCI over a mail, maintain it as true otherwise false value should be

maintained.

5 Select Save and Deploy to save your configuration and to deploy it actively to server, respectively.

4.4.2 Detailed Response from UNJSPF

This integration flow is used to receive response from Pension Fund authority - UNJSPF for the pension
contributions sent using Transmit Pension Fund Contribution Data.

Steps:

1 Go to the integration package that was copied from the original ‘SAP ERP HCM integration with Pension
Fund Authority - UNJSPF for NPO Pension Contributions’

2 Click on the Artifacts tab

3 Click on action button that corresponds to integration flow ‘Detailed Response from UNJSPF'.

4 Choose Configure and maintain the following configuration parameters:
Sender Tab

The sender for this scenario is the SAP HR system. The communication protocol for this connection used is

SOAP. The connection is established in SAP HR system using SOA manager.

18



e Update the connection address in the format “/XXXXX”, where XXXXX can be any meaningful word

for Detailed Response from UNJSPF.

Note: The connection address must be unique within a tenant.

e |nthe ‘Authorization’ field enter ‘Client Certificate’ and then enter the public key of the certificate

stored in STRUST, referenced in prerequisite step 3.4.
Receiver Tab
Maintain the configuration for Receiver and Receiver Mail as shown below:
A. Receiver

The receiver for this scenario is UNJSPF web services. The communication protocol for this connection used

is SOAP.

Configure "Detailed Response from UNJSPF

Connection

e Address: Enter the following production UNJSPF web services URL address

https://services.unjspf.org/ws.MonthlyFinancialSoapServices/UnjspfFinancial

e Credential Name: Enter the name of Alias of the user credentials maintained in security material,

created in prerequisite step 4.2.
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B. Receiver Mail

This is to configure mail ID of SCI user/admin to get a notification over mail of any exception raised during

communication with UNJSPF web services from SCI.

Configure "Detailed Response from UNJSPF”

Sender 'R(‘Lt'l'.'(" More
Receiver ReceiverMail v
Adapter Type Mail b
Connection
Address <mail.domain.com:port>
Proxy Type Internet v
Timeout (in ms) 30000
Protection SMTPS v
Authentication Plain User/Password v
Credential Name <User Credential to Authenticate Server>
Processing
From MaillD@<domain>.com

To MaillD@<domain>.com
Cc MaillD@<domain>.com
B MaillID@<domain>.com

Subject <Subject for Mail >

e Address: Enter the host name or address of the SMTP server.
E.g.: smtp.gmail.com:465 where 465 is the standard port for SSL certificate for security.
e Proxy type: Specify the proxy type to be used — internet or on-premise.
e Timeout (in ms): Specify the connection timeout in milliseconds. By default it’s 30 seconds.
e Protection: Specify SMTPS for encrypted connection.
e Authentication: To authenticate against the mail server, specify method.
e Credential Name: Enter credential details to authenticate against the server.

e From, To, Cc, Bcc: Provide the sender and recipient address to which exception response need to

be sent or to be notified.
e Subject: Maintain subject of the mail to be sent in recipient’s inbox.
To get more information on configuring mail receiver adapter, follow below link:

e Configuring the mail receiver adapter

e Blog on Configuring Mail Adapter

20



More Tab

e Credential Name: Enter the name of Alias of the user credentials maintained in security material,

created in prerequisite step 4.2.

Configure "Detailed Response from UNJSPF"

Sender Receiver 'More'

Type: All Parameters v

Credential Name: <Credential for the Service> ]

Error Email Notification: <truef/false>

Error Log Attachments: | <trueffalse>

e Error Email Notification/ Error Log Attachments: To see exceptions raised during communication of
UNJSPF web services from SCI over a mail, maintain it as true otherwise false value should be

maintained.

5 Select Save and Deploy to save your configuration and to deploy it actively to server, respectively.

4.5 Deploy Integration Flows on test and productive tenants

Take the following steps to deploy the Integration Flows on test and productive tenants:

1. In your SCI tenant, from the menu in the upper left corner, choose Design.
2. Click the package name. Select Artifacts Tab.

3. For the Integration Flow that you want to deploy, choose Actions -> Deploy.

= S Coud ntegation

4. Repeat steps 1-3 for each of the Integration Flows in ‘SAP ERP HCM integration with Pension Fund
Authority - UNJSPF for NPO Pension Contributions’ packages.
5. Check and make sure all Integration Flows have been deployed successfully.

a. Inyour SCl tenant, choose Monitor from the menu in the upper left corner.
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b. Under Integration Content Monitor, choose the Started tile.

= SAP Cloud Integration

All Integration Flows All integration Flows All Integration Flows All integration Flows ZDummy_NPO_HRIn

123| 117 6

19 44 6 0 0

c. Check the deploy status of each Integration Flow.

If the Status is Started, it means the Integration Flow has been deployed successfully.

6. Note down the URLs of the endpoints for each service.
This URL will be used later for the setup of SAP HR system.

a. Select the Integration Flow form the list.

b. Note down the endpoint URL present on the right side of the screen under Endpoints Tab.

S Coud Integration

o Transenit Persion Fund C Da
.
© Traewsmit Pension Fund Coetribution Data e '
rtegyatin Fom
M= Master Data Response
MR Master Data Transmit e
Full Payment Submission - 2018-19 g [ BELps://c03i0-111map . heish. 10t . 520, ul . hana  ondemand , com/cxf ’»u:-w:_t.-p:n_r.-:_::r:v-:.:-:»_:u-.x] ¢
pap_encrypt_file_from_ecp_wsdl_copy ed WSOL without Potici y'y
Srae cads
HR Interface Transmit Report e Status Detals
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= SAP  Cloud ntegration

° Detasl Resg - JINJSP

.
°

Detaled Response from UNJSPF

ransmt Persion Fund Comnbunon Data

MR Master Data Response

I 3 2 sb x0.. ana . ondemand. com 3 L L_IROM_UNISP P
MR Master Data Transmit -
Full Payment Submission - 2018-19
! Status Details

5 SETUP STEPS IN SAP HR OR SAP S/4HANA SYSTEM

The connection between SAP HR system and SCI needs to be established for communication purpose.

5.1 Create the logical ports in SOAMANAGER

The proxies must be connected to the SAP CLOUD INTEGRATION tenant via logical ports. In the productive
SAP HR or SAP S/4AHANA system, the logical ports are configured to connect to the productive SAP CLOUD
INTEGRATION tenant.

Note: The look and feel of the screens in your system may differ from the screenshot below, depending on
your release.

1. Inyour SAP ERP/ECP system, go to transaction SOAMANAGER.

O https SIPCNp

7 SOA Management

& Inbox - [SAP] = Integration - The Key 10 th

SOA Management (HRI;000)

ERRECUG IR Tochrecl Adeanstation  Logs and Traces  Managemernt Connectons  Services Regatry  Mosiionrg — Tools

dordfutle Busnens Condext
Detine dertfabie Busness Conteats (16Cs)

ectfutie Brasness Cortext Refereccn
Define ierafabie Business Content references (1BC refecence)

Design Tame Cache
Daplay contral desgn tme cache

Wit Service Contguraton
Configure servicn defirstons, CORSLITIN PIT0ES N SETVICE GIOUPS

Sergdten) Web Senvice Cantonr ataor
Configure service defintons for Web service corsumers wih maed capabtes

Logon Data Management
Define 10000 data usod Dy Dusness SCenan0 ConBQuaton

Perdry) Tasks

Process pendng ks gensraed by Buliness SConino confguraton

Locad inogr aon Sconane Conbg.s stor

Corthgure mutpie serace Gebreorm and semnce oun wspontng change managerment
Logeal Deterrmemation of Rncenver usng ServiceGeoups

Define rudes ko determmanng recaver IC referencs durng service growp rusteme

Logcal Deterrenation

f Recewer, Sender, and Authenticason using Consemes Factones
Define rdles for detenmining recever 1BC, sender 18C reference and aulentcation method dunng Consumer Saciory rantme

Wed Servace bsokaton
Tool 12 solate service Selniions and CONSUMeS PAoKes

2. Select Web Service Configuration and find the proxies created for UNJSPF Monthly Financial Interface
reporting.

(Note that these will only be available if SAP Notes 2887314, 2716385 are implemented.)
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3. Search for the object name CO_HRPADUN_TRANSMIT_FINANCIAL1 and click Search.

Web Service Configuration (HRI;000)

Design Time Object Search JEONTNIEToIRIET(e)]

v Search Criteria

Object Type v s v AN v OO0
Object Name v s v |EO_HRPADUN_TRANSN | @@

Maximum Number of Results: | 100

Search || Clear Values | Reset Search Criteria

4. Create logical port(s) name for each proxy.

The logical ports you’ll be creating are:

Logical Port Name Description Corresponding Example of CXF path

integration flow

LP_CO_FI_TRANSMIT_REPORT | Logical port for Transmit cxf/ Transmit Pension Fund
Transmit Pension Fund | Pension Fund | Contribution Data
Contribution Data Contribution
integration flow in SAP Data

Cloud Integration

LP_CO_FI_GET_REPORTS Logical port for Detailed | Detailed cxf/ Detailed Response_from
Response from Response from | UNJSPF

UNJSPF integration UNJSPF
flow in SAP Cloud

Integration

The steps are the same for all the logical ports.

This document has the example for “LP_CO_FI_ TRANSMIT_REPORT” and this can be used as an
example to create for LP_CO_FlI_GET_REPORTS port.

a. Click on the Create button and choose Manual Configuration.

Web Service Configuration (HR1;000) O'1ee ©hacx
Detalls of Consumer Ploxy*{CO_HRPADUN_T‘RANSMIT_FINANCIAL‘I l

w [ECERETEN Detads
Define Logical Ports

-.m(.,,-,f:.e.: A Deacovate | Oelete v a
WSDL Barsed Conons e e ogcal Pat [{evperas oo Fro

nachve URNUSSY Financasl inferiace Tramsent Meport Marualy crested

Acwve v Lageal port Sor Monghly Financas inertace mtegranon Sow in Cloud Psion Wntegraton Manaty reased
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b. Enter the logical port name and description.

Web Service Configuration (HRI;000) o © bar

Now Manual Configuration of Logical Port for Consumer Proxy "CO_HRPADUN_TRANSMIT_FINANCIALY'

» n 2 3 ‘. s ‘ 4
Ligest Part Nawe

et et

General Configuration Settings

c. The Consumer Security tab page specifies the authentication method used for communication
between SAP HR/ERP/ECP and SCI.
e |nthe ‘Authentication Settings’ select the X.509 SSL Client Certificate radio button.
e |nthe “SSL Client PSE of transaction STRUST” field, use the drop down to find the certificate
stored in STRUST as part of prerequisite step 3.5.
Note: if you do not see this radio button or cannot select it, please refer to notes 2368112
“Outgoing HTTPS connection does not work in AS ABAP” and 510007 “Setting up SSL on

Application Server ABAP”.

Web Service Configuration (HRI1;000) oo © Back

New Manual Configuration of Logical Port for Consumer Proxy "CO_HRPADUN_TRANSMIT_FINANCIALY'

™ ' n 3 “ s . -
Comumer Securty

. et Carcet

Configuration of Consumer Settings without WSOL Document. LP=LP_CO_FI_TRANSMIT_REPORT

Authentication Settings

X.509 SSL Client PSE

l = J

Note: The solution will support User ID/Password authentication between SAP HR/ERP and SCI, but this
is not recommended for usability reasons in a productive environment. If you decide to use this
method the authorization method referred to in the previous section for the integration flows
(Transmit Pension Fund Contribution Data and Detailed Response from UNJSPF) will need to be
changed to ‘User’ and the user role set to ‘ESBMessaging.send’.

On the HTTP Settings tab page, make the following entries: Note: the screenshots may look slightly

different in your system depending on the release, but all the required fields should be available.
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[ 1 2 B 4 s 6 -

Logical Port Name Consmer Secuily HTTPSettings SOAP Protocol Ident fiabde Pusiness Context Operation Settings

Back | Next | Foish  Cancel

URL Access Path

URL » URL components

" Protocot JHITE  ~ /| Get the HOST URL from the SCP WEB U8

* Hoat \ ~ refer 10 details bebow

Port h) i

U | CXF path deployed artifacts in SCP1
— refer 30 detads bedow

Logon Language Larguage of User Context v

Proxy

Name of Prooy Host
Port Number of Proxy Host Proxy settings of your network

User Name for Proxy Access

Passwoed of Proxy User

Transport Binding

Make Local Cai No Call in Local System v
* Transport Binding Type SOAPIY v

Maxsmam Wik for WS Cormumer 0

Opamazed XML Transler None v

Compress HTTP Message nacive v

Compriss Riesponsx True v

Note that in older version the above screen may look different, but the fields will still be present, for

example:
Consumer Security Messaging Transport Settings Message Attachments Identifiable Busk
Transport Binding
URL Access Path: *
Computer Name of Access URL LAmap hcisdp ap1 hana ondemand. com
Port Number of Access URL 443
URL Protocol Information HTTPS |
Logon Language Language of User Context | w

The computer Name of access URL is the first part of an URL without the forward slash ‘/’.

The URL access path is part of an URL which starts from forward slash /.

For e.g., URL = https://c0310-
iflmap.hcisb.int.sap.eu2.hana.ondemand.com/cxf/Transmit_Pension_Fund_Contribution_Data
Computer name: cdf-iflmap.hcisb.int.sap.hana.ondemand.com

Access path: /cxf/ Transmit_Pension_Fund_Contribution_Data

Get HOST URL & CXF path from SCI WEB Ul
To find the Host, go to Cloud Integration Web Ul, choose Monitor and under Managed Integration

Content go to All. Use the search to find your integration flow as in the screenshot below:
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S Cloud Integration

° Trarsmit Pension Fund Contribution Data L '

tegyaton Fios

MR Master Data Response

The URL found under the Endpoints section has the HOST URL and the CXF path.

Host URL =
XXXXXXXXXX.Sap.hana.ondemand.com/cxf/TRANSMIT PENSION FUND CONTRIBUTION DATA

CXF path = /cxf/transmit_pension_fund_contribution_data

Note that the entries for the Proxy fields depend on your company’s network settings. The proxy server

is needed to enable the connection to the internet through the firewall.

On the SOAP Protocol tab page, set Message ID Protocol to Suppress ID Transfer

» 1 2 3 [ 4 ] 5 6 -
Logical Port Name Consumer Security HTTPSettings SOAP Protocol Identifable Business Context Operation Setlings

Back Next Finish Cancel

Message ID (Synchronous)

Message 1D Protocol [Buppm:: 1D Transfer v ]

Metering of Service Calls

Data transfer scope Enhanced Data Transfer
Transfer protocol Transtfer via SOAP header -

Message Attachment Handling

Process Attachments. No v

No settings required in the tabs Identifiable Business Context and Operation Settings. Just select Next
and then Finish.

NOTE: In case you want to test your configuration, do not use WebService Ping, as it is not supported
by SAP Cloud Integration. But you can setup a HTTP connection in transaction SM59. Maintain the host
and port of SAP Cloud Integration service (e.g., for path
Jcxf/transmit_pension_fund_contribution_data) and execute a connection test. In case of a successful

connection you will receive an error with HTTP return code 500.
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6 TESTING

6.1 Testing Monthly Financial Interface - Transmit Report

Take the following steps to test the outbound reporting function. Here we use the Monthly Financial
Interface Transmit Report (HUNCPFMOQ) as an example.

1. Go to transaction SE38.
2. Enter the report name HUNCPFMO and choose the Execute (F8) button.

3. Enter the relevant selection criteria and choose the Execute (F8) button with ‘Submit Data to UNJSPF’

radiobutton.

4. In the output screen, click ‘Send Message’ button.

5. Result: The file is submitted successfully to the Pension Fund authority.

< .2 ' , Financial Interface

v i - Cé
B UNJSPF Financial Interface Detail Display

Employee - 17072021 Effective Start Date 15.01.2020

f 17072021 Effective End Date 31.01.2020

» Transaction LWOP Contribution Flag

‘ 15.01202Q Salary Category P

Salory Grace 1
Salary Step 1
Duty Station PF 0300
Part Time Percentage 1,00
Payment Currency usob
Exchange Rate 1,0000000
prRate Local Amount 61.521,00USD
prRate Base Amount 61.521,00 USD
15t Lang Allow Loc Amt 0.00USD
1st Lang Allow Base Amt 0.00USD
2nd Lang Allow Loc Amt 0.00USD
2nd Lang Allow SBase Amt 0,00 USD
Pro Rate Ratio 0,8977011
SM Contribution in Local Amount 1.225.70 USD
SM Contribution in Base Amount 1.225.70 USD
Org. Contribution in Local Amount 214498 USD
Org. Contribution in Base Amount 214498 USD
SM Full Adustments in Local Amount 0.00USD
SM Full Adustments in Base Amount 0.00USD

8.2 Testing Monthly Financial Interface - Get Reports

In the SAP HR system, execute the report ‘HUNCPFM3’, select the transmission and click on ‘Get

Reports’ button for which response need to be received from UNJSPF.
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7 APPENDIX: UN-DEPLOYING AND DELETING OLD INTEGRATION FLOWS

The Integration Flows in package ‘UNJSPF Monthly Financial Interface — NPO’ must be updated and
redeployed each time a new legal change is announced by UN Pension Fund authority - UNJSPF.
Therefore, if you have already deployed these Integration Flows, you must un-deploy the old
Integration Flows before deploying the Integration Flows with new legal changes, and then delete the
old Integration Flows.

=> How do | un-deploy Integration Flows?

1. In your SCI tenant, choose Monitor from the menu in the upper left corner.

2. Under Integration Content Monitor, choose the Started tile.

SAP HANA Cloud Integration

Overview

Monitor Message Processing

All Integration Flows All Integration Flows All Integration Flows All Integration Flows All Integration Flows
Past Hour Past Hour Past Hour Past Hour Past Hour
Messages Failed Messages Erfor Messages Retry Messages Completed Messages

Manage Integration Content

All All All

18| 18 0

Started Error

Manage Security Material

Security Material Certificate-to-User
Mappings
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3. Select the Integration Flow that you want to un-deploy and then click Undeploy.

S  Cloud imegration

Transmit Pension Fund Contribution Data

od Response froer

Deta

4. After the system un-deploys the Integration Flow, check that the number on the Started tile is

reduced by one and the Integration Flow is no longer in the list of started artifacts.

5. Repeat the above steps to un-deploy each of the Integration Flows for which new legal changes have

been published.

=> How do | delete Integration Flows?
To delete single Integration Flow from integration package, you must select the iFlow that contains old

changes. For this:

1. In your SCl tenant, from the menu in the upper left corner, choose Design.

2. Click the package that contains the old Integration Flow, and then select artifact which should be

deleted by clicking Action -> Configure -> Delete.

E G Coud baegretion

8 MAINTENANCE
Take note of the expiry date of all certificates used in the solution and put in processes so that these are

renewed before they expire, and the configuration updated accordingly with the new details.
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