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Background 
 
The Work Opportunity Tax Credits (WOTC) is a Federal tax credit available for employers who 
hire individuals from certain target groups that have consistently faced significant barriers to 
employment. In this document, we outline the steps involved in implementing an integration 
that allows SAP SuccessFactors to exchange information with ADP Tax Credits, a vendor on the 
Partner Edge PE Build program of SAP. 
 
In This Guide 
 
This implementation guide provides instructions that will assist in the process of deploying and 
configuring the ADP Tax Credits Connector in your organization’s SAP SuccessFactors and SAP 
Cloud Platform Integration tenants. The intended audience for this document is the SAP 
SuccessFactors Integration Implementer, and the steps described here may vary depending upon 
the customer configuration of those systems. 
 
 

Customer  Customer using the SAP SuccessFactors Recruiting capabilities 
and requiring supplemental services provided and supported by 
ADP Tax Credits. 

Implementation Guide Document to assist Implementers who are configuring SAP 
SuccessFactors and SAP Cloud Platform Integration (CPI) to 
integrate with ADP Tax Credits. In this document, SAP 
SuccessFactors refers to the SAP SuccessFactors tenant. 

Implementer(s) The Implementer(s) is the individual or group of individuals 
responsible for configuring SAP SuccessFactors and SAP Cloud 
Platform Integration and deploying the connector. In this 
document, System Integrators and Implementers will be used 
interchangeably.  
SAP generally recommends that the customer engage an 
appropriate SAP Cloud Platform Integration Certified 
Consultant(s) when deploying any connector. 

Recruiting/Hiring Manager The Recruiting/Hiring manager is responsible for creating the 
job requisition, configuring the assessment in the job application 
and moving the candidate forward in the job application process. 
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ADP Tax Credits Connector for SAP SuccessFactors 
 
The ADP Tax Credits Connector for SAP SuccessFactors has been designed, developed, tested 
and documented by ADP with SAP guidance and oversight. The connector facilitates the flow of 
data required between SAP SuccessFactors and ADP Tax Credits for specific use case(s) and is 
not intended to address all use cases customers may be interested in. The customer benefits by 
receiving pre-built, pre-tested, documented, partner-maintained connectors that minimize 
implementer’s effort as compared to custom connectors for the specific use case(s) addressed. 
 
Only a customer or an SAP SuccessFactors/Cloud Platform Integration System Integrator can 
configure and test the functionality described in this guide. ADP can assist by providing this 
guide but setup of SAP SuccessFactors and SAP Cloud Platform Integration tenants, security, 
business processes, or any other related configurations on the SAP SuccessFactors or SAP 
Cloud Platform Integration side is the responsibility of the customer. 
 

Functional Objective 
 
This connector will enable SAP SuccessFactors clients to take advantage of the Work 
Opportunity Tax Credit, by integrating the ADP screening, eligibility, and hire notification into 
the related SAP SuccessFactors flows. 
 
SAP SuccessFactors Assessment 
 
The ADP Tax Credit Connector for SAP SuccessFactors leverages the SAP SuccessFactors 
Assessment framework, which means clients can assess their candidates at different stages of 
the job application, from “New Application” to any downstream stage of the job application 
workflow. 
 

Connector Overview 
 
The ADP Tax Credits WOTC integration is implemented within the SAP SuccessFactors 
Recruiting and Employee Central modules, with the Employee Central module being optional. 
The screening questionnaire and processing/presentation of the eligibility result is implemented 
using the standard SAP SuccessFactors Recruiting Assessment functionality.  
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• Candidates complete the screening questionnaire as part of their job application process 
• The exact stage when the assessment is taken can be chosen by the customer 
• The eligibility result for each screening questionnaire is updated within SAP 

SuccessFactors and made available to Recruiters/Hiring Managers 
• When a candidate is hired, the relevant hire information will be provided to ADP. If a 

client uses only Recruiting module, the notification from Recruiting module will be used, 
and if a client uses both Recruiting and Employee Central, the notification from 
Employee Central will be used.  

 
Data Flow 
 
When applying for a job in an SAP SuccessFactors system with the ADP Tax Credits Connector 
deployed, candidates will be directed to ADP to complete the screening assessment as part of 
the job application flow. ADP Tax Credits will determine their eligibility for various tax credits 
and provide the eligibility result information back to SAP SuccessFactors. When the candidate 
is hired in SAP SuccessFactors, the required information is provided to ADP. 
 

System Requirements 
 
The ADP Tax Credits integration is intended for SAP SuccessFactors clients using the 
Recruiting module. The use of the Employee Central module is optional. Clients will also need an 
SAP Cloud Platform Integration tenant to host the Connector. 
 
Candidates can complete the screening assessment using either a desktop or a mobile device. 
 

Transport Protocols & Authentication 
 
All web service communication is via secured HTTPS/TLS channels.  
SAP Cloud Platform Integration Web Services are SOAP/XML-based web services that are 
secured with username/password embedded in the XML payloads.  
ADP Tax Credits web services are secured with mutual authentication (X.509 certificates on 
both SAP Cloud Platform Integration client and ADP server). ADP web services also implement 
OAuth2 client credentials authorization. 
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ADP Tax Credits Configuration 
 
Follow the steps in the sections below to configure ADP Tax Credits systems to be integrated 
with SAP SuccessFactors. 
 

Provide Consent for ADP to share information with SAP SuccessFactors 
 
Once your Organization has completed testing the integration on your test Tenant, it will be 
subscribed to use the Connector in ADP. After that, you should receive an email asking for 
permission by ADP to share information with SAP SuccessFactors. Follow these steps to 
consent to this request: 
 

1. Click on the View Request button on the email you received 
2. Enter your credentials and click on the Sign In button 
3. Review if the app is the correct one 
4. Review the permissions being granted to the app 
5. Click on the Allow button 
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SAP SuccessFactors Configuration 
 
Follow the steps in the sections below to configure your organization’s SAP SuccessFactors 
tenant for the ADP Tax Credits integration. 
 
Enable API access 
 
Follow these steps to enable web service integrations. 
 

1. Login into the SAP SuccessFactors Provisioning page 
2. Click on the name of your organization 
3. Click on the Company Settings link 
4. Under the Web Services section, mark the SFAPI checkbox (ignore the warning of 

deprecation) 
5. Under the Web Services section, make sure the Disable OData API checkbox is not 

checked 
6. Click on the Save button 

 
Example: 
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Configure API Access 
 
Create the Security User 
 
Follow these steps to create the user whose credentials will be used by the connector. 
 

1. Log into the SAP SuccessFactors tenant 
2. Access the Import Employee Data page 
3. In the action dropdown, select Download Template 
4. Enter the following information: 



 

14 
Copyright © 2019 ADP, LLC. ADP Confidential. 

a. Select an entity: Basic Import 
b. File Encoding: Unicode (UTF-8) 

5. Click on Generate Template 
6. Open the downloaded file and enter the following information on a new row: 

a. STATUS: active 
b. USERID: apiuser 
c. USERNAME: apiuser 
d. FIRSTNAME: API 
e. LASTNAME: User 
f. EMAIL: <enter your email> 
g. MANAGER: NO_MANAGER 
h. HR: NO_HR 
i. DEFAULT_LOCALE: en_US 

7. Save the file 
8. Back in SAP SuccessFactors, change the action to Import Data and enter the following 

information: 
a. Select an entity: Basic Import 
b. Choose a File: <the file you edited> 
c. File Encoding: Unicode (UTF-8) 
d. File Locale: English (United States) 

9. Click on Import 
 
Example: 
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Create the Permission Group 
 
Follow these steps to create the Permission Group: 
 

1. Access the Manage Permission Groups page 
2. Click on Create New 
3. On the Group Name field, enter API Access 
4. Under Choose Group Members, select Username in the dropdown 
5. Search for apiuser 
6. Mark the checkbox next to the user name and click Done 
7. Click Done again 

 
Example: 
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Create the Security Role 
 
Follow these steps to create the Security Role and add it to the Permission Group created on 
the previous section: 
 

1. Access the Manage Permission Roles page 
2. Click on Create New 
3. Enter the following information: 

a. Role Name: API User 
b. Description: Grants access to APIs 

4. Click on Permission… 
5. Add the following permissions: 

a. General User Permission 
i. SFAPI User Login 

b. Manage Integration Tools 
i. Allow Admin to Access OData API through Basic Authentication 

c. Recruiting Permissions 
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i. SFAPI Retrieve Assessment Order Permission 
ii. SFAPI Update Assessment Report Permission 

iii. OData API Application Export 
6. Click on Done 
7. Under Grant this role to…, click on Add… 
8. Click on Select… 
9. Search for API Access, mark the checkbox and click on Done 
10. Click on Save Changes 

 
Example: 
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Remove Password Expiration 
 
Following these steps to configure the password of the security user to not expire: 
 

1. Access the Password & Login Policy Settings page 
2. Click on Set API login exceptions 
3. Click on the Add button 
4. Enter the following information: 

a. Username: apiuser 
b. Maximum password age (days): -1 
c. IP address restrictions: <enter the IP of the SAP Cloud Platform Integration 

tenant> 
5. Click on Save & Close 

 
Example: 
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Enable Assessment Integration 
 
Follow these steps to enable the Assessment integration. 
 

1. Login into the SAP SuccessFactors Provisioning page 
2. Click on the name of your organization 
3. Click on the Company Settings link 
4. Mark the Enable Assessment Integration checkbox under the Recruiting section 
5. Click on the Save button 

 
Example: 
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Create the ADP Assessment Vendor 
 
Follow these steps to create the ADP Assessment Vendor. 
 

1. Log into the SAP SuccessFactors tenant 
2. Access the Manage Assessment Vendors page 
3. Choose Export and click on the Submit button 
4. Download the file 
5. Edit the file to include or enable the ADP Vendor (see the attached example file below) 
6. Back on the Import/Export Assessment Vendors page, choose Import 
7. Click on the Choose File button 
8. Select the file 
9. Click on the Submit button 
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Example Assessment Vendors file: 

 

Example: 
 

 
 
 
Create the ADP Assessment Vendor Package 
 
Follow these steps to create the ADP Assessment Vendor Package. 
 

1. Login into the SAP SuccessFactors Provisioning page 
2. Click on the name of your organization 
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3. Under the Managing Recruiting section, click on Import/Export Assessment Vendor 
Packages 

4. Choose Export and click on the Submit button 
5. Download the file 
6. Edit the file to include the ADP Vendor Package (see the attached example file below) 
7. Back on the Import/Export Assessment Vendor Packages page, choose Import 
8. Click on the Choose File button 
9. Select the file 
10. Click on the Submit button 

 
Example Assessment Vendor Packages file: 
 

 
 
Example: 
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Modify the Job Requisition template 
 



 

31 
Copyright © 2019 ADP, LLC. ADP Confidential. 

Follow these steps to make sure that the Job Requisition page shows fields Hard Stop (optional) 
and Assessment Association, and that the results of the WOTC assessment are shown when 
reviewing Job Applications. 
 

1. Login into the SAP SuccessFactors tenant 
2. Access the Manage Templates page 
3. Click on Recruiting Management 
4. Click on Job Requisition 
5. Repeat these steps for every active template: 

a. Click on the template name 
b. Click on the 102 Fields defined. Click to Modify link (the actual number will 

depend on the tenant’s configuration) 
c. Make sure the standard field assessment is defined with Field Type of derived 
d. Optional: make sure the standard field hardstopStatus is defined with Field Type 

of picklist and Picklist ID of JobReqStatus 
e. Click on the Done button 
f. Click on the 23 Field Permissions defined. Click to modify link (the actual number 

will depend on the tenant’s configuration) 
g. Make sure the Recruiter role has write access to fields hardstopStatus (optional) 

and assessment for all statuses 
h. Click on the Done button 
i. Expand General Settings and click on Application Status Configuration 
j. Click on the Feature Permissions defined. Click to modify link 
k. Make sure the feature type assessmentIntegration is defined for statuses 

Default, Phone Screen, Scheduled, Passed and Failed, with the proper roles 
assigned 

l. Click on the Done button 
m. If changes were made, click on Publish 

 
Example: 
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Create API user in SAP Cloud Platform Integration 
 
Follow the steps below to create the SAP P-user account that will be used when calling APIs 
hosted by SAP Cloud Platform integration. The credentials of that account are needed on the 
subsequent sections of this document. 
 

1. Click on Log On. Choose Register in the pop-up window 
2. Enter all the required information on the register screen. The activation link shall be sent 

to the email address provided by you on this screen, so enter a valid email address 
3. You will receive email for activating the new user 
4. Click on the activation link – once activated, your registration is complete. You shall be 

directed to the following page 
5. Click on Go to Account Settings to get your user details 
6. Now go to your SAP Cloud Platform Accounts cockpit, choose the sub-account of your 

Cloud Platform Integration tenant and click on Members 
7. Add the P-user that you picked in step 5, assign all the required roles and add a relevant 

description for future reference 
8. The user is successfully added to your Cloud Platform’s sub-account 
9. Go to Security –> Authorizations –> Users. Enter the P-user you just added 
10. Click on Assign 
11. Choose the following values: 

a. Subaccount: <select the subaccount associated with your SAP Cloud Platform 
Integration tenant> 

b. Application: <select the SAP Cloud Platform Integration application (usually ends 
with “iflmap”)> 

c. Role: ESBMessaging.send 
12. Click on Save 
13. The technical user is ready to use 

 
Example: 
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Configure the Event Notification Subscription 
 
Follow the steps below to subscribe the Connector to the Event Notification. 
 

14. Log into the SAP SuccessFactors tenant 
15. Access the Event Notification Subscription page 
16. Click on the Subscriber tab 
17. Click on the Edit Subscriber button 
18. Click on the Add Subscriber button 
19. Enter the following information into the newly added line: 
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a. Subscriber Id: ADP 
b. Name: ADP 
c. Group: ADP Group 

20. Click on the Save button 
21. Click on the External Event tab 
22. Click on the Add New button 
23. Enter the following information: 
24. Event Type: rcm_assessment_alert_V2 
25. Subscriber: ADP 
26. Protocol: SOAP_OVER_HTTP_HTTPS 
27. Endpoint URL: https://<host name for your organization’s SAP Cloud Platform 

Integration tenant>/cxf/ws/vendor/CreateRCMAssessmentRequest 
 
Example of an Endpoint URL: https://p******-
iflmap.hcisbp.us3.hana.ondemand.com/cxf/ws/vendor/CreateRCMAssessmentRequest 
 

28. Authentication: BASIC 
29. User: <the user name of the SAP Cloud Platform Integration account that will be used> 
30. Password: <the password of the SAP Cloud Platform Integration account that will be 

used> 
31. Click on the Save button 

 
Please note that the actual URL will be generated after the ADP Tax Credits SAP 
SuccessFactors Connector Order Assessment Integration Flow is deployed to SAP Cloud 
Platform Integration, so you may have to alter it later. 
 
Example: 
 

 
 

https://p250035-tmn.hci.us3.hana.ondemand.com/cxf/ws/vendor/CreateRCMAssessmentRequest
https://p250035-tmn.hci.us3.hana.ondemand.com/cxf/ws/vendor/CreateRCMAssessmentRequest
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Configure the Hire Notification integration 
 
Hire configuration can be configured in 2 ways – 
 

1. Using Recruiting Module only 
2. Using Recruiting Module and Employee Central 

 
Follow the steps on the next sections in accordance with the customer configuration. 
 
Configure the Hire Notification using Recruiting Module only 
 
Manage Recruiting Templates 
 
Follow the steps below to configure the Recruiting Templates, make sure you change to all 
templates Under Manage Templates available in your SAP SuccessFactors Tenant. 
 

1. Log into the SAP SuccessFactors tenant 
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2. Access the Manage Templates screen 
3. Click on Recruiting Management 
4. Click on Job Application 
5. Repeat these steps for every active template 

a. Click on the template name 
b. Click on the link labeled Fields Defined. Click to Modify 
c. Make sure the following fields are defined:  

i. currentLocation 
ii. dateOfBirth 

iii. hireDate 
iv. jobofferdate 
v. ssn 

vi. startDate 
vii. title 

d. Click on the Done button 
e. Click on the link labeled Field Permissions defined. Click to Modify 
f. On the Field Reference ID dropdown, make sure the following fields are marked: 

i. Current location 
ii. Date of Birth 

iii. Hire Date 
iv. Job Offer Date 
v. Social Security Number (unsecured) 

vi. Start Date 
vii. Internal Job Title 

g. Click on the Done button 
h. Click on the Publish button 

 
If your template is successfully validated, then a new version will be published. Once published, 
you will be able to see the updated fields in the SAP SuccessFactors tenant. 
 
Example: 
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If you cannot save the template in Admin Tools, the only option is to export the template in 
backend Provisioning tool, make changes and re-import in Provisioning. An example of how to do 
that is also available in the “Setting up Vendor as Assessment Vendor” section.  
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If you’re making changes in Manage Templates UI, ensure that you save your draft first and clear 
out any errors before publishing. If you wish to revert to an earlier version, click on the audit 
trail and download the relevant version. 
 
Note: If you’re making changes to Job Application templates, remember to add the permission 
sections as well. 
 
Configure Intelligent Services: External Connector 
 
Follow the steps below to include a call to the connector on the event of a hire. 
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1. Log into the SAP SuccessFactors tenant 
2. Navigate to Admin Center 
3. Access the Intelligent Services Center (ISC) screen 
4. Search for the Update of Job Application Status event 
5. Click on the event name 
6. Click on Event Connector 
7. Click on New Event Connector 
8. Enter the following information: 

a. Name: ADP Hire Notification Connector 
b. Description: Notifies ADP when a Job Application Status is changed to "Ready for 

Hire" 
c. Endpoint URL: <the URL of the SAP Cloud Platform Integration 

tenant>/cxf/ws/vendor/NotifyHire 
 
Example of an URL: https://p******-
iflmap.******.us3.hana.ondemand.com/cxf/ws/vendor/NotifyHire 
 

d. External Event Version: External Event Alert 
e. Authentication: Basic 
f. Username: <the username of the SAP Cloud Platform Integration account to be 

used> 
g. Password: <the password of the SAP Cloud Platform Integration account to be 

used > 
9. Click on the Add button 
10. Click on the Save Flow button 

 
Please note that the actual URL will be generated after the ADP Tax Credits SAP 
SuccessFactors Connector Notify Hire Integration Flow is deployed to SAP Cloud Platform 
Integration, so you may have to alter it later. 
 
Example: 
 

https://p******-iflmap.******.us3.hana.ondemand.com/cxf/ws/vendor/NotifyHire
https://p******-iflmap.******.us3.hana.ondemand.com/cxf/ws/vendor/NotifyHire
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Configure the Hire Notification in Employee Central 
 

Manage Business Configuration 
 
Follow the steps below to configure the Recruiting Templates. 
 

1. Log into the SAP SuccessFactors tenant 
2. Access the Manage Business Configuration screen 
3. Click on the employmentinfo entity 
4. Scroll to the bottom of the field list 
5. Add 2 fields with the following information:  

a. Field 1: 
i. Identifier: <select an identifier that is not already in use. Example: 

custom-date1> 
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ii. Label: Job Offer Date 
iii. Enabled: Yes 
iv. Mandatory: No 

b. Field 2: 
i. Identifier: <select an identifier that is not already in use. Example: 

custom-long1> 
ii. Label: Job Application ID 

iii. Enabled: Yes 
iv. Mandatory: No 

6. Click on the Save button 
 
The value of the 2 identifiers will be needed on section Deploy the ADP Tax Credits 
SuccessFactors Connector Notifier Hire Integration Flow. 
 
Example: 
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Permission the newly created fields 
 
Follow the steps below to grant permission to the newly created fields. 
 

1. Log into the SAP SuccessFactors tenant 
2. Access the Manage Permission Roles screen, under Admin Center 
3. Choose the Account who has permissions to Access “Manage Pending Hires” in SAP 

SuccessFactors 
4. Click on the Permission button 
5. On the popup, click on Employee Data 
6. Make sure fields Job Offer Date and Job Application ID are checked on the Edit column 
7. Click on the Done button 
8. Click on the Save Changes button 

 
Example: 
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The two new fields – Job Offer Date and Job Application ID, added are shown below. 
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Refresh OData Metadata 
 
Follow these steps to refresh the OData Metadata and make the new fields available for API 
interaction. 
 

1. Log into the SAP SuccessFactors tenant 
2. Access the OData API Metadata Refresh screen, under Admin Center 
3. Click on the Refresh button 

 
Example: 
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Configure Intelligent Services: External Connector 
 
Follow the steps below to include a call to the connector on the event of a hire. 
 

1. Log into the SAP SuccessFactors tenant 
2. Navigate to Admin Center 
3. Access the Intelligent Services Center (ISC) screen 
4. Search for the Employee Hire event 
5. Click on the event name 
6. Click on Event Connector 
7. Click on New Event Connector 
8. Enter the following information: 

a. Name: ADP Hire Notification Connector 
b. Description: Notifies ADP when a Job Application Status is changed to "Ready for 

Hire" 
c. Endpoint URL: <the URL of the SAP Cloud Platform Integration 

tenant>/cxf/ws/vendor/NotifyHire 
 
Example of an URL: https://p******-
iflmap.******.us3.hana.ondemand.com/cxf/ws/vendor/NotifyHire 

https://p******-iflmap.******.us3.hana.ondemand.com/cxf/ws/vendor/NotifyHire
https://p******-iflmap.******.us3.hana.ondemand.com/cxf/ws/vendor/NotifyHire
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d. External Event Version: External Event Alert 
e. Authentication: Basic 
f. Username: <the username of the SAP Cloud Platform Integration account to be 

used> 
g. Password: <the password of the SAP Cloud Platform Integration account to be 

used > 
9. Click on the Add button 
10. Click on the Save Flow button 

 
Please note that the actual URL will be generated after the ADP Tax Credits SAP 
SuccessFactors Connector Notify Hire Integration Flow is deployed to SAP Cloud Platform 
Integration, so you may have to alter it later. 
 
Example: 
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SAP Cloud Platform Integration Configuration 
 
Configure SAP Cloud Platform Integration to Trust ADP’s Certificate 
 
Before SAP Cloud Platform Integration can connect to ADP and consume its services, it must 
trust the certificate that the ADP server presents. The trust store of your tenant may already 
contain the root certificate that ADP uses, so first check the connectivity using the 
Connectivity Tests functionality of SAP Cloud Platform Integration. 
 
Check Connectivity with ADP 
 
Follow these steps to test the connectivity from your tenant to ADP: 

1. Log into your organization’s SAP Cloud Platform Integration tenant 
2. Click on Monitor 
3. Under Manage Security, click on the Connectivity Tests tile 
4. Enter the following information: 

a. Host: iat-api.adp.com 
b. Port: 443 
c. Authenticate with Client Certificate: leave unchecked 
d. Validate Server Certificate: make sure it is checked 

5. Click on Send 
6. Repeat the test for host api.adp.com 

Example: 
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If both hosts are successfully reached, then your SAP Cloud Platform Integration tenant already 
trusts ADP’s root certificate and you can skip the next section. If the test fails, then you will 
have to import ADP’s root certificate into the Trust Store by following the steps in the next 
section. ADP’s root certificate is usually valid for both test (iat-api.adp.com) and production 
servers (api.adp.com), so importing the certificate from one site should resolve for the other. 
 
Import the ADP Root Certificate into Trust Store 
 
If any of the tests on the previous section failed, then you will have to import ADP’s root 
certificate into the SAP Cloud Platform Integration trust store. 
 
Export the root certificate to a file 

Follow these steps to export ADP’s root certificate to a file. 

1. From the failed connectivity test, uncheck the Valid Server Certificate Required 
checkbox 

2. Click on Send 
3. Click on the Download Server Certificates button, located on the right hand side of 

Server Certificate Chain 
4. Extract the files in the zip archive to your local computer 
5. Determine the root certificate by double clicking each file and verifying which one has 

only one entry in the certification path. Currently, ADP uses DigiCert High Assurance EV 
Root CA as the root certificate. 

Example: 
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Import ADP’s root certificate into SAP Cloud Platform Integration 
 
Follow these steps to import ADP’s root certificate into the SAP Cloud Platform Integration 
tenant: 

1. Log into your organization’s SAP Cloud Platform Integration tenant 
2. Click on Monitor 
3. Under Manage Security, click on the Keystore tile 
4. Click on the Add button and select Certificate 
5. Enter the following information: 

a. Alias: ADP Root Certificate 
b. File: select the root certificate file exported on the previous section 

6. Click on Add 
7. Click on Confirm 
8. Repeat the Connectivity Test to ensure the certificate solved the connectivity issue 

 
Example: 
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Obtain the ADP Signed Client Certificate 
 
Follow the steps below to obtain the ADP Signed Client Certificate. Please note that, although 
SAP Cloud Platform Integration offers functionality to generate key pairs, it does not allow 
private keys to be exported and therefore they can’t be copied from one SAP Cloud Platform 
Integration tenant to another (from a test tenant to a production one, for instance). ADP 
recommends using an external tool like KeyStore Explorer to generate the key pair and then 
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import the key pair into SAP Cloud Platform Integration and avoid having to go through a 
Certificate Signing Request (CSR) process more than once. 
 

1. Install the KeyStore Explorer application, which can be downloaded from the address 
https://keystore-explorer.org/  

2. Open KeyStore Explorer 
3. Click on Create a new KeyStore; alternatively, you can choose File and then New from 

the menu 
4. Choose “PKCS #12” for the type of the new key store and click “OK” 
5. From the menu, choose File and then Save 
6. On the 2 fields shown, enter a password of your choice and click “OK” (make note of the 

password) 
7. Choose the location where the key store should be saved, name it keystore.pfx and click 

“OK” 
8. From the menu, choose Tools and then Generate Key Pair 
9. Choose “RSA” for the algorithm and 2,048 for the key size and click “OK” 
10. Change the validity period for 2 years and click “Apply” 
11. Click on “Edit Name”, located on the bottom right 
12. Enter the following information: 

a. Common Name (CN): the name of your organization 
b. Organization Name (O): SAP Cloud Platform Integration Connector for ADP 

The value for field Organization Name (O) must match exactly the value shown above, so 
copying and pasting is recommended. The other fields are not required and can be deleted by 
clicking on the minus (“-“) button besides each field. 

13. Click “OK” and then “OK” again 
14. Accept the alias for the new key pair and click “OK” (make note of the alias) 
15. On the 2 fields shown, enter the same password chosen on the previous step and click 

“OK” 
16. Click “OK” on the confirmation message 
17. From the menu, choose File and then Save 
18. Log into your organization’s SAP Cloud Platform Integration tenant 
19. Click on Monitor 
20. Under Manage Security, click on Keystore 
21. Click on the Add button and select Key Pair 
22. Enter the following information: 

a. Alias: the alias that was generated on step 14 

https://keystore-explorer.org/
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b. File: the key store file created on step 7 
c. Password: the password chosen on step 6 

23. Click on the Deploy button 
24. Click on Confirm 
25. Click on the newly created key pair 
26. Click on the Download button, select Signing Request and save the .CSR file to your 

computer 
27. Email the .CSR file to ADPTaxCredits_Integration_Support@adp.com, informing: 

a. The individual email address to which the resulting signed certificate will be sent 

An individual’s email address is preferred for security purposes. 

b. An email distribution list (one email address with multiple recipients) that will be 
used to receive reminders when the certificate is about to expire 

A group email address is preferred so that future notifications will reach the correct recipients 
regardless of personnel changes. 

28. The address provided will receive an email with subject Your Device Certificate for 
<Organization> is enrolled. Download the signed certificate using not the link labeled “as 
PKCS#7”, which the email indicates as preferred, but from the one labeled “as Certificate 
only, PEM encoded” 

29. Back in SAP Cloud Platform Integration, click on the key pair again 
30. Click on the Update button and select Signing Response 
31. Select the file you downloaded and click Update 
32. Click on Confirm 

Example: 
 

mailto:ADPTaxCredits_Integration_Support@adp.com?subject=Certificate%20Signing%20Request%20(CSR)%20submission
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Deploy SAP SuccessFactors Credentials 
 
Follow these steps to deploy the credentials of the security user created on section SAP 
SuccessFactors Configuration. 
 

1. Log into SAP Cloud Platform Integration  
2. Click on Monitor 
3. Click on the Security Material tile under the Manage Security section 
4. Click on the Add button and select User Credentials 
5. Enter the following information: 

a. Name: <Choose any name> 
b. Description: <leave blank> 



 

93 
Copyright © 2019 ADP, LLC. ADP Confidential. 

c. Type: SAP SuccessFactors 
d. User: <the user name for the security user created in the SAP SuccessFactors 

Configuration section> 
e. Password: <the password for the security user created in the SAP SuccessFactors 

Configuration section> 
f. Repeat Password: <the password for the security user created in the SAP 

SuccessFactors Configuration section> 
g. Company ID: <the ID of your organization; for example, “SFPART037006”> 

6. Click on the Deploy button 
 
Example: 
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Import the Connector Package 
 
Follow these steps to import the Connector Package from the API Hub into your SAP Cloud 
Platform Integration tenant. 
 

1. Log into your organization’s SAP Cloud Platform Integration tenant 
2. Click on Discovery button and select Integration 
3. Search for SAP SuccessFactors Integration with ADP Tax Credits 
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4. Click on the package name 
5. Click on the Copy link. 

 
Example: 
 

 
 
 
Deploy the ADP Tax Credits SAP SuccessFactors Connector Call ADP API Integration 
Flow 
 
Follow these steps to deploy the ADP Tax Credits SAP SuccessFactors Connector Call ADP API 
Integration Flow into your tenant.  
 

1. Log into your organization’s SAP Cloud Platform Integration tenant 
2. Click on the Design button 
3. Click on the SAP SuccessFactors Integration with ADP Tax Credits package 
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4. Click on Artifacts 
5. Click on the Actions button of the ADP Tax Credits SAP SuccessFactors Connector Call 

ADP API Integration Flow and select Configure 
6. Click on Receiver 
7. Enter the following information: 

a. ADP Marketplace API root:  
Staging https://iat-api.adp.com 
Production https://api.adp.com 

b. ADP Client Certificate Alias: <the name of the alias that you created on section 
Deploy Key Store> 

c. Timeout (in ms): <the desired timeout value, in milliseconds, for communications 
with ADP. The default value is 120000> 

8. Click on More 
9. Enter the following information: 

a. OAuth 2.0 ADP Client ID: <value provided by ADP> 
b. OAuth 2.0 ADP Client Secret: <value provided by ADP> 

10. Click on Deploy 
 
Example: 
 

https://iat-api.adp.com/
https://api.adp.com/
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99 
Copyright © 2019 ADP, LLC. ADP Confidential. 

 
 
Deploy the ADP Tax Credits SAP SuccessFactors Connector Assessment Status Update 
Integration Flow 
 
Follow these steps to deploy the ADP Tax Credits SAP SuccessFactors Connector Assessment 
Status Update Integration Flow into your tenant. 
 

1. Log into your organization’s SAP Cloud Platform Integration tenant 
2. Click on the Design button 
3. Click on the SAP SuccessFactors Integration with ADP Tax Credits package 
4. Click on Artifacts 
5. Click on the Actions button of the ADP Tax Credits SAP SuccessFactors Connector 

Assessment Status Update Integration Flow and select Configure 
6. Click on Timer 
7. Make sure you select “Schedule to Recur” 
8. Schedule for every one second between “00:00 and 24:00” and select the Time Zone 
9. Click on Receiver 
10. Enter the following information: 

a. Address: <the address to your organization’s SAP SuccessFactors tenant APIs> 
b. Credential Name: <enter the name of the credential you created on the Deploy 

SAP SuccessFactors Credentials section 
c. Timeout (in min): <the desired timeout value, in minutes, for communications 

with SAP SuccessFactors. The default value is 2> 
11. Click on More 
12. Enter the following information: 

a. Display Eligibility: Enter one of the following options: 
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i. “Show Eligibility” (or leave it blank): enter this value to display the status 
of the assessment and whether the candidate was eligible or not 

ii. “Show Eligibility and Potential Tax Credit”: enter this value to display the 
status of the assessment, whether the candidate was eligible or not and 
what’s the potential credit amount 

iii. “Do not show”: enter this value to display only the status of the 
assessment 

b. Number of Days Between Assessments: enter the number of days an assessment 
is considered valid (usually 15). After a candidate completes an assessment, they 
will not be asked to complete another assessment for additional job applications 
within that period. Enter 0 (zero) to ask for candidates to complete a new 
assessment for every job application. 

13. Click on Deploy 
 
Example:  
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Deploy the ADP Tax Credits SAP SuccessFactors Connector Notify Hire Integration Flow 
 
Follow these steps to deploy the ADP Tax Credits SAP SuccessFactors Connector Notify Hire 
Integration Flow into your tenant.  
 

1. Log into your organization’s SAP Cloud Platform Integration tenant 
2. Click on the Design button 
3. Click on the SAP SuccessFactors Integration with ADP Tax Credits package 
4. Click on Artifacts 
5. Click on the Actions button of the ADP Tax Credits SAP SuccessFactors Connector 

Notify Hire Integration Flow and select Configure 
6. Click on Receiver 
7. Enter the following information: 

a. Address: <the address to your organization’s SAP SuccessFactors tenant APIs> 
b. Credential Name: <enter the name of the credential you created on the Deploy 

SAP SuccessFactors Credentials section 
c. Timeout (in min): <the desired timeout value, in minutes, for communications 

with SAP SuccessFactors. The default value is 2> 
8. Click on More 
9. If the company does not have the Employee Central module configured, enter the 

following information: 
a. Hire Date Field Name: enter the name of the field of the JobApplication entity 

that holds the hire date (example: “hireDate”) 
b. Job Offer Date Field Name: enter the name of the field of the JobApplication 

entity that holds the job offer date (example: “jobofferdate”) 
c. Job Title Field Name: enter the name of the field of either the JobApplication or 

the JobRequisition entity that holds the job title (example: “jobTitle”). If the value 
is stored in the JobRequisition, then enter the field name in the form 
“jobRequisition/jobTitle” 

d. Name of Status for Hire: enter the status in the Job Application process where 
hire should happen (example: “Hireable”) 

e. Social Security Number Field Name: enter the name of the field of the 
JobApplication entity that holds the social security number of the candidate 
(example: “ssn”) 

f. Start Date Field Name: enter the name of the field of the JobApplication entity 
that holds the start date (example: “startDate”) 
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g. SuccessFactors Base Salary Field Name: enter the name of the field of either the 
JobApplication or the JobRequisition entity that holds the annual salary base. If 
the value is stored in the JobRequisition entity, then enter the field name in the 
form “jobRequisition/baseSalary” 

h. Work Location Field Name: enter the name of the field of either the 
JobApplication or the JobRequisition entity that holds the work location. If the 
value is stored in the JobRequisition entity, then enter the field name in the form 
“jobRequisition/workLocation” 

10. If the company does have the Employee Central module configured, enter the 
following information: 

a. Job Application ID Field Name: Enter the name of the custom field of type Long 
that was used in section Configure the Hire Notification in Employee Central. If 
left blank, the field name used will be “customLong1”. Please note that dashes 
must be removed from the field name, and the letter L must be capitalized 
(example: field custom-long3 must be entered as customLong3) 

b. Job Offer Date Field Name: Enter the name of the custom field of type Date that 
use used in section Configure the Hire Notification in Employee Central. If left 
blank, the field name used will be “customDate1”. Please note that dashes must 
be removed from the field name, and the letter D must be capitalized (example: 
field custom-date3 must be entered as customDate3) 

11. Click on Deploy 
12. Click on the Monitoring button 
13. Under Manage Integration Content, click on the All tile 
14. Click on the ADP Tax Credits SAP SuccessFactors Connector Notify Hire Integration 

Flow 
15. Check if the generated URL matches what was entered into SAP SuccessFactors on the 

Configure Intelligent Services: External Connector section. If it does not, you will have to 
update the External Connector in SAP SuccessFactors 

 
Example:  
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Deploy the ADP Tax Credits SAP SuccessFactors Connector Order Assessment 
Integration Flow 
 
Follow these steps to deploy the ADP Tax Credits SAP SuccessFactors Connector Order 
Assessment Integration Flow into your tenant.  
 

1. Log into your organization’s SAP Cloud Platform Integration tenant 
2. Click on the Design button 
3. Click on the SAP SuccessFactors Integration with ADP Tax Credits package 
4. Click on Artifacts 
5. Click on the Actions button of the ADP Tax Credits SAP SuccessFactors Connector Order 

Assessment Integration Flow and select Configure 
6. Click on Receiver 
7. Enter the following information: 

a. Address: <the address to your organization’s SAP SuccessFactors tenant APIs> 
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b. Credential Name: <enter the name of the credential you created on the Deploy 
SAP SuccessFactors Credentials section 

c. Timeout (in min): <the desired timeout value, in minutes, for communications 
with SAP SuccessFactors. The default value is 2> 

8. Click on More 
9. Enter the following information: 

a. Cell Phone Field Name: enter the name of the field of the JobApplication entity 
that holds the cell phone number of the candidate (example: “cellPhone”). Leave 
it blank if that information is not available in the JobApplication entity 

b. Company URL Suffix: <value provided by ADP> 
c. Date of Birth Field Name: enter the name of the field of the JobApplication entity 

that holds the date of birth of the candidate (example: “dateOfBirth”). Leave it 
blank if that information is not available in the JobApplication entity 

d. First Name Field Name: enter the name of the field of the JobApplication entity 
that holds the first name of the candidate (example: “firstName”). Leave it blank 
if that information is not available in the JobApplication entity 

e. Home Phone Field Name: enter the name of the field of the JobApplication entity 
that holds the home phone number of the candidate (example: “homePhone”). 
Leave it blank if that information is not available in the JobApplication entity 

f. Last Name Field Name: enter the name of the field of the JobApplication entity 
that holds the last name of the candidate (example: “lastName”). Leave it blank if 
that information is not available in the JobApplication entity 

g. Middle Name Field Name: enter the name of the field of the JobApplication entity 
that holds the middle name of the candidate (example: “middleName”). Leave it 
blank if that information is not available in the JobApplication entity 

h. Number of Days Between Assessments: enter the number of days an assessment 
is considered valid (usually 15). After a candidate completes an assessment, they 
will not be asked to complete another assessment for additional job applications 
within that period. Enter 0 (zero) to ask for candidates to complete a new 
assessment for every job application 

i. Redirect URL: <enter the URL to the SAP SuccessFactors career site; this URL 
will be where the candidate is redirected to after the assessment is completed on 
ADP side> 

j. Street Address Field Name: enter the name of the field of the JobApplication 
entity that holds the home address of the candidate (example: “address”). Leave 
it blank if that information is not available in the JobApplication entity 

k. Zip Field Name: enter the name of the field of the JobApplication entity that 
holds the zip code of the home of the candidate (example: “zip”). Leave it blank if 
that information is not available in the JobApplication entity 
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10. Click on Deploy 
11. Click on the Monitoring button 
12. Under Manage Integration Content, click on the All tile 
13. Click on the ADP Tax Credits SAP SuccessFactors Connector Order Assessment 

Integration Flow 
14. Check if the generated URL matches what was entered into SAP SuccessFactors on the 

Configure the Event Notification Subscription section. If it does not, you will have to 
update the Event Notification Subscription in SAP SuccessFactors 

 
Example:  
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Deploy the ADP Tax Credits SAP SuccessFactors Connector Report Errors Integration 
Flow (Optional) 
 
There is optional error reporting that can be configured for clients that wish to receive 
notification reports of errors received in the integration. This requires deployment of the 
integration flow and configuration. 
 
Follow these steps to deploy the ADP Tax Credits SAP SuccessFactors Connector Report Errors 
Integration Flow into your tenant.  
 

1. Log into your organization’s SAP Cloud Platform Integration tenant 
2. Create the email server credentials 

a. Click on Monitor 
b. Click on the Security Material tile under the Manage Security section 
c. Click on the Add button and select User Credentials 
d. Enter the following information: 
e. Name: <Choose a name> 
f. Description: <leave blank> 
g. Type: User Credentials 
h. User: <the user name to be used to authenticate with the email server> 
i. Password: <the password to be used to authenticate with the email server> 
j. Repeat Password: <the password to be used to authenticate with the email 

server> 
k. Click on the Deploy button 

3. Click on the Design button 
4. Click on the SAP SuccessFactors Integration with ADP Tax Credits package 
5. Click on Artifacts 
6. Click on the Actions button of the ADP Tax Credits SAP SuccessFactors Connector 

Report Errors Integration Flow and select Configure 
7. Click on Timer 
8. Make sure you select “Schedule to Recur” 
9. Schedule to recur daily or weekly at 6 AM or at the most convenient time 
10. Click on Receiver 
11. Make sure that SuccessFactors is selected on the Receiver field 
12. Enter the following information: 

a. Address: <the address to your organization’s SAP SuccessFactors tenant APIs> 
b. Credential Name: <enter the name of the credential you created on the Deploy 

SAP SuccessFactors Credentials section 
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c. Timeout (in min): <the desired timeout value, in minutes, for communications 
with SAP SuccessFactors. The default value is 2> 

13. Change the value on the Receiver field to SMTPServer 
14. Enter the following information: 

a. Under Connection 
i.  Address: <the SMTP address of the email server that will be used to send 

emails> 
ii. Proxy Type: Internet 

iii. Timeout (in ms): <the desired timeout value, in milliseconds, for 
communications with the email server. The default is 120000> 

iv. Protection: <choose the protection used by the email server> 
v. Authentication: <choose the authentication method used by the email 

server> 
vi. Credential Name: <the name of the user credential created for the email 

server> 
b. Under Processing 

i. From: <enter the email address that will be shown as the sender of the 
email> 

ii. To: <enter the address that will receive the email, or a list of emails 
separated by comma> 

iii. Cc: <enter the address that will receive a copy of the email, or a list of 
emails separated by comma> 

iv. Bcc: <enter the address that will receive the email but will not appear in 
the email, or a list of emails separated by comma> 

v. Subject: <enter the subject that the email should have> 
vi. Email Recipient Name: <enter the name that will be shown in the 

salutation of the email> 
vii. Email Sender Name: <enter the name that will used in the signature of 

the email> 
c. Under Security 

i. Signature and Encryption Type: <select the signature and encryption 
methods used by the email server> 

15. Click on Save and then Deploy 
 
Example:  
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Example of received errors email notification  

 

 
Example of received errors email notification errors report attachment  

 
 
Configure log levels 
 
Follow these steps to set the log level of each of the Integration Flows. Setting log levels to 
Trace will only be effective for a few minutes, reverting to the previous level after expiration. 
 

1. Log into your organization’s SAP Cloud Platform Integration tenant 
2. Click on the Monitoring button 
3. Click on the All tile under Manage Integration Content section 
4. Repeat these steps for each of the Integration Flows: 

a. Click on the Integration Flow 
b. Click on Log Configuration 
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c. Select the desired log level 
d. Confirm the change when prompted 
 

Example: 
 

 
 

 
 
 
Once the integration is triggered, the log of the execution can be examined by selecting the 
iFlow, clicking on Monitor Message Processing, selecting the message and clicking on Trace. 
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ADP recommendations to maximize tax credits program performance 
 
ADP recommends taking the following actions to maximize the return for the WOTC program. 
 
 

• Make sure all job requisitions have the ADP WOTC Assessment configured to ensure all 
job applications are screened by ADP for tax credit 

 

 
 
 

• Configure a hard stop before Offer 
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• Make sure Job Title, Job Offer Date, Hire Date, Start Date and SSN are sent as part of all 
Hire events. 

• For a streamlined candidate experience, define a value between 1 and 30 for the Number 
of Days Between Assessments field in both the ADP Tax Credits SAP SuccessFactors 
Connector Order Assessment and ADP Tax Credits SAP SuccessFactors Connector 
Assessment Status Update Integration Flows as candidates applying to multiple jobs 
within that number of days would be asked to provide information to ADP only on the 
first application and would not be prompted to take the assessment on subsequent 
applications within that period. 

 

Customer/User Acceptance Testing 
 
After the configuration is complete, all aspects of the integration should be tested. The full 
integration can be tested using the following steps: 
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1. Test the WOTC screening 
a. Configure a job requisition to use “ADP_WOTC” as Assessment Test 
b. Ensure the job has been posted to an external site, and apply for the job 
c. Verify that the WOTC screening is presented as the last step in the job 

application process 
d. Complete the WOTC screening and submit the completed job application 

 
2. Verify the results of the WOTC screening are shown in the hiring manager console 

a. Acting as the Hiring manager, view the “Screening” details for the candidate on 
the newly completed job application 

b. Verify that the “ADP_WOTC” assessment test is shown with a completed status 
(Status will show either “Complete Eligible” or “Complete Ineligible”) 

 
3. Verify that the hire notification is being provided to ADP 

a. Hire a candidate, and ensure that all approvals are completed so that candidate is 
fully hired 

b. View Integration System for the “ADP Tax Credits SAP SuccessFactors 
Connector Notify Hire” integration system 

c. Verify the success of the hire notification by viewing log details  
 
 

Apply for the Job 
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Verify that the Take Assessment button Appears in the Application Flow 
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Complete the WOTC Screening 
 

 
 
View Candidate Assessment Results 
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View the Integration Events for the Hire 
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Verify Successful Hire Notification to ADP 
 
The actual steps to hire a candidate will vary from organization to organization, depending on 
how the SAP SuccessFactors is configured. Extra steps must be taken for organizations using 
the Employee Central module, but after the integration is triggered the steps to verify the 
integration are the same, regardless of which SAP SuccessFactors modules are being used. 
 
Set logging level to Trace 
 
Refer to section Configure log levels to set the logging level of the Hire Integration Flow to 
Trace. If your test takes longer than the Trace logging level expiration, make sure you set it 
again before completing the hire. 
 
Hire a Candidate using Recruiting Module only 
 
If your SAP SuccessFactors tenant does not have the Employee Central Module configured, then 
follow the steps below. If your tenant is in fact configured to use the Employee Central Module, 
then refer to the section Hire a Candidate using Recruiting and Employee Central Modules. 
 

1. On the candidate page, enter the information about the candidate being hired 
2. Change the status of the candidate to Ready for Hire 
3. Save your changes 
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Hire a Candidate using Recruiting and Employee Central Modules 
 
If your SAP SuccessFactors tenant is in fact configured to use the Employee Central Module, 
then follow the steps below. If your tenant does not have the Employee Central Module 
configured, then refer to the section Hire a Candidate using Recruiting Module only. 
 

1. Move the candidate being hired to the Offer status 
2. Click on the Take Action link and select Offer Approval 
3. Generate the offer and approve it 
4. Change the status of the candidate to Ready for Hire 
5. Access the Manage Pending Hires screen, under Admin Center 
6. Locate the Candidate and click on the Hire button (the candidate must have an approved 

offer to appear on this screen) 
7. Enter the information about the new employment and submit the hire 
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Verify SAP Cloud Platform Integration logs 
 
Follow these steps to verify logs in your organization’s Cloud Platform tenant. These steps are 
common for organizations using any combination of SAP SuccessFactors modules. 
 

1. Log into your organization’s SAP Cloud Platform Integration tenant 
2. Click on the Monitor button 
3. Click on the All tile under the Manage Integration Content section 
4. Click on the ADP Tax Credits SAP SuccessFactors Connector Notify Hire integration 

flow 
5. Click on Monitor Message Processing link 
6. Click on the latest message 
7. Click on the Trace link 
8. Click on the Delete Headers step 
9. Click on Message Content 
10. Click on Header and verify that header CamelHttpResponseCode has value of 200, which 

indicates that the data was successfully posted to ADP 
 
Examples: 
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Frequently Asked Questions 
 
For any questions regarding SAP SuccessFactors functionality or configuration, refer to the 
SAP SuccessFactors Community at https://community.SAP SuccessFactors.com. 
 
For questions regarding SAP Cloud Platform functionality or configuration, refer to the SAP 
Cloud Platform Integration Community at https://www.sap.com/community/topics/cloud-
platform.html. 
 
For questions regarding how to obtain your client certificate for connecting to ADP Marketplace 
APIs, refer to https://developers.adp.com/articles/general/generate-certificate-signing-request. 
 
 

ADP support Contacts 
 
ADP is the first level of support for customer integration issues. Support contact information is 
below:  
 

• For questions or issues related to the completion of the WOTC screening, contact the 
ADP Helpdesk for technical support: 

 
Phone: (866) 767-8326 
Email: tcs_support@adp.com 

 
• For general questions about the WOTC program, contact the ADP Tax Credits Customer 

Service: 
 
Phone: (866) 436-0273 

 
• For questions regarding the ADP Tax Credits Connector for SAP SuccessFactors, please 

contact the ADP Tax Credits Integration team: 
 

Email: ADPTaxCredits_Integration_Support@ADP.com 

https://community.successfactors.com/
https://www.sap.com/community/topics/cloud-platform.html
https://www.sap.com/community/topics/cloud-platform.html
https://developers.adp.com/articles/general/generate-certificate-signing-request
mailto:tcs_support@adp.com
mailto:ADPTaxCredits_Integration_Support@ADP.com

