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Background

The Work Opportunity Tax Credits (WOTC) is a Federal tax credit available for employers who
hire individuals from certain target groups that have consistently faced significant barriers to
employment. In this document, we outline the steps involved in implementing an integration
that allows SAP SuccessFactors to exchange information with ADP Tax Credits, a vendor on the
Partner Edge PE Build program of SAP.

In This Guide

This implementation guide provides instructions that will assist in the process of deploying and
configuring the ADP Tax Credits Connector in your organization's SAP SuccessFactors and SAP
Cloud Platform Integration tenants. The intended audience for this document is the SAP
SuccessFactors Integration Implementer, and the steps described here may vary depending upon
the customer configuration of those systems.

Customer Customer using the SAP SuccessFactors Recruiting capabilities
and requiring supplemental services provided and supported by
ADP Tax Credits.

Implementation Guide Document to assist Implementers who are configuring SAP

SuccessFactors and SAP Cloud Platform Integration (CPI) to
integrate with ADP Tax Credits. In this document, SAP
SuccessFactors refers to the SAP SuccessFactors tenant.
Implementer(s) The Implementer(s) is the individual or group of individuals
responsible for configuring SAP SuccessFactors and SAP Cloud
Platform Integration and deploying the connector. In this
document, System Integrators and Implementers will be used
interchangeably.

SAP generally recommends that the customer engage an
appropriate SAP Cloud Platform Integration Certified
Consultant(s) when deploying any connector.

Recruiting/Hiring Manager The Recruiting/Hiring manager is responsible for creating the
job requisition, configuring the assessment in the job application
and moving the candidate forward in the job application process.

Copyright © 2019 ADP, LLC. ADP Confidential.
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ADP Tax Credits Connector for SAP SuccessFactors

The ADP Tax Credits Connector for SAP SuccessFactors has been designed, developed, tested
and documented by ADP with SAP guidance and oversight. The connector facilitates the flow of
data required between SAP SuccessFactors and ADP Tax Credits for specific use case(s) and is
not intended to address all use cases customers may be interested in. The customer benefits by
receiving pre-built, pre-tested, documented, partner-maintained connectors that minimize
implementer's effort as compared to custom connectors for the specific use case(s) addressed.

Only a customer or an SAP SuccessFactors/Cloud Platform Integration System Integrator can
configure and test the functionality described in this guide. ADP can assist by providing this
guide but setup of SAP SuccessFactors and SAP Cloud Platform Integration tenants, security,
business processes, or any other related configurations on the SAP SuccessFactors or SAP
Cloud Platform Integration side is the responsibility of the customer.

Functional Objective

This connector will enable SAP SuccessFactors clients to take advantage of the Work
Opportunity Tax Credit, by integrating the ADP screening, eligibility, and hire notification into
the related SAP SuccessFactors flows.

SAP SuccessFactors Assessment

The ADP Tax Credit Connector for SAP SuccessFactors leverages the SAP SuccessFactors
Assessment framework, which means clients can assess their candidates at different stages of
the job application, from “New Application” to any downstream stage of the job application
workflow.

Connector Overview

The ADP Tax Credits WOTC integration is implemented within the SAP SuccessFactors
Recruiting and Employee Central modules, with the Employee Central module being optional.
The screening questionnaire and processing/presentation of the eligibility result is implemented
using the standard SAP SuccessFactors Recruiting Assessment functionality.

Copyright © 2019 ADP, LLC. ADP Confidential.
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e (andidates complete the screening questionnaire as part of their job application process

e The exact stage when the assessment is taken can be chosen by the customer

e The eligibility result for each screening questionnaire is updated within SAP
SuccessFactors and made available to Recruiters/Hiring Managers

e When a candidate is hired, the relevant hire information will be provided to ADP. If a
client uses only Recruiting module, the notification from Recruiting module will be used,
and if a client uses both Recruiting and Employee Central, the notification from
Employee Central will be used.

Data Flow

When applying for a job in an SAP SuccessFactors system with the ADP Tax Credits Connector
deployed, candidates will be directed to ADP to complete the screening assessment as part of

the job application flow. ADP Tax Credits will determine their eligibility for various tax credits

and provide the eligibility result information back to SAP SuccessFactors. When the candidate
is hired in SAP SuccessFactors, the required information is provided to ADP.

System Requirements

The ADP Tax Credits integration is intended for SAP SuccessFactors clients using the
Recruiting module. The use of the Employee Central module is optional. Clients will also need an
SAP Cloud Platform Integration tenant to host the Connector.

Candidates can complete the screening assessment using either a desktop or a mobile device.

Transport Protocols & Authentication

All web service communication is via secured HTTPS/TLS channels.

SAP Cloud Platform Integration Web Services are SOAP/XML-based web services that are
secured with username/password embedded in the XML payloads.

ADP Tax Credits web services are secured with mutual authentication (X.509 certificates on
both SAP Cloud Platform Integration client and ADP server). ADP web services also implement
OAuth2 client credentials authorization.

Copyright © 2019 ADP, LLC. ADP Confidential.
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ADP Tax Credits Configuration

Follow the steps in the sections below to configure ADP Tax Credits systems to be integrated
with SAP SuccessFactors.

Provide Consent for ADP to share information with SAP SuccessFactors

Once your Organization has completed testing the integration on your test Tenant, it will be
subscribed to use the Connector in ADP. After that, you should receive an email asking for
permission by ADP to share information with SAP SuccessFactors. Follow these steps to
consent to this request:

Click on the View Request button on the email you received
Enter your credentials and click on the Sign In button
Review if the app is the correct one

Review the permissions being granted to the app

Click on the Allow button

akFswh =

—
- .- Lirwecss Pacumt - Manage 4TML ]

Connection Request

| oo I

| Thaek yu for susecriding T ADP - SAP O WOTC from 207, LLC Swough ADF Harketpiscs.

: s order 10 wctvwe te Friegraton of your ADS dats witt ADF « SARCH  WOTC, ADP must obtas your permispon 1o tiste e deta share mth AD9, LAC.

’: Prosis Soiect T “View Regest” Sutton Delow 12 DS If you G2 ML provide peur SRrmisson, your ADP Cata il fOL D Shired WIth BN DaFtner 402
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v Al write pccess into AL systerms for

NINATG Tax Credt SCraonngs
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C O | @ Securn | hitps/adpapps sdp com/conseot

Consent Request
C‘ ADP - SAP CPI WOTC

requests your permission to;

o Allow wrae ncoean Tizo ADE wystemy for

Good job! This app is now connected to your
ADP workforce data.

We've recorded your cansent successfully. No furthers actian |Is required.

SAP SuccessFactors Configuration

Follow the steps in the sections below to configure your organization's SAP SuccessFactors
tenant for the ADP Tax Credits integration.

Enable APl access
Follow these steps to enable web service integrations.

Login into the SAP SuccessFactors Provisioning page

Click on the name of your organization

Click on the Company Settings link

Under the Web Services section, mark the SFAPI checkbox (ignore the warning of

deprecation)

5. Under the Web Services section, make sure the Disable OData API checkbox is not
checked

6. Click on the Save button

=W+

Example:
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Log On

E-Mail, ID, or Login Name

Pro\“S'onlng E-Mail, 1D, or Login Name

Password

Password

Register

Forgot password?

SAP° ID Service
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SuccessFactors Business Execution Suite™ PROVISIONING
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Configure APl Access
Create the Security User

Follow these steps to create the user whose credentials will be used by the connector.

Log into the SAP SuccessFactors tenant

Access the Import Employee Data page

In the action dropdown, select Download Template
Enter the following information:

PN
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a. Select an entity: Basic Import
b. File Encoding: Unicode (UTF-8)
5. Click on Generate Template
6. Open the downloaded file and enter the following information on a new row:
a. STATUS: active
USERID: apiuser
USERNAME: apiuser
FIRSTNAME: API
LASTNAME: User
EMAIL: <enter your email>
MANAGER: NO MANAGER
HR: NO HR
. DEFAULTLOCALE: enUS
7. Save the file
8. Backin SAP SuccessFactors, change the action to Import Data and enter the following
information:
a. Select an entity: Basic Import
b. Choose a File: <the file you edited>
c. File Encoding: Unicode (UTF-8)
d. File Locale: English (United States)
9. Click onImport

S@e he a0 o

Example:

A  Admin Canter

re us Imports Verson import Employee Data Gao ta Cormmunity Center | Admin Resources | Handout Buaider

Download Template

yoddng

Basic iImport

*File Encoding Unicode (UTF-8)

Back to Agdmn Monitor Job Generate Templam
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STATUS  USERID s marme st Naeny Neckrame Mioale NeLant Seme St Title Gengar Bl Marager Mamarn Bq Oepartme Job Code Oiviuon  Location Tirrwe Zome Wire Datw Smgricoges Buniness | B
1 mtvw  APLRER apluwer AR Ut L. braem NG VAN NO_HIR

[ Admin Canter

Switch 10 Pravious Impaorts Viersion import Employes Data Go to Cormmunity Center | Admin Resaurces | Handout Bisider
*Select the action you want 10 perform: Import Data
< 1 an entity Basic Import More Options E‘
o
*Choase File BasicUserinfoimportTemplate SFPARTO3700 Browse, §
*Fie Encoding  Unicode (UTF-8)
*Flls Locale  English (United States)

Date Format. MMddhyyyy

Back to Admin Maonitar Job Validate import File Data m

Create the Permission Group
Follow these steps to create the Permission Group:

Access the Manage Permission Groups page

Click on Create New

On the Group Name field, enter APl Access

Under Choose Group Members, select Username in the dropdown
Search for apiuser

Mark the checkbox next to the user name and click Done

Click Done again

NoukswNh

Example:
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f,:H Admin Cantor () Searth cnons 1 -_p @ Aanya Singh (aladmin}

Admin Center

Manage Permission Groups

I Type growp rame <
& CreateNew ) Impon Ssatic Groups lems per page 10~ | Page 1 of72 ¥

Group Name User Type Static or Dynamic Actrve Membership Last Moditlea 4

Agrmr mployse Dynamac i J019-08-18 Iake Acpgn (v
Al Ermployess sact Sandbos Regrultery snd Onboure Ergloyee Dynamic 1040 20480911 Toke Action &
Emplayes Dynamic g JOl8.08-24 Take Act -

Employee Dynamic 3 2018-08-13 >l

Employee Dynamic i Tak= &cppoly.

Evployse Dynamic 1 2018-08-11 she Acoon [y,

Payroll Adwan - Frynce Eroloywe Dynamic i 2035:08-11 Tabe Action (@
N SiNgaRRE Empioyee Dymamic i 20180606 T3k Ags \J

Eaviodl Aammin - Masyvsis Employee Dynamic i 2018-06-05 Taks Acion >
Sayroil Agmin - Hong & Employee Dynamic 1 2018-06-05 Take Action (v

16

Copyright © 2019 ADP, LLC. ADP Confidential.




Always Designing
for People™

Permission Group

Definition Granted Permissson Roles
)
dor
Type a name for your group. Then choose who you want 1o include in the group
- ’ Me C e
Upzat
Group Name: . APl Accems 0 -
User Type Erployee |\
Choose Group Members: ™0 Tou can inchuse multiiie Pesgle Poots in o vanw grse See somnnies
¥ People Pool
Sick iD Lg% -

Uierrame

A arvries category

Aad ner Pe

Exclude these people from the group:

¥ People Pool

;‘ L T T T T, . m-.—i-—:l 29 )
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Permission G

Search Results

Search and Select tems KL < > B Selected ltems

Select All | Sefece None

Aphaer

Name
[.}_’ apmer

Create the Security Role

Follow these steps to create the Security Role and add it to the Permission Group created on
the previous section:

1. Access the Manage Permission Roles page
2. Click on Create New
3. Enter the following information:
a. Role Name: API User
b. Description: Grants access to APIs
Click on Permission...
5. Add the following permissions:
a. General User Permission
i. SFAPIUser Login
b. Manage Integration Tools
i. Allow Admin to Access OData API through Basic Authentication
c. Recruiting Permissions

=
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L.
il.
i

SFAPI Retrieve Assessment Order Permission
SFAPI Update Assessment Report Permission
OData API Application Export

6. ClickonDone

(. Under Grant this role to..., click on Add...

8. Click on Select...

9. Search for APl Access, mark the checkbox and click on Done

16. Click on Save Changes

Example:

A  Admin Canter @ Aanys Singh (aladmn)
~
Admin Center
Be ) T e =< T 0 al min & p Har i Bukd
. . .
Permission Role List
Different users should have affecent acoess to e informavaon in the applicaton. A /ve COMrIois the ocoess S 3 Uer (0 a proup) Nas 10 e Appicaton o empioyee oMa
Each role has as own set of sccess permistions that you defime You can a0 limil exactly whal 8 group can
Type role name. ., Q
'd
O Create New flems per page 10 " Page 1lors 2 g
=
Permission Role User Type Description Status  Created From  Last Moditied Actian
Syateon Agm System Agmin ACTIVE 2019-05-07 Iake pcton
Sressntaton we ACTIVE L lake pcion
Hong Managers ONE Helng Managan ACTIVE 9-0505 Tabs wction
3 1 Hogent Yorkiorrs Marager Sedf Sarvice ACTIVE 90505 Take
A0SR 53 Marager Seif Service ACTIVE 2019-0540% Tahs ReLK
MES Manager Selif Service ACTIVE S0L9-06-0% Ioks scmn
= avroll Agrren PCC_Payroll_admmn ACTIVE 20590505 Take wction
Apprentics Sooe Apprentics Supanisa 1 05 Take scrir
HR AL for £ v Maraging HR Processes and User Info ACTIVE 20190505 Taky
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Admin Center

Back w0 Admin Center Go To Customer Community Admin Resources

Permission Role Detail
1. Name and description

* Role Name: | AP USEI‘I

Description:

Grants access to APls

2. Permission settings
Specify what permissions users in this rale should have.
Permission...

3. Grant this role to...

Select a group whom you want to grant this role to. You may want a group of users to manage employee records for a certain group of employees.
For example, maybe a department manager should edit records within her own department.

Add...

Save Changes [R®==)

20
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Permession settings

@

Specily what permissions users in this role should have O #= Access period can be defined at the granting rule level.

SAP System Configwation

I’

Parmisaion

Continuoys Performance
Managernent

Ganeral User Permissicn
MDF zing Permissions
Reports Parmission
Analytics garmisylons
Succession Planners

Manage Recument Genetation

Copyright © 2019 ADP, LLC. ADP Confidential.
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SFAPI Retrieve Job Applicant Permission ©
Recruiter RMK SSO Parmission

Recruiting Marketing Advanced Analytics Permission ©
J Access Advanced Analytics with Detalls ©

¥ SFAP! Retrieve Assessment Order Permission
¥ SFAPI Update Assessment Report Permission

Careers Tab Permission
Delste Job Requistions

2 Enable Calendar
2 Enable Interview Scheduling Perméission
 OData APT Application Create ©

OData AP1 Application Export ©
0OData AP1 Application Audit Export ©
OData AP1 Application Update O
0Data API Canacate Creats ©

= QOData AP1 Candicate Export &
J OData AP1 Candiciate Update O
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Grant thss rode to

Define whom you want to grant this rola parmission to,

w Grant role to
0 Permission Group. v

None Sslacted Salect

Allow thair manager 10 have the same permission access

1 v level(s) up (for example: Direct manager is 1 lovel up

Exclude Grargad Usar from hav ng the permission SCCess o hamherssl

Wl mae sl

m Cancel

22

Copyright © 2019 ADP, LLC. ADP Confidential.




Always Designing
for People™

"Salect the permission group you wish to grant this role to
Search and Select ltems K< Pagel 1 of7 2 ¥ Selected ltems

Betntd Al Sadoct Nane

k’lease enter your keywords

Name

Agreen

Adevn Dizplay

All Empioyees excl Sandbos Recruners and Onboasders
AP Azcess

Appntics

Apprentico Supervisor

Best Run Japan

BestRun Molongs Group for Executive Search

Remove Password Expiration
Following these steps to configure the password of the security user to not expire:

Access the Password & Login Policy Settings page
Click on Set APl login exceptions
Click on the Add button
Enter the following information:
a. Username: apiuser
b. Maximum password age (days): -1
c. IP addressrestrictions: <enter the IP of the SAP Cloud Platform Integration
tenant>
5. Click on Save & Close

FwhNhH

Example:
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& Admin Canter

& Singh (sladmn)

Admin Center

Beck 10 Admin Cente

Jse (9e PARE 10 sel the Pattw

Password & Login Policy Settings : Applied to All Employees

od Doy

Minimum Lengm

Macmum Length

ty diflecen
| i Add

Haema per page: 10 v

Mixed Case required

Minimum Password Age (In days

Shawing 1-1 011

Username ¥ Last name Fiest name Maximum password age(days) 1P addreas restrictions Last modilied date Last mac
69 045 Us 1. i
— o “ = i;; ;.'; ;.;;:55 2009-06-04 17:05:48.0 steomun
Maxinum Succe Fallog Login Ame 0
- dzal a ¥ } v a 1 p. e tailed " »” . vo-tiol ; -
Cose Semitve (recommencied 2
AL g 1
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Create New User Security Setting

llze this page to create a new user security setting

Username: *  |apijuser

Maximum password |4
age(days):” Set to -1 keep password not expiring (not recommended)

IP address restrictions:®  Apply the maximum password age only when user is accessing from the following IP
address(es) (for example 10.20.30.41, 10.20,30.40-10.20,30.50):

10.20.30.41

[ Cancel || Save & Close |

Enable Assessment Integration
Follow these steps to enable the Assessment integration.

Login into the SAP SuccessFactors Provisioning page

Click on the name of your organization

Click on the Company Settings link

Mark the Enable Assessment Integration checkbox under the Recruiting section
Click on the Save button

akFwNhH

Example:
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Create the ADP Assessment Vendor
Follow these steps to create the ADP Assessment Vendor.

Log into the SAP SuccessFactors tenant

Access the Manage Assessment Vendors page

Choose Export and click on the Submit button

Download the file

Edit the file to include or enable the ADP Vendor (see the attached example file below)
Back on the Import/Export Assessment Vendors page, choose Import

Click on the Choose File button

Select the file

Click on the Submit button

Voo~ WN
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Example Assessment Vendors file:

Exarmple-Assessment-Vendom.crv - Motepad - 8] X
Ele Ede Fgrmat Yew Help
ExternalPartnerCode,clientld,active -~
ADP, ADP, Y
AN, KON, N
ASCEND, ASCEND, N
ASPIRING_MINDS,ASPIRING_MINDS,N
ASSESS , ASSESS,N
ASSESSMENT_SYSTEMS ,ASSESSMENT_SYSTENS N
AXION, AXTIOM N
BERKE,BERKE,N
8100LE,BIDDLE, N
BRILLIANTHIRE , BRILLIANTHIRE N
CAMMIO, CAMMIO, K
CAPPCO, CAPPCO, N
CAPP_ASSESSMENT, CAPP_ASSESSKRENT N
CARE_ADVANTAGE , CARE_ADVANTAGE , N
CARTEL _SYSTEMS ,CARTEL_SYSTERS,N
CERTIPHI ,CERTIPHI N
CHECKSTER , CHECKSTER, N
CHEMISTRY , CHEMISTRY N
CHEQUED , CHEQUED, N
CRITERIA,CRITERIA,N
CUBIKS,CUBIKS,N
CYQUEST,CYQUEST N

< »

inl Cell

Example:

Admin Center

C R pep— -

ImportiExport Assessment Vendors

e
Choows P Ciuass Fin 1o 0 I

* e

Sdwn

Create the ADP Assessment Vendor Package
Follow these steps to create the ADP Assessment Vendor Package.

1. Login into the SAP SuccessFactors Provisioning page
2. Click on the name of your organization
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3. Under the Managing Recruiting section, click on Import/Export Assessment Vendor
Packages

Choose Export and click on the Submit button

Download the file

Edit the file to include the ADP Vendor Package (see the attached example file below)
Back on the Import/Export Assessment Vendor Packages page, choose Import

Click on the Choose File button

. Select the file

10. Click on the Submit button

O 00 ~N o Ol

Example Assessment Vendor Packages file:

7| Example-Assessment-Vendoe-Packages.cav - Notepad - a x
fle  Ednt Format  View Help
lvendor'ld ,packageCode, reportPackagelode, comparisonGroupld,shortName,pt_BR,es_ES,nl_NL,en_DEBUG,k
o_KR,en_US,ru_RU,fr_FR,ja_1P,de_DE,zh_TW,en_GB,zh_CN,pt_PT
ADP ,ADP WOTC Pack,ADP WOTC Report Package,123,ADPWOTC,Triagem para WOTC,Cribado de WOTC,WOTC
Screening, ,WOTC Screening,WOTC Screening,WOTC Screening,DABpistage WOTC,WOTC Screening,WOTC
Screening,WOTC Screening,WOTC Screening,WOTC Screaning,Triages para WOTC

Example:
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Managing Question Library

Import New l’} 185 bon Library
Quastion Lbranss

Managing Plan Template

imoort/Undate’Export Goat Pian Template

t/Undaie'Export Vanabie Pay
oi/Undate/Expod Davel
nod/Undale/Expor L eam ;
imood/Undate/Expord Career Worksheet Temaixs

Managing Recruiting

Import/Undate/Expont Job Requisition Temgiats
Eda Job Requisiton Appication Template
Eda Event Application Template

Apohcant Status Confiquration

View Data Dictionary for Ad-hoc Reporting

{ wiate Profée Template

) date Prvacy Oplions

View Confiouration Dependency Manager Tree
Job Requisition System Field Labsls

a1 Candi

Reg"ulmg \P Jf ‘.v v .EJ Satyp

'uc ngl;h}_ﬁx arnal Agpl
mmw Reporable (\z,

Configure Custom Tokens

Impont Background Check Transformation Tempiate
m port O "oge, r,]n.) Trwst'uml Q'\ ﬁ!‘lfﬂ

ate to employee mtegration template

FT‘M'EWQ E )
Import/Export Assessment Vendor Packages
= s v \'\_
Configure Recrutting Marketing Datacenter URL
Partner Settings
E r" 2(' \ -pqr-l Qr' : r'! r“)

Vlintegration Settings
Letvs News Imegration Settngs
First A'I."i-"x"';gﬂ Inteqrabon Q::['.‘ngi

Managing Project Team Templates
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SuccessFactors Business Execution Suite™ PROVISIONING

- Import/Export Assessment Vendor Packages

Chooes Fie Doow Fam N3 Yo e

SuccessFactors Business Execution Suite™ PROVISIONING

e Import/Export Assessment Vendor Packages
facrons

Choaes Fie Roow B N e Cwene

Modify the Job Requisition template

30
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Follow these steps to make sure that the Job Requisition page shows fields Hard Stop (optional)
and Assessment Association, and that the results of the WOTC assessment are shown when
reviewing Job Applications.

1. Login into the SAP SuccessFactors tenant
2. Access the Manage Templates page
3. Click on Recruiting Management
4. Click onJob Requisition
5. Repeat these steps for every active template:
a. Click on the template name
b. Click onthe 102 Fields defined. Click to Modify link (the actual number will
depend on the tenant's configuration)
c. Make sure the standard field assessment is defined with Field Type of derived
d. Optional: make sure the standard field hardstopStatus is defined with Field Type
of picklist and Picklist ID of JobRegStatus
e. Click on the Done button
f. Click on the 23 Field Permissions defined. Click to modify link (the actual number
will depend on the tenant's configuration)
g. Make sure the Recruiter role has write access to fields hardstopStatus (optional)
and assessment for all statuses
h. Click on the Done button
i. Expand General Settings and click on Application Status Configuration
j. Click on the Feature Permissions defined. Click to modify link
k. Make sure the feature type assessmentintegration is defined for statuses
Default, Phone Screen, Scheduled, Passed and Failed, with the proper roles
assigned
l. Click on the Done button
m. If changes were made, click on Publish
Example:

31
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N Admin Contar « Search for actons of people v .‘:‘:~ 'J:) (9 Aanya Singh {sfadmin)

Watch a 2-mimuste Tutoria A

Admin Center > Manage Templates

Weicome Performance Review Goal Plan 360 Multi Rater Development Recruiting Management

poddng

Please select the type of template you want to configure

Job Requisition

Job Application
Candidate Profile
Offer Detadl
S - 38 S M / (') 2 <
m Admin Centar L& Search for actions of peape v FALS (G2 Aarvys Singh (sfadrmin)
: Watch a 2-minute Tutoral ~
Admin Center > Manage Templates
Weicome Performance Review Goal Plan 360 Multi Rater Development Recruiting Management
This is your list of Job Requisition templatss.® More
Shaw Active Templates Only
o
4 Back O Add A New Template 5
Template Name Active Version Updated Template Description §
Basic Job Req v 4 120092014 Simple Job Requisition
CAN Job Requl 1 12092016 CAN Job Regqusition
ndia Job Requesition B 12/09/2014 India Job Requisition
Job Requisition (SB) ) 11 12092014 Basic Job Requisition for SandBox
Job Regursition with GO/FO 1 12/0%2014 Simple Job Requisition
Simple Jub Requisition 4 120092014 Simple Job Requisition
Standard Job Requisttion v 2 12/032014 Standard Jab Requisition with GO/FO
Standard Job Reguisition - India & 12092014 Standard Job Requisition - India
Standacd Job Requition with GOFO 4 12/092014 Standsrd Job Requisition with GO/FO
US Job Requisilion 1 120032014 US Job Requisition

32
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)
ﬁ Admin Center v Q Search for actions or people ﬂ (y @ Aanya Singh (sfadmin)

N

Admin Center > Manage Templates > Job Requisition Template (version Number 32)

@ Publish | @ Cancel

TEMPLATE SETTINGS .
9 View Audit Trail

Y/General Sattings | Template Name * : |Standard Job Requisition
Application Status Configuration Add More+
Application Template | NXGEN Candidate Detail Info Template v |
© Add New Name: )

Minimum Posting Days: |g

Minimum Internal Lead |[g
Days:

Template Description: |Standard Job Requisition

Template Last Mocgfaite: 12/09/2014

Supported Languages: | 5 v

Joddng

Default Listing Layout ID: |2

Assessment Scale: | |ntScale Y.
Reverse the Assessment True ® False
Scale:

102 Fields defined. Click to modify.

23 Field Permissions defined. Click to modify.

2 Button Permissions defined. Click to modify.

0 candidate email permission defined. Click to modify.
0 Candidate SMS Permission defined. Click to modify.
1 Listing Fields defined. Click to modify.

1 Mobile Fields defined. Click to modify.

33
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‘ Required: True ™ False
¥ Standard Field 49 ‘
Field-ID *: |assessment Y|
Field Type * : | derived v
Field Label *: Assessment association
Add More+
Field Description: | Assessment assofiation I
Add More+
Required: ‘' True ® False
¥ Standard Field i’
Field-ID *: | hardstopStatus v
Field Type * : picklisi v

Field Label * : Hardstop Status
Add More+

Field Description: | Hardstop status for asses

Add More+
Required: ) True @ False
Picklist ID * : jobReqStatus v
Parent Picklist Field id:

Add ¥

| |

- -
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Field Permissions ®
Add field permission ¥
¥ Field permission G
Field Permission Description: Job code Permissions
Field Permission Type * : )Nfitg Fpaigsiqni
Field Permission Role Name * : All ®Selected Recruiter (R) v
Field Reference ID *: | Multiple (2)
Field Permission Status * : Select all > 4
I:I accommo |
¥ Field permission D adCode &0
Field Permission Description: D agencyRosing
iel ermission Type * :
[] budgetea
Field Permission Role Name * : v
D comment
Field Reference ID * : D commission
D competencies
Field Permission Status *: ) v
I:] corporatePosting
¥ Field permission [] costCenter_obj &0 ‘
[:l costCenterCode
Field Permission Description: D costOfHire
|:| country

35
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A Admin Center

@ Publish

TEMPLATE SETTINGS

O Add New

9 Cancel

A .‘!O (9 Aarvys Singh (sfadmin)

~

Admin Center > Manage Templates > Job Requisition Template (version Number 32)

- General Settings Application Status Configuration defines the spplicant status set for requisitions
. created from this XML template. The applicant status set is used to manage the
Application Status Configuration steps through wiich applicants are routed duting the hiring process, and ranages

the interaction between staluses and feature permissions, in multi-stage

appecall

Application Status Configuration Name:!

n environments, it also manages the interaction between staluses and
application field-parmissions

Standard Status Set v

23 Fiold Permissions defined. Click to madify

A48 Feature Permissions defined, Click to moddy,

poddng

Feature Parmission Description: The following roles can & I3
Feature Permission Type *:  assessmentintegration
Feature Permission Role Name * : 2 Multinle (B
All ®Selpctad i
Feature Parmission Status *:  Default
=
¥ Feature permission T
Feature Permission Description: The following roles can Iz
Feature Permission Type *:  sssessmentintegration
Feature Permission Role Name * : ’ Multiota (6
All ¥ Selected _mad\ M
Feature Permission Status * : | Phone Screen -
¥ Feature permission b |
Feature Permission Description: The following roles can Iz
= Feature Permission Type *: | assessmentintegration
Feature Permission Role Name * ; . L Multiode (6
All ™ Selected - [
Festure Permission Status * :  Scheduled
Cancel
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Create APl user in SAP Cloud Platform Integration

Follow
hosted

the steps below to create the SAP P-user account that will be used when calling APIs
by SAP Cloud Platform integration. The credentials of that account are needed on the

subsequent sections of this document.

1. Click onLog On. Choose Register in the pop-up window
2. Enter all the required information on the register screen. The activation link shall be sent
to the email address provided by you on this screen, so enter a valid email address
3. You will receive email for activating the new user
4. Click on the activation link - once activated, your registration is complete. You shall be
directed to the following page
5. Click on Go to Account Settings to get your user details
6. Now go to your SAP Cloud Platform Accounts cockpit, choose the sub-account of your
Cloud Platform Integration tenant and click on Members
(. Add the P-user that you picked in step 5, assign all the required roles and add a relevant
description for future reference
8. The user is successfully added to your Cloud Platform'’s sub-account
9. Go to Security —> Authorizations —> Users. Enter the P-user you just added
10. Click on Assign
11. Choose the following values:
a. Subaccount: <select the subaccount associated with your SAP Cloud Platform
Integration tenant>
b. Application: <select the SAP Cloud Platform Integration application (usually ends
with “iflmap”)>
c. Role: ESBMessaging.send
12. Click on Save
13. The technical user is ready to use
Example:
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Registration

Tell Us About Yourself

First Name "
Last Name °
User Name

E-Mail "

Set Password

Password

Re-Enter Password

Tell Us About Your Company

Company
Country * Select i

Terms and Conditions

| acknowledge that | have read SAP.coms Privacy Statement *

| have read and understood the Terms and Conditions of SAP.com. *

*Required

|

. 7Cloud Platform
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: ‘ » ' - - c [ O CAT
: Y o The Best.Run Businesses Run SAP E! 4 ! ;

Dear R Ssaana)

Thank you for registering with SAP ID Service. To activate your account for SAP.com, click the
link below

Click here to activate your account

If the link above is not displayed or does not work, copy and paste the link below to the address
bar of your browser

hitps //blogs sap com/2IDSactivation=1148281508BEE616AEDFSF DAZEOBAET
6571112D99CCFA96B7626CE4490F0DD6B596121C004EBA13E914D7391A1D5376830DD4

Best Regards
Your SAP ID Service Team
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Public Profile Visibility

Do you have questions you want answered or expertise you want 1o share? Then you'll want 10 participate in the SAP
Community. the social network for SAP professionals Access your account settings and change your privacy settings! Cick
akow your profiie to be dispiayed publicly and enjoy the benefits of connecting with your peers! (If you have previously

linked profiles, this privacy setfting will apply to all of them). Learn more

You can change your pubiic profile visibility by opening your accoun! setlings and changing your Privacy sefting to “Allow”
Go to Account Settings Browse Anonymously

Please note the following:

« If you are seeing this page and you previously had a public profile, then your profile is currently hidden If this profile
was linked 1o others, all of them are now hidden

o On any SAP Community content that you previously created with this account or any accounts inked to it. your
personal information is replaced with genenc information until you aliow your profile to be displayed pubiicly

* You will not be able to participate in the SAP Community with a hidden profile

« If you do not want your profiie to be dispiayed publicly, you can still browse SAP community content anonymously

Account Settings

Login Settings Communication Settings
’ : Y iniaihirisabneris S sliostaling Commsrabumn, s ol e
]
' SAP muay contact me by phone
ity eyl
SAF muy contact me by ema
AN
,W (it Commmmuanic ation Setting

Passwomn tee Email Notification Settings

Chrsnane
Lo ) atud AP ret s @1t pos = WA V1 rr O v by e

To enabie omad notthcations please make

your peofide puble

Privacy Settings

41
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Enter up to 100 SAP user IDs. T

User IDs: 1. \ [ 2.

P2000535742 Adminkitrator (Cradel

Devs per ." jefine

Support User (predefined role

pplication User Admin (predefined role
‘ nnect Admir predefined role

3.

Comment (optional, visible to all members): o .

Technical User as a support user

Add Members

42
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= SAP Cloud Pratfoem Cockpe

Assign roles to user S0020241168

Configure the Event Notification Subscription
Follow the steps below to subscribe the Connector to the Event Notification.

14. Log into the SAP SuccessFactors tenant

15. Access the Event Notification Subscription page

16. Click on the Subscriber tab

17. Click on the Edit Subscriber button

18. Click on the Add Subscriber button

19. Enter the following information into the newly added line:
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a. Subscriber Id: ADP
b. Name: ADP
c. Group: ADP Group
20. Click on the Save button
21. Click on the External Event tab
22. Click on the Add New button
23. Enter the following information:
24, Event Type: rcm assessment alert V2
25. Subscriber: ADP
26. Protocol: SOAP OVER HTTP HTTPS
2. Endpoint URL: https://<host name for your organization's SAP Cloud Platform
Integration tenant>/cxf/ws/vendor/CreateRCMAssessmentRequest

Example of an Endpoint URL: https://p******-
iflmap.hcisbp.us3.hana.ondemand.com/cxf/ws/vendor/CreateRCMAssessmentRequest

28. Authentication: BASIC

29. User: <the user name of the SAP Cloud Platform Integration account that will be used>

30. Password: <the password of the SAP Cloud Platform Integration account that will be
used>

31. Click on the Save button

Please note that the actual URL will be generated after the ADP Tax Credits SAP
SuccessFactors Connector Order Assessment Integration Flow is deployed to SAP Cloud

Platform Integration, so you may have to alter it later.

Example:

Li

Copyright © 2019 ADP, LLC. ADP Confidential.



https://p250035-tmn.hci.us3.hana.ondemand.com/cxf/ws/vendor/CreateRCMAssessmentRequest
https://p250035-tmn.hci.us3.hana.ondemand.com/cxf/ws/vendor/CreateRCMAssessmentRequest

Always Designing
for People™

Event Notitication Subscription

L L S T
e N

ot | et Gz S
e b ——
o e

- e

Configure the Hire Notification integration
Hire configuration can be configured in 2 ways -

1. Using Recruiting Module only
2. Using Recruiting Module and Employee Central

Follow the steps on the next sections in accordance with the customer configuration.
Configure the Hire Notification using Recruiting Module only

Manage Recruiting Templates

Follow the steps below to configure the Recruiting Templates, make sure you change to all
templates Under Manage Templates available in your SAP SuccessFactors Tenant.

1. Loginto the SAP SuccessFactors tenant
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Tk wN

o

g.
h.

Access the Manage Templates screen

Click on Recruiting Management

Click on Job Application

Repeat these steps for every active template
a.
b.
C.

Click on the template name
Click on the link labeled Fields Defined. Click to Modify
Make sure the following fields are defined:
i. currentLocation
ii. dateOfBirth
ii.. hireDate
iv. jobofferdate
V. ssn
vi. startDate
vil. title
Click on the Done button
Click on the link labeled Field Permissions defined. Click to Modify
On the Field Reference ID dropdown, make sure the following fields are marked:
i. Current location
ii. Date of Birth
iii. HireDate
iv. Job Offer Date
v. Social Security Number (unsecured)
vi. Start Date
vil. Internal Job Title
Click on the Done button
Click on the Publish button

If your template is successfully validated, then a new version will be published. Once published,
you will be able to see the updated fields in the SAP SuccessFactors tenant.

Example:
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Fields

| ¥ Custom field

Field-ID * :
Field Type *:
Field Label * :

Field Description:

Is Public:

Is Read Only:
Required:

Is Anonymized:
Is Sensitive:

Is Forward Intact:

Field Format:

Field-ID * :
Field Type *:
Field Label * :

Field Description:

Is Public:

dateOfBirth v

date v |

Date of Birth
Add More+

Provide your date of birth
Add More+

® True U False
True ® False
True ® False
® True U False
True '® False

® True ) False

criminalconvictionlabel
instruction Y

Instructions for Answering
Add More+

Add More+

True '® False
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 Admin Center > Manage Templates > Job Application Template (e
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Start Date  Higume— MM/DD/YYYY
General Attachments @ Attach a document
Hire Date \"’"'_——_ MM/DD/YYYY
Job Offer Date v MM/DD/YYYY
N—
Internal Job Title
N '
e Shortlisting Details
Recruiter Prescreen No Selection v/
Phone Screen Date MM/DD/YYYY

Phone Screen Details

Hiring Manager Short-List Rating No Selection v @
Assessment Attachments @ Attach a document
Base Salary

N g——
Addilional Candidale Piolile Delails

Known As
* Social Security Number (unsecured)

If Other State (please specify) T

Additional Application Information

If you cannot save the template in Admin Tools, the only option is to export the template in
backend Provisioning tool, make changes and re-import in Provisioning. An example of how to do
that is also available in the “Setting up Vendor as Assessment Vendor" section.
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sf https://salesdemo4.successfactors.com/provisioning_companies? pcoms_param_dest=pcoms_value_dest_comdetails&fbcom

actors V4 Pravision...

L

Import/Update/Export Goal Plan Template
Import/Update/Export Variable Pay Goal Plan Template
Import/Update/Export Development Plan Templates
Import/Update/Export Leamning Activities Templates
Import/Update/Export Career Worksheet Templates

Managing Recruiting

Import/Update/Export Job Requisition Template
Edit Job Requisition Application Template

Edit Event Application Template
Applicant Status Configuration

eporting
Edit Candidate Profile Template
— EOITCEUIgEE PTveaCy Upions

View Configuration Dependency Manager Tree

Job Requisition System Field | abels

Recruiting Secunty Field Setup

Application Field Labels

Internal and External Applicant Search Settings

Configure Reportable Custom Fields

Configure Custom Tokens
Import Background Check Transformation Template
Imnnrt Onhoarding Teansfnmmation Tem

Import/Update/Export Offer Detail Template
0 e Custom Fie quration seftlings

ot

Import/Export Candidate to employee integration template
——importExportiesessrent-vender-Fackamer—

Configure Recruiting Marketing Datacenter URL

Career Single Sign-On (S50) Settings

If you're making changes in Manage Templates Ul, ensure that you save your draft first and clear
out any errors before publishing. If you wish to revert to an earlier version, click on the audit
trail and download the relevant version.

Note: If you're making changes to Job Application templates, remember to add the permission

sections as well.

Configure Intelligent Services: External Connector

Follow the steps below to include a call to the connector on the event of a hire.
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Log into the SAP SuccessFactors tenant
Navigate to Admin Center
Access the Intelligent Services Center (ISC) screen
Search for the Update of Job Application Status event
Click on the event name
Click on Event Connector
Click on New Event Connector
Enter the following information:
a. Name: ADP Hire Notification Connector
b. Description: Notifies ADP when a Job Application Status is changed to "Ready for
Hire"
c. Endpoint URL: <the URL of the SAP Cloud Platform Integration
tenant>/cxf/ws/vendor/NotifyHire

NN WN

Example of an URL: https://p******-
iflmap.****** us3.hana.ondemand.com/cxf/ws/vendor/NotifyHire

d. External Event Version: External Event Alert

e. Authentication: Basic

f. Username: <the username of the SAP Cloud Platform Integration account to be
used>

g. Password: <the password of the SAP Cloud Platform Integration account to be
used >

9. Click on the Add button
10. Click on the Save Flow button

Please note that the actual URL will be generated after the ADP Tax Credits SAP
SuccessFactors Connector Notify Hire Integration Flow is deployed to SAP Cloud Platform

Integration, so you may have to alter it later.

Example:
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Event Connector

Select an Event Connector

o N C.

ANA SAP Ariba SAP Fioldglass CONCUR

QL servoenow

Office 365
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Event Connector

Select Connector LConnect

External Event Alert

None

58
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Configure the Hire Notification in Employee Central

Manage Business Configuration
Follow the steps below to configure the Recruiting Templates.

Log into the SAP SuccessFactors tenant
Access the Manage Business Configuration screen
Click on the employmentinfo entity
Scroll to the bottom of the field list
Add 2 fields with the following information:
a. Field L:
i. ldentifier: <select an identifier that is not already in use. Example:
custom-datel>

W
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i.. Label:Job Offer Date

ii.. Enabled: Yes

iv. Mandatory: No

b. Field 2:
i. ldentifier: <select an identifier that is not already in use. Example:

custom-longl>

i.. Label: Job Application ID

ii.. Enabled: Yes

iv. Mandatory: No

6. Click on the Save button

The value of the 2 identifiers will be needed on section Deploy the ADP Tax Credits
SuccessFactors Connector Notifier Hire Integration Flow.

Example:

1t salesdemod successialion.com, i)y wirm ytol i L XM TS AN ) " %1 ECT ' Q

» Empioyoe Central Employes Cantral  compintfo

L L

Vo
O wmwpmte ‘Menhe  coneinie

Cargernmm irkvmate )

= . Latsi
—
Ot sl - COMEEORI0N InbrTabi
33
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’ Esbiod ™
re <
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Trigger Rules

Permission the newly created fields

Follow the steps below to grant permission to the newly created fields.

1. Loginto the SAP SuccessFactors tenant
2. Access the Manage Permission Roles screen, under Admin Center

w

SuccessFactors

o ~N o0

Example:

Copyright © 2019 ADP, LLC. ADP Confidential.

Choose the Account who has permissions to Access "“Manage Pending Hires" in SAP

Click on the Permission button

On the popup, click on Employee Data

Make sure fields Job Offer Date and Job Application ID are checked on the Edit column
Click on the Done button

Click on the Save Changes button
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Admin Center
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Admin Center

Back % Agimin Cantat

|Ferm|sswn Role Detail |

1. Name and description
* Role Name:

System Admin

Description:

System Admn

2. Permission settings

SPECHYy WIE DErTESEIONnS LsErs I NS 10l YOk haee
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The two new fields - Job Offer Date and Job Application ID, added are shown below.

ion . I Sendce Dato v £
Compensation and Vanable Pay
Initial Stock Grant v v
Empioyee Dala Professional Sendce Date v " a
) Initial Grant v w
E c Eff D Option
Entities New Assignment Company v 4
Employee’a Firet Employment v v
e Contral - Compensaticn
Emsioy “ Contingert Viorker # v
Integration
Job Ofter Date v 4
Employee Central Import Entities Job Application 1D v -
ey T —
Employee Widgets ~
Bonua Pay Expiration Date v '
Emeloyee Views Nesw Matinn Empiloymant ’ E2
Talent Search Field Global Assignment Details 7 \View v Edit
Glabal I«ssg View Portiet o ‘
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Admin Center

e ek ltoe Crwugy endy

Permission Role Detail
1 Nerre 32d destription
Rola Nave Systen Admn

Descrigtion

S5 Adrw

Z Pemisaion attiagy

o 8

Refresh OData Metadata

Follow these steps to refresh the OData Metadata and make the new fields available for API
interaction.

1. Loginto the SAP SuccessFactors tenant
2. Access the OData API Metadata Refresh screen, under Admin Center
3. Click on the Refresh button

Example:
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Admin Center

Back 1o Admin Center

OData APl Metadata Refresh And Export

Refresh Metadaia

Cache: Refresh

Export MetzdatatoFile:. Export

Configure Intelligent Services: External Connector

Follow the steps below to include a call to the connector on the event of a hire.

Log into the SAP SuccessFactors tenant
Navigate to Admin Center
Access the Intelligent Services Center (ISC) screen
Search for the Employee Hire event
Click on the event name
Click on Event Connector
Click on New Event Connector
Enter the following information:
a. Name: ADP Hire Notification Connector
b. Description: Notifies ADP when a Job Application Status is changed to "Ready for
Hire"
c. Endpoint URL: <the URL of the SAP Cloud Platform Integration
tenant>/cxf/ws/vendor/NotifyHire

O ~NONOTE WN

Example of an URL: https://p******-
iflmap.****** us3.hana.ondemand.com/cxf/ws/vendor/NotifyHire
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d. External Event Version: External Event Alert

Authentication: Basic

o

f. Username: <the username of the SAP Cloud Platform Integration account to be

used>

g. Password: <the password of the SAP Cloud Platform Integration account to be

used >
9. Click on the Add button
10. Click on the Save Flow button

Please note that the actual URL will be generated after the ADP Tax Credits SAP
SuccessFactors Connector Notify Hire Integration Flow is deployed to SAP Cloud Platform

Integration, so you may have to alter it later.

Example:
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Event Connector

Select an Event Connector

S4

ANA SAP Ariba SAP Fieldglass

Office 36¢°

Copyright © 2019 ADP, LLC. ADP Confidential.

67




Always Designing
for People™

Event Connector

Select Connector Connector Optior

3 *

—

frert Detads Fioee L

vrgRue Las? saved Tue. Aor 9. 219 a¢ 375 P zy Aarns S L2sz putiasima oo, e & 003 = 257U by Aava e

Flow Rue

Fvers Noworng These are rw vdis set bor 1 l
rg Pues =
[
= Il
o Maeger rofficatel
= ron eTosyee b beef
ot Myrass

Narage:

68

Copyright © 2019 ADP, LLC. ADP Confidential.




L3P

Always Designing
for People™

SAP Cloud Platform Integration Configuration

Configure SAP Cloud Platform Integration to Trust ADP's Certificate

Before SAP Cloud Platform Integration can connect to ADP and consume its services, it must
trust the certificate that the ADP server presents. The trust store of your tenant may already
contain the root certificate that ADP uses, so first check the connectivity using the
Connectivity Tests functionality of SAP Cloud Platform Integration.

Check Connectivity with ADP
Follow these steps to test the connectivity from your tenant to ADP:

Log into your organization's SAP Cloud Platform Integration tenant
Click on Monitor
Under Manage Security, click on the Connectivity Tests tile
Enter the following information:
a. Host: iat-api.adp.com
b. Port: 443
c. Authenticate with Client Certificate: leave unchecked
d. Validate Server Certificate: make sure it is checked
Click on Send
Repeat the test for host api.adp.com

PN

o U

Example:
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SAP Cloud Platform Integration Data Services (@ (D
@ Overview / Test Connectivity
TLS S5H SMTP IMAP POP3
L
¥
o Request
*Host: | iat-api.adp.com
*Port: | 443
Authenticate with Client Certificate
¥| Validate Server Certificate
Response
o ) .
Successfully reached host at iat-api.adp.com:443
Certificates:

1 dn=CN=iat-api.adp.com, O="Automatic Data Processing, Inc.”, L=Roseland,
issuerDN=CN=DigiCert SHAZ Extended Validation Server CA, OU=www.digicert
subjectAlternativeNames=DNSName=iat-api.adp.com, DNSName=iat-accounts.ac
validUntil=Aug 87, 2821, 93:00:80
serialNumber=8x495E26FCAS244AEET@21E387B75448C3

2 dn=CN=DigiCert SHA2 Extended Validation Server CA, OU=www.digicert.com,
issuerDN=CN=DigiCert High Assurance EV Root CA, OU=www.digicert.com, O=C
validuntil=0ct 22, 20828, 98:00:00
serialNumber=8xC79A944B88C11952892615FE26B1D83

3 dn=CN=DigiCert High Assurance EV Root CA, OU=www.digicert.com, O=DigiCer

Download
i

Copyright © 2019 ADP, LLC. ADP Confidential.




L3P

Always Designing
for People™

If both hosts are successfully reached, then your SAP Cloud Platform Integration tenant already
trusts ADP's root certificate and you can skip the next section. If the test fails, then you will
have to import ADP's root certificate into the Trust Store by following the steps in the next
section. ADP's root certificate is usually valid for both test (iat-api.adp.com) and production
servers (api.adp.com), so importing the certificate from one site should resolve for the other.

Import the ADP Root Certificate into Trust Store

If any of the tests on the previous section failed, then you will have to import ADP's root
certificate into the SAP Cloud Platform Integration trust store.

Export the root certificate to a file

Follow these steps to export ADP's root certificate to a file.

1. From the failed connectivity test, uncheck the Valid Server Certificate Required
checkbox

2. Click on Send

3. Click on the Download Server Certificates button, located on the right hand side of
Server Certificate Chain

4. Extract the files in the zip archive to your local computer

5. Determine the root certificate by double clicking each file and verifying which one has
only one entry in the certification path. Currently, ADP uses DigiCert High Assurance EV
Root CA as the root certificate.

Example:

11
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= SAP SAP Cloud Platform Integration ®
‘ Overview / Test Connectivity
7
® TLS SSH FTP SMTP IMAP POP3 AMQP Cloud Connector
T
Request
Host:* ‘ api.adp.com
Port:* | 443 |
[] Authenticate with Client Certificate
[¥] Valid Server Certificate Required
Response
® javax.net.ssl.SSLHandshakeException: sun.security.validatorValidatorException: PKIX path
building failed: sun.security.provider.certpath.SunCertPathBuilderException: unable to find
valid certification path to requested target
Cause: sun.securityvalidator.ValidatorException: PKIX path building failed:
sun.security.provider.certpath.SunCertPathBuilderException: unable to find valid
certification path to requested target
Cause: sun.security.provider.certpath.SunCertPathBuilderException: unable to find valid
i
A

12
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= SAP SAP Cloud Platform Integration

4
Overview / Test Connectivity

TLS SSH FTP SMTP IMAP POP3 AMQP Cloud Connector

e N®

Request

Host:* | api.adp.com

Port* | 443 |
[[] Authenticate with Client Certificate

EJ Valid Server Certificate Required

Response

Successfully reached host at api.adp.com:443

Server Invalid
Certificate

> Server Certificate Chain

Copyright © 2019 ADP, LLC. ADP Confidential.
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» | Certificate >

General Details Certification Path

Certification path

Certificate status:

View Certificate

’This certificate is OK.

Import ADP's root certificate into SAP Cloud Platform Integration

Follow these steps to import ADP's root certificate into the SAP Cloud Platform Integration

tenant:

W

Log into your organization's SAP Cloud Platform Integration tenant
Click on Monitor
Under Manage Security, click on the Keystore tile
Click on the Add button and select Certificate
Enter the following information:
a. Alias: ADP Root Certificate
b. File: select the root certificate file exported on the previous section

6. Click on Add

7. Click on Confirm

8. Repeat the Connectivity Test to ensure the certificate solved the connectivity issue
Example:

T4
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SAP Cloud Platform Integration Data Services @ (D

@ Overview | Manage Keystore

Current Backup New SAP keys SAP Key History

d  Key Pair
% Entries (12) Filter by Alias Q | | Back Uy Add _ || Download | | C || %x
| Keystore
Alias SSH Key Actions
adp root i

Type: Certificate

Owner: Tenant Administrator

Walid Until. Nov 09, 2031, 19:00:00

Last Modified At: Feb 28, 2019, 10:28:53

apigeneric

oY

Type: Key Pair

Owner: Tenant Administrator

Valid Until: Mar 03, 2021, 18:59:59

Last Modified At: Apr 15, 2019, 10:27:13

google internet authority g3

oY

Type: Certificate

Owner: Tenant Administrator

Valid Until: Dec 14, 2021, 19:00:42

Last Modified At: Mar 08, 2019, 04:56:35

smtp.gmail.com

oY

Type: Certificate

E Owner: Tenant Administrator

Add Certificate

5 * | ADP Root Certificate

o * | DigiCert High Assurance EV Root CA cer

5
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/A Confirm Certificate

Could not establish trust to the certificates in the keystore.
You may confirm that you trust the certificate adp root certificate’ by checking the fingerprint.

Certificate Details

Owner: Tenant Administrator

Key Type: RSA

Key Size: 2048

Signature Algorithm: SHA1withRSA

Subject DN: CN=DigiCert High Assurance EV Root CA,OU=www.digicert.com,O=DigiCert Inc,C=US
Issuer DN: CN=DigiCert High Assurance EV Root CA,OU=www.digicert.com,0=DigiCert Inc,C=US
Serial Number: 0x2AC5C266A0B409B8FOB79F2AE462577

Version: 3

Valid From: Nov 09, 2006, 19:00:00

Valid Until: Nov 09, 2031, 19:00:00

Fingerprints

SHA-1:
5F:B7:EE:06:33:E2:59:DB:AD:0C:4C:9A:E6:D3:8F:1A:61:C7:DC:25

SHA-256:
74:31:E5:F4:C3:C1:CE:46:90:77:4F:0B:61:E0:54:40:88:3B:A9:A0:1E:D0:0B:A6:AB:D7:80:6E:D3:81:18:CF

SHA-512:

7B:9C:F0:79:B9:76:9D:FA:9E:B2:E2:8C:F5:A4:DA:99:22:B0:F8:0E:41:50:97:D3:26:BF:20:54:75:05:A6:AB:
1B:7A:C6:A8:38:46:D0:B8:25:3E:91:68:81:F9:15:88:97:4A:EC:84:4A:9B:31:C3;AD:CA:B3:AE:C8:9F:CD:07

Confirm Cancel
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= SAP SAP Cloud Platform Integration ®
? Overview / Manage Keystore / adp root certificate

/ g J

® Certification Path [ Rename ] [ Update ] [ Download ] [ Delete ]

el .

adp root certificate Getiert <

Alias:
adp root certificate
Keystore:
Current
Type:
Certificate
Owner:

Tenant Administrator

Version:

3

Serial Number:
0x2ac5c266a0b409b8f0b79f2ae462577
Subject DN:

CN=DigiCert High Assurance EV Root CA,
OU=www.digicert.com, O=DigiCert Inc, C=US
Issuer DN:

CN=DigiCert High Assurance EV Root CA,
OU=www.digicert.com, O=DigiCert Inc, C=US
Key Type

RSA

Key Size:

2048

Signature Algorithm:

SHA1withRSA

Valid From:

Nov 09, 2006, 19:00:00

Valid Until:

Nov 09, 2031, 19:00:00
¥ Fingerprints

[
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= SAP SAP Cloud Platform Integration ®
@ 4
Overview / Test Connectivity
4
® TLS SSH FTP SMTP IMAP POP3 AMQP Cloud Connector
ke
Request
Host:* ‘ api.adp.com
Port* | 443 |
[] Authenticate with Client Certificate
[¥] Valid Server Certificate Required
Response
5 ,
Successfully reached host at api.adp.com:443
Server Valid
Certificate
> Server Certificate Chain 4
o
A

Obtain the ADP Signed Client Certificate

Follow the steps below to obtain the ADP Signed Client Certificate. Please note that, although
SAP Cloud Platform Integration offers functionality to generate key pairs, it does not allow
private keys to be exported and therefore they can't be copied from one SAP Cloud Platform
Integration tenant to another (from a test tenant to a production one, for instance). ADP
recommends using an external tool like KeyStore Explorer to generate the key pair and then
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import the key pair into SAP Cloud Platform Integration and avoid having to go through a
Certificate Signing Request (CSR) process more than once.

1. Install the KeyStore Explorer application, which can be downloaded from the address
https://keystore-explorer.org/

2. Open KeyStore Explorer

3. Click on Create a new KeyStore; alternatively, you can choose File and then New from
the menu

4. Choose "PKCS #12" for the type of the new key store and click “OK"

5. From the menu, choose File and then Save

6. On the 2 fields shown, enter a password of your choice and click “OK" (make note of the
password)

7. Choose the location where the key store should be saved, name it keystore.pfx and click
MOK"

8. From the menu, choose Tools and then Generate Key Pair
9. Choose "RSA" for the algorithm and 2,048 for the key size and click "OK"
10. Change the validity period for 2 years and click “Apply”
11. Click on “Edit Name", located on the bottom right
12. Enter the following information:
a. Common Name (CN): the name of your organization
b. Organization Name (O): SAP Cloud Platform Integration Connector for ADP

The value for field Organization Name (0) must match exactly the value shown above, so
copying and pasting is recommended. The other fields are not required and can be deleted by
clicking on the minus (“-") button besides each field.

13. Click "OK" and then “OK" again
14. Accept the alias for the new key pair and click “OK" (make note of the alias)
15. On the 2 fields shown, enter the same password chosen on the previous step and click
oK
16. Click "OK" on the confirmation message
17. From the menu, choose File and then Save
18. Log into your organization's SAP Cloud Platform Integration tenant
19. Click on Monitor
20. Under Manage Security, click on Keystore
21. Click on the Add button and select Key Pair
22. Enter the following information:
a. Alias: the alias that was generated on step 14
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b. File: the key store file created on step 7
c. Password: the password chosen on step 6
23. Click on the Deploy button
24. Click on Confirm
25. Click on the newly created key pair
26. Click on the Download button, select Signing Request and save the .CSR file to your
computer
27. Email the .CSR file to ADPTaxCredits Integration Support@adp.com, informing:
a. The individual email address to which the resulting signed certificate will be sent

An individual's email address is preferred for security purposes.

b. Anemail distribution list (one email address with multiple recipients) that will be
used to receive reminders when the certificate is about to expire

A group email address is preferred so that future notifications will reach the correct recipients
regardless of personnel changes.

28. The address provided will receive an email with subject Your Device Certificate for
<Organization> is enrolled. Download the signed certificate using not the link labeled “as
PKCS#T", which the email indicates as preferred, but from the one labeled “as Certificate
only, PEM encoded”

29. Back in SAP Cloud Platform Integration, click on the key pair again

30. Click on the Update button and select Signing Response

31. Select the file you downloaded and click Update

32. Click on Confirm

Example:
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, - KeyStore Explorer 5.3.2 - O X
gile Edit View Tools Examine Help 2

SEHe~XxABRLARA=0/CC @O

KeyStore Explorer

Quick Start
B —_ \_"
Createa Openan Open the
new KeyStore existing KeyStore Default KevStare
Open the CA Examine a Show the
Certificates KeyStore Certificate Help Pages

No KeyStore Loaded

Eile Edit View Tools Examine Help

EM[e~ XABRLAfi=0 GOQO

New KeyStore Type X

Select the type of the new KeyStore:
() JCEKS

—| OBKsv1 =
Creaf] in the
new key | (OBKS KeyStore
O UBER
open cancel | fo he
Certificates b Pages

No KeyStore Loaded
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- Untitled-17 - KeyStore Explorer 5.3.2 - O X
File Edit Yiew Tools Examine Help
1 New Ctrl+N ReAAE—O@|A0Q|@
[ Open Ctrl+0
& Open Special >
Algorithm Key Size Certificate Expiry Last Modified
e Close Ctrl+W
g7 Close All Ctrl+Shift+W
[l Save Ctrl+S
T SaveAs Ctrl+Alt+S
Bl Save Al Ctrl+Shift+5
=] Recent Files >
B Eit Alt+F4

Save the active KeyStore to disk

) ntitled-1* - KeyStore Explorer 5.3.2 — O X
File Edit VYiew Tools Examine Help
[EHd e« XhBRBrAR—O LG |@®
Untitled-1* =
T @ |[E EntryName Algorithm Key Size Certificate Expiry Last Modified

Set KeyStore Password *,

Enter New Password: |essssssse

Confirm Mew Password: essssssess

carc

KeyStore Type: JKS, Size: no entries , Path: 'Untited-1'
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Save KeyStore As >
4N <« QSDisk (C:) » tmp v O Search tmp 0
Organize » Mew folder == 0
_J 30 Objects ~ Mame Date modified Type
[ Desktop
- Mo iterns match your search,
| Documents

; Downloads

J‘) Muszic

| Pictures

m Videos

Ga 0SDisk (C)

. & RS >
File name: | keystore.pfx v
Save as type: | All Files (%.7) ~

» Hide Folders Cancel

. keystore.pfx - KeyStore Explorer 5.3.2 — O *

File Edit View Tools Examine Help

[1= N | “ '/ Generate Key Pair Ctrl+G I o | (7}

keystore.pfx % B Generate Secret Key Ctrl+Alt+G
n Import Trusted Certificate Ctrl+T

0l | 8 El| e . Certificate Expiry Last Modified

L Import Key Pair Ctrl+K
# Set KeyStore Password Ctrl+P
% Change KeyStore Type ¥
@ KeyStore Properties Alt+Enter
w5 Preferences Ctrl+Comma

Generate a Key Pair with a self-signed certificate in the active KeyStore
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Generate Key Pair *
Algorithm Selection
@ F Key Size: 2,048
(O DsA Key Size: 2,048 -
O EC Set: | ANSI X9.62
Mamed Curve: |e2nb191v1
Cancel
Generate Key Pair Certificate
Version: (C)Version1 (@) Version 3 Ed :
It
Signature Algorithm: |SHA-256 with RSA - N
ame
validity Start: | 2/19/2020 6:04:34PMEST| | [3f]
validity Period: 215 |Year(s)
Validity End: |2/19/2022 6:04:34 PMEST| | [5H]
Serial Mumber: |1582153474
MName: @ "
Add Extensions
OK Cancel
Name
Common Kame {ON): w  Sxample, Inc *
Orgarszation Name {0);  +  SAP Cloud Platfofm Integraton Corrector for A0F | +
ox
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Generate Key Pair Certificate X
Version: (C)Version 1 (@) Version 3
Signature Algorithm: | SHA-256 with RSA ~
validity Start: |2/19/2020 6:04:34PMEST| | [55]
Validity Period: 205 |Year(s) Apply
Validity End: | 2/19/2022 6:04:34PMEST| | [3
Serial Number: | 1532153474

Mame: |CM=Examplel, Inc.,0=5AP Cloud Platform Integrz

Add Extensions

oK Cancel

Mew Key Pair Entry Alias *

Enter Alias: |Example, Inc.

==

New Key Pair Crary Password X

Enler Nom Tassmnnt sesesense

Confim tew Pacovorc. eessesses

0% Canced
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J keystore.pfx * - KeyStore Explorer 5.3.2 — O H
File Edit View Tools Examine Help
lEarxhBRLERATE—OAOQ|O
keystore.pfx = ®
T @ |E| EntryMName Algerithm Key Size Certificate Expiry Last Modified
i =2 ® example,inc RSA 2048 2/19/2022 6:04:34 ... -
Generate Key Pair X
Key Pair Generation Successful,
KeyStore Type: PKCS #12, Size: 1entry , Path: 'C:\tmpkeystore, pfi’
J . keystore.pfx * - KeyStore Explorer 5.3.2 - O X
File Edit View Tools Examine Help
[l New Carl+N ReRA—O|cOQ|®
[ Open Ctrl+0
& Open Special »
Algorithm Key Size Certificate Expiry Last Modified
& Close Ctrl+W RSA 2043 2/19/2022 6:04:34 ... -
lg?  Close All Ctrl+Shift+W
[zl Save Ctrl+S
Wl SaveAs Ctrl+Alt+5
B Save Al Ctrl+ Shift+5
|=| Recent Files »
B it Alt+F4
Save the active KeyStore to disk
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SAP SAP Cloud Platform Integration

@ Overview / Manage Keystore
8 :
Current Backup New SAP keys SAP Key History Certificate
®
Key Pair
‘-"Q Entries (13) Filter by Alias Q l [Back U : [Add % ] [ Download ]
Keystore
Alias SSH Key Type Actions
adp root certificate Certificate
Owner: Tenant Administrator
Valid Until: Nov 09, 2031, 19:00:00
Last Modified At: Sep 03, 2019, 19:10:06
adp signed client certificate Key Pair (2
Owner: Tenant Administrator
Valid Until: Sep 03, 2021, 19:59:59
Last Modified At: Sep 04, 2019, 18:06:19
apigeneric Key Pair
Owner: Tenant Administrator
Valid Until: Mar 03, 2021, 18:59:59
Last Modified At: Apr 15, 2019, 10:27:13
google internet authority g3 Certificate
Owner: Tenant Administrator
Valid Until: Dec 14, 2021, 19:00:42
Last Modified At: Mar 08, 2019, 04:56:35
T smitp.gmail.com Certificate [z
Add Key Pair
#flias: | example, inc
#File: | keystore.pfx “ Browse... l
*Password: "“"“'|
Deploy Cancel
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A\ Confirm Key Pair

Could not establish trust to the key pair by the certificates contained in the keystore.
You may confirm that you trust the key pair ‘example, inc’ by checking the fingerprint.

Certificate Details

Owner: Tenant Administrator

Key Type: RSA

Key Size: 2048

Signature Algorithm: SHA256withRSA

Subject DN: CN=Example\, Inc.,0=SAP Cloud Platform Integration Connector for ADP
Issuer DN: CN=Example\, Inc.,0=SAP Cloud Platform Integration Connector for ADP
Serial Number: Ox5E4DBF02

Version: 3

Valid From: Feb 13, 2020, 18:04:34

Valid Until: Feb 19, 2022, 18:04:34

Fingerprints

SHA-1:
18:9D:CE:94:65:9F.C5:64:85:F0:F1:32:B9:BA:3C:A7:70:25:C3:DE

SHA-256:
4B:2D:A1:83:5A:FC:A0:94:5E:DE:67:4C:E7:1A:93:A1:51:E2:CF:A2:82:18:E2:0D:82:03:06:33:38:94:B4:DE

SHA-512:

21:07:90:69:2C:B3:49:8B:58:87:32:04:D3:71:02:FB:C0:82:AD:98:4E:49:85:5B:8F:55:57:48:58:48:34:37:
6E:60:02:2C:D2:2D:CF:28:2F:90:AB:08:03:F3:D6:02:2F:4B:D1:FA:47:1B:57:FF:07:F5:03:11:2A:21:38:E2

Confirm Cancel
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SAP SAP Cloud Platform Integration

Overview / Manage Keystore / example, inc  Certificate

Certificate Chain |
Certification Path Re| : [ Download ., ] [ Delete ]
Root Certificate

‘Example General Signing Request v

e N®

f

Alias:

example, inc

Keystore:

Current

Type:

Key Pair

Owner:

Tenant Administrator

Version:

3

Serial Number:

Ox5SE4DBF02

Subject DN:

CN="Example, Inc.", O=SAP Cloud Platform Integration Connector for ADP

Issuer DN:

CN="Example, Inc.", O=SAP Cloud Platform Integration Connector for ADP

Key Type:

RSA

Key Size:

2048

Signature Algorithm:

SHA256withRSA

Valid From:

Feb 19, 2020, 18:04:34
i Valid Until:

Feh 19 2022 18:04:34
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Mam £330 5 ™

CS Certificate Services Manager <support@cert-manager.com>

Your Device Certificate for is enrolled
enti E I#1s Em | Tha a 0 [} - 4
The Device Certificate for has been enrolled.

\gnorethe; preferred option

Please download It using the link below (preferred):

as PKCS#7: hitps //

11t

= )1
n
=

You alsa have other options as given below: Down loa d fr '

as Certificate (w/ chain), PEM encoded: https://

O
-

{
l
{
l
|

as Certificate only, PEM encoded:

as PKCS®7, PEM encoded: NIpsy/)

a8 PKCSHT: https://
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SAP SAP Cloud Platform Integration

Overview / Manage Keystore / example, inc

Certification Path [ Update , ] [Download > ] [Delete]

e N®

Signing Response '

General v

"Example

QO

Alias:

example,
Keystore:

nc

Current
Type:
Key Pair
Owner:
Tenant Administrator
Version:
3
Serial Number:
0x5E4DBF02
Subject DN:
CN="Example, Inc.", O=SAP Cloud Platform Integration Connector for ADP
Issuer DN:
CN="Example, Inc.", O=SAP Cloud Platform Integration Connector for ADP
Key Type:
RSA
Key Size:
2048
Signature Algorithm:
SHA256withRSA
i Valid From:

Upload Signing Response for Alias example, inc

*File: | Example Organization.cer Browse...

Update Cancel

o1
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@ Confirm Signing Response for this Alias

Could not establish trust to the signing response by the ceriificates contained in the keystore.
You may confirm that you trust the signing response by checking the fingerprint.

Certificate Details

Owner: Tenant Administrator

Key Type: RSA

Key Size: 2045

Signature Algorithm: SHA256wIthRSA

Subject DN: OU=Example Organizational Unit,ST=Georgia,C=US,0=SAP Cloud Platform Integration
Connector for ADP,CN=Example Organization,L=Atlanta

Issuer DN: CN=Automatic Data Processing Application Services CA - G3,0U=(C) 2016 ADPY, Inc. - For
authorized use only, OlU=Web Tier Group, C=Automatic Data Processing\, Inc.,C=US

Serial Number: 0x1D1B9B8077583578CCE73D38B289B533

Version: 3

Valid From: Sep 03, 2019, 20:00:00

Valid Until: Sep 03, 2021, 19:59:59

Fingerprints

SHA-1:
9B:91:80:D9:E6:DF:58:44:F9 B3 TATTAADAITS 29:64: 295878

SHA-256:

54:DD:03: 84 3A 2473 F4.9E:40:78.:62:09:19. 33 BAJE 3T 85 8C 44 F7T 58 7o EATT 98 T72.DC24.7F.09
SHA-512:

27:58:5E:B1:B8:Bo:1B.5C A1 T4 16:38:E7:9C:35:32:47:58:CO.7T4.E2.AF:401B:61:44:57:2D:34:2D:91:62:
EAF9.CIE1AZ293A4.CT A6 AD.FE:24:D8.67.84.FE84.92:54.DAT3 7603 FC.DC65.7D:8E:BB.03.F2:E1

Confirm Cancel

Deploy SAP SuccessFactors Credentials

Follow these steps to deploy the credentials of the security user created on section SAP
SuccessFactors Configuration.

Log into SAP Cloud Platform Integration
Click on Monitor
Click on the Security Material tile under the Manage Security section
Click on the Add button and select User Credentials
Enter the following information:
a. Name: <Choose any name>
b. Description: <leave blank>

T wN =
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c. Type: SAP SuccessFactors

d. User: <the user name for the security user created in the SAP SuccessFactors
Configuration section>

e. Password: <the password for the security user created in the SAP SuccessFactors
Configuration section>

f.  Repeat Password: <the password for the security user created in the SAP
SuccessFactors Configuration section>

g. Company ID: <the ID of your organization; for example, “SFPART037006">

6. Click on the Deploy button

Example:

over |

e o) S " . v

-

B W PRGN B T ST § W X LI

AT Cued TUTTT™ el et cand

4 . -
ol M Mty S e

de - |
s AP Mematg (o wmgrante mes BAZ Cn paomas Bentwersiny wom gy = =ry

-

w3 B ATE LKL 47 B ST et A8 B TeT

S mert e Seg e Bctn W Mk T

® &=
s AP LGRS Tt Mt g i 18P Bk zry
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485 0 0 485
5 5 0
11 12 0 0
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Import the Connector Package

Follow these steps to import the Connector Package from the API Hub into your SAP Cloud
Platform Integration tenant.

1. Loginto your organization's SAP Cloud Platform Integration tenant
2. Click on Discovery button and select Integration
3. Search for SAP SuccessFactors Integration with ADP Tax Credits
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4. Click on the package name

5. Click on the Copy link.

Example:

SAP Cloud Platform Integration

Data Sesrwces

SAP SuccessFactors Integraton with ADS Tax Cregns

>
Discover (Inlegration
-
a Discover (206)
o
Highiights
Filter f—,.’
Supportad Platforms
SAP Cloud Platform Integration
Vendor
SAP
whitepaper st GmbH
Advanico Intemational LLC
Rojo Consuftancy BV
KaTe Gmbr
Lines Of Business
-2
.i.

DU N YGI LTI I USLE T
Facwors

niral 1o SAP ERP
Of SAP S/4HANA

w

SAP SuccessFactors JOhSTe
Integration with ADP Tax 7 holss age
Credits

The artifacts in this package Vendor ADP § out ol 5

280w yOu 10 embegd the ADP
Tax Credits screening nto me
TECIURING Process of SAP
SucccessFacions

SAP SuccessFactors -

Employee Avallabiiity S a0
Integration with SAP version 222
S/4HANA Cloud \Aindor AP tors

SuccessFactors Employee
Central 1o S/AHANA Cloud

Deploy the ADP Tax Credits SAP SuccessFactors Connector Call ADP API Integration

Flow

Follow these steps to deploy the ADP Tax Credits SAP SuccessFactors Connector Call ADP API

Integration Flow into your tenant.

1. Loginto your organization’s SAP Cloud Platform Integration tenant
2. Click on the Design button
3. Click on the SAP SuccessFactors Integration with ADP Tax Credits package
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Click on Artifacts
Click on the Actions button of the ADP Tax Credits SAP SuccessFactors Connector Call
ADP APl Integration Flow and select Configure
Click on Receiver
Enter the following information:
a. ADP Marketplace APl root:
Staging https://iat-api.adp.com
Production | https://api.adp.com
b. ADP Client Certificate Alias: <the name of the alias that you created on section
Deploy Key Store>
c. Timeout (in ms): <the desired timeout value, in milliseconds, for communications
with ADP. The default value is 120000>
Click on More
Enter the following information:
a. OAuth 2.0 ADP Client ID: <value provided by ADP>
b. OAuth 2.0 ADP Client Secret: <value provided by ADP>
10. Click on Deploy

Ul

~No

\© ©

Example:
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SAP Cloud Platform Integration

{ |/ BAP Sct on 0P Tax © Edf Export  Delel= Package
L
SAP SuccessFactors Integration with ADP Tax
® % C
.s, Credits
The aniacts & WOKAge aHow you ¥ embed .y
the ADF Tax Credits sotening nio the reciuiting
process of SAP SuccoassFacions }
3 ) *
Cvervew 1t | Doownents (1 Ty
Nare Type Version Cogyy
View metadata
RAnoN \
Dovweriosd
Cordgure
Depioy
megration Flaw 1
Miegration F
Megration Fiow 1
*
Configioe "ADP T, Connecior Calt ADP AP
Coannection
120K
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Deploy the ADP Tax Credits SAP SuccessFactors Connector Assessment Status Update
Integration Flow

Follow these steps to deploy the ADP Tax Credits SAP SuccessFactors Connector Assessment
Status Update Integration Flow into your tenant.

Log into your organization's SAP Cloud Platform Integration tenant
Click on the Design button
Click on the SAP SuccessFactors Integration with ADP Tax Credits package
Click on Artifacts
Click on the Actions button of the ADP Tax Credits SAP SuccessFactors Connector
Assessment Status Update Integration Flow and select Configure
Click on Timer
Make sure you select “Schedule to Recur”
Schedule for every one second between “"00:00 and 24:00" and select the Time Zone
. Click on Receiver
0. Enter the following information:
a. Address: <the address to your organization's SAP SuccessFactors tenant APls>
b. Credential Name: <enter the name of the credential you created on the Deploy
SAP SuccessFactors Credentials section
c. Timeout (in min): <the desired timeout value, in minutes, for communications
with SAP SuccessFactors. The default value is 2>
11. Click on More
12. Enter the following information:
a. Display Eligibility: Enter one of the following options:

akFswh -

= O 00~ o
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. “Show Eligibility” (or leave it blank): enter this value to display the status
of the assessment and whether the candidate was eligible or not
il. "Show Eligibility and Potential Tax Credit": enter this value to display the
status of the assessment, whether the candidate was eligible or not and
what's the potential credit amount
iii. “Do not show": enter this value to display only the status of the
assessment
b. Number of Days Between Assessments: enter the number of days an assessment
is considered valid (usually 15). After a candidate completes an assessment, they
will not be asked to complete another assessment for additional job applications
within that period. Enter O (zero) to ask for candidates to complete a new
assessment for every job application.
13. Click on Deploy

Example:

o SAP SuccessFactors Integration with ADP Tax
Rl fo) Credits
-

The 2405 © MG SOOKA)E W YU 16 STIDED
e ADP Tax Crodes sCréenang inio e rednting
PrOcRes of SA0 SucofasFacnes

B wid  Decuren = s
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C e » » M A W o Ug
.
. 1
Co me "ADP Tax Credits SuccessFactors Connector Assessment Status Update
} F AP
5 rasfFac
Connection
ttpa:flapisalesdemod successfacion Seloct
Processing
¥ Deploy  Clos °
Configure "ADP Tax Credit ceessFaciors Connectlor Assessment Status Update
"
—
Paramete
Sho gt and ax Cread
ave Deplo Close
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Deploy the ADP Tax Credits SAP SuccessFactors Connector Notify Hire Integration Flow

Follow these steps to deploy the ADP Tax Credits SAP SuccessFactors Connector Notify Hire
Integration Flow into your tenant.

Log into your organization's SAP Cloud Platform Integration tenant

Click on the Design button

Click on the SAP SuccessFactors Integration with ADP Tax Credits package

Click on Artifacts

Click on the Actions button of the ADP Tax Credits SAP SuccessFactors Connector
Notify Hire Integration Flow and select Configure

Click on Receiver

(. Enter the following information:

a. Address: <the address to your organization's SAP SuccessFactors tenant APls>

b. Credential Name: <enter the name of the credential you created on the Deploy
SAP SuccessFactors Credentials section

c. Timeout (in min): <the desired timeout value, in minutes, for communications
with SAP SuccessFactors. The default value is 2>

Click on More
If the company does not have the Employee Central module configured, enter the
following information:

a. Hire Date Field Name: enter the name of the field of the JobApplication entity
that holds the hire date (example: “hireDate")

b. Job Offer Date Field Name: enter the name of the field of the JobApplication
entity that holds the job offer date (example: “jobofferdate”)

c. Job Title Field Name: enter the name of the field of either the JobApplication or
the JobRequisition entity that holds the job title (example: “jobTitle"). If the value
is stored in the JobRequisition, then enter the field name in the form
“jobRequisition/jobTitle"

d. Name of Status for Hire: enter the status in the Job Application process where
hire should happen (example: “Hireable")

e. Social Security Number Field Name: enter the name of the field of the
JobApplication entity that holds the social security number of the candidate
(example: “ssn")

f. Start Date Field Name: enter the name of the field of the JobApplication entity
that holds the start date (example: “startDate”)

W=

o

O oo
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g. SuccessFactors Base Salary Field Name: enter the name of the field of either the
JobApplication or the JobRequisition entity that holds the annual salary base. If
the value is stored in the JobRequisition entity, then enter the field name in the
form “jobRequisition/baseSalary”

h. Work Location Field Name: enter the name of the field of either the
JobApplication or the JobRequisition entity that holds the work location. If the
value is stored in the JobRequisition entity, then enter the field name in the form
“jobRequisition/workLocation”

10. If the company does have the Employee Central module configured, enter the
following information:

a. Job Application ID Field Name: Enter the name of the custom field of type Long
that was used in section Configure the Hire Notification in Employee Central. If
left blank, the field name used will be “customLongl”. Please note that dashes
must be removed from the field name, and the letter L must be capitalized
(example: field custom-long3 must be entered as customlLong3)

b. Job Offer Date Field Name: Enter the name of the custom field of type Date that
use used in section Configure the Hire Notification in Employee Central. If left
blank, the field name used will be “customDatel". Please note that dashes must
be removed from the field name, and the letter D must be capitalized (example:
field custom-date3 must be entered as customDate3)

11. Click on Deploy

12. Click on the Monitoring button

13. Under Manage Integration Content, click on the All tile

14. Click on the ADP Tax Credits SAP SuccessFactors Connector Notify Hire Integration
Flow

15. Check if the generated URL matches what was entered into SAP SuccessFactors on the
Configure Intelligent Services: External Connector section. If it does not, you will have to
update the External Connector in SAP SuccessFactors

Example:
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SAP Clowd Piatiom Integrabon

o SAP SuccessFaclors Integration with ADP Tax
© ‘fs" Credits

The anfacts i INS packaze Mo
ihe ADP Tix Credizs
process of SAP S
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NG M0 1he recruting
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Receiver More

Type
Hire Date Field Name

yplication ID Field Name

Job Offer Date Field Name

Job Title Field Name

Name of Status for Hire

Social Security Number Field Name
Start Date Field Name
SuccessFactors Address

SuccessFactors Base Salary Fleld
SuccessFactors Credential Name

Work Location Field Name

Configure "ADP Tax Credits SuccessFactors Connector Notify Hire"

All Parameters

| hireDate

| customLongl

| jobofferdate

| jobRequisition/jobTitie

| Hireable

| ssn

| startDate

| https://apisalesdemod.successfactors.com

| jobRequisition/salaryBase

| currentLocation

Save

Deploy Close

Deploy the ADP Tax Credits SAP SuccessFactors Connector Order Assessment

Integration Flow

Follow these steps to deploy the ADP Tax Credits SAP SuccessFactors Connector Order
Assessment Integration Flow into your tenant.

L

2. Click on the Design button

3.

4. Click on Artifacts

5.

6. Click on Receiver

(. Enter the following information:

Log into your organization's SAP Cloud Platform Integration tenant
Click on the SAP SuccessFactors Integration with ADP Tax Credits package

Click on the Actions button of the ADP Tax Credits SAP SuccessFactors Connector Order
Assessment Integration Flow and select Configure

a. Address: <the address to your organization's SAP SuccessFactors tenant APls>

Copyright © 2019 ADP, LLC. ADP Confidential.
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b.

C.

Credential Name: <enter the name of the credential you created on the Deploy
SAP SuccessFactors Credentials section

Timeout (in min): <the desired timeout value, in minutes, for communications
with SAP SuccessFactors. The default value is 2>

8. Click on More
9. Enter the following information:

a.

Cell Phone Field Name: enter the name of the field of the JobApplication entity
that holds the cell phone number of the candidate (example: “cellPhone”). Leave
it blank if that information is not available in the JobApplication entity

b. Company URL Suffix: <value provided by ADP>

Date of Birth Field Name: enter the name of the field of the JobApplication entity
that holds the date of birth of the candidate (example: “dateOfBirth"). Leave it
blank if that information is not available in the JobApplication entity

First Name Field Name: enter the name of the field of the JobApplication entity
that holds the first name of the candidate (example: “firstName"). Leave it blank
if that information is not available in the JobApplication entity

Home Phone Field Name: enter the name of the field of the JobApplication entity
that holds the home phone number of the candidate (example: “homePhone”).
Leave it blank if that information is not available in the JobApplication entity
Last Name Field Name: enter the name of the field of the JobApplication entity
that holds the last name of the candidate (example: “lastName"). Leave it blank if
that information is not available in the JobApplication entity

Middle Name Field Name: enter the name of the field of the JobApplication entity
that holds the middle name of the candidate (example: “middleName”). Leave it
blank if that information is not available in the JobApplication entity

Number of Days Between Assessments: enter the number of days an assessment
is considered valid (usually 15). After a candidate completes an assessment, they
will not be asked to complete another assessment for additional job applications
within that period. Enter O (zero) to ask for candidates to complete a new
assessment for every job application

Redirect URL: <enter the URL to the SAP SuccessFactors career site; this URL
will be where the candidate is redirected to after the assessment is completed on
ADP side>

Street Address Field Name: enter the name of the field of the JobApplication
entity that holds the home address of the candidate (example: “address"). Leave
it blank if that information is not available in the JobApplication entity

Zip Field Name: enter the name of the field of the JobApplication entity that
holds the zip code of the home of the candidate (example: “zip"). Leave it blank if
that information is not available in the JobApplication entity
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10. Click on Deploy

11. Click on the Monitoring button

12. Under Manage Integration Content, click on the All tile

13. Click on the ADP Tax Credits SAP SuccessFactors Connector Order Assessment
Integration Flow

14. Check if the generated URL matches what was entered into SAP SuccessFactors on the
Configure the Event Notification Subscription section. If it does not, you will have to
update the Event Notification Subscription in SAP SuccessFactors

Example:

SAP Cloud Platform integrabion

IMegraton Wit ADP Tax Capor

: o SAP SuccessFactors Integration with ADP Tax
© fs’, Credits

Copy

View metadata

Downsiosd
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Deploy the ADP Tax Credits SAP SuccessFactors Connector Report Errors Integration
Flow (Optional)

There is optional error reporting that can be configured for clients that wish to receive
notification reports of errors received in the integration. This requires deployment of the
integration flow and configuration.

Follow these steps to deploy the ADP Tax Credits SAP SuccessFactors Connector Report Errors
Integration Flow into your tenant.

1. Loginto your organization's SAP Cloud Platform Integration tenant
2. Create the email server credentials

a. Click on Monitor
b. Click on the Security Material tile under the Manage Security section
c. Click onthe Add button and select User Credentials
d. Enter the following information:
e. Name: <Choose a name>
f. Description: <leave blank>
g. Type: User Credentials
h. User: <the user name to be used to authenticate with the email server>
i. Password: <the password to be used to authenticate with the email server>
j. Repeat Password: <the password to be used to authenticate with the email
server>
k. Click on the Deploy button
3. Click on the Design button
4. Click on the SAP SuccessFactors Integration with ADP Tax Credits package
5. Click on Artifacts
6. Click on the Actions button of the ADP Tax Credits SAP SuccessFactors Connector
Report Errors Integration Flow and select Configure
(. Click on Timer
8. Make sure you select “Schedule to Recur”
9. Schedule to recur daily or weekly at 6 AM or at the most convenient time

10. Click on Receiver
11. Make sure that SuccessFactors is selected on the Receiver field
12. Enter the following information:
a. Address: <the address to your organization's SAP SuccessFactors tenant APls>
b. Credential Name: <enter the name of the credential you created on the Deploy
SAP SuccessFactors Credentials section
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c. Timeout (in min): <the desired timeout value, in minutes, for communications
with SAP SuccessFactors. The default value is 2>
13. Change the value on the Receiver field to SMTPServer
14. Enter the following information:
a. Under Connection
. Address: <the SMTP address of the email server that will be used to send
emails>
i.. Proxy Type: Internet
ii. Timeout (in ms): <the desired timeout value, in milliseconds, for
communications with the email server. The default is 120000>
iv. Protection: <choose the protection used by the email server>
v. Authentication: <choose the authentication method used by the email
server>
vi. Credential Name: <the name of the user credential created for the email
server>
b. Under Processing
i. From: <enter the email address that will be shown as the sender of the
email>
il. To: <enter the address that will receive the email, or a list of emails
separated by comma>
iii. Cc: <enter the address that will receive a copy of the email, or a list of
emails separated by comma>
iv. Bcc: <enter the address that will receive the email but will not appear in
the email, or a list of emails separated by comma>
V. Subject: <enter the subject that the email should have>
vi. Email Recipient Name: <enter the name that will be shown in the
salutation of the email>
vii. Email Sender Name: <enter the name that will used in the signature of
the email>
c. Under Security
i. Signature and Encryption Type: <select the signature and encryption
methods used by the email server>
15. Click on Save and then Deploy

Example:
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SAP SAP Cloud Platform Integration

Known Hosts (SSH

Overview / Manage Security Material OAuth2 Credentials

PGP Public Keyring

Security Material (14) Filter by Name or Deploy:

PGP Secret Keyring

Name Status Deployed On

Secure Parameter

email Stored Aug 03, 2020, 15:28:47

Credentials

Add User Credentials

email

User Credentials

donotreply

Deploy Cancel

Configure "ADP Tax Credas SuccessFactors Connector Report_Errors”
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Configure "ADP Tax Credits SuccessFactors Connector Report_Errors”

Timer Receiver
Receiver: ‘ SMTPServer v ‘
Adapter Type ‘ Mail v ‘
Connection
Aidiess;: | wessirniseiva |
Proxy Type ‘ Internet v ‘
Timeout (in ms) ‘ 120000 ‘
Protection ‘ STARTTLS Mandatory v ‘
Authentication ‘ Encrypted User/Password v ‘
Credential Name ‘ FRERRRR R ‘
Processing
From: ‘ do.not.reply@yourorganization.com ‘
Tor ‘ sresnrnn ‘
Cc: ‘ ‘
Bce: ‘ ‘
Subject: ‘ Error messages on the integration between SAP ... ‘
Mail Body:

Email Recipient .. team member ‘

Email Sender Na...

The Support Team ‘

Security

Signature and ‘ None v ‘
Encryption Type

Save Deploy Close

112
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Attachment Tools Error messages on the integration between SAP S...
File Message Voltage Help Attachments Q Tell me what you want to do
i0.not.r @adp.com Filipe.Forneck@ADP.com B Thu 7/30
D ) i .
Error messages on the integration between SAP SuccessFactors and ADP Tax Credit ~
w | Error Messages.csv _
q,i; 2K8

Dear team member,
Please find attached the latest report on errors faced by the integration between SAP SuccessFactors and ADP Tax Credits.

Thank you,
The Support Team

Example of received errors email notification

o Home Insert  Pagelayout Formulas Date FReview  View  Help 2 Tel mo what 2 Share & Comments
AN ==8 ¥ Bwaotes
BIy- - 0-A- EET I3 Mveoiscenec | $ %9 ¢
hows 3 Foet 3 ] 5 tarze 3 vy Tdeng ~
fo w
A Ll C o E r G " 1 ] L3 L
Canddate Appication Candidate User Erroe
1 Date Iategraton Flow Name Candesate Emall d ] M Erroe Code Metsage  Exception Integranion Package Integration Message 1d
2 202007-30-18:04.05 ADP Tax Credits SutcessFactors Coanector Not Soha Works  john works@gmad com 3420 S020 NOTIFY_HIRE_ERROR Ofgapache.oliny SAP SuccesFactons Inte AFSOLL FSIUMGUVSM_Kinlvges
3 202007 3018:04.05 ADP Tax Credits SoccessFactons Connector Not Pt Apsly pat.apply@gmail com M22 022 NOTFY_HIRE_ERROR Ofg spache Olny SAP SuccessFactons Inte AFSDLS FSIUMGUVSM ki lvige
4
Error Messages - example O
B = 1

Example of received errors email notification errors report attachment

Configure log levels

Follow these steps to set the log level of each of the Integration Flows. Setting log levels to
Trace will only be effective for a few minutes, reverting to the previous level after expiration.

Log into your organization's SAP Cloud Platform Integration tenant
Click on the Monitoring button
Click on the All tile under Manage Integration Content section
Repeat these steps for each of the Integration Flows:

a. Click on the Integration Flow

b. Click on Log Configuration

LN

Copyright © 2019 ADP, LLC. ADP Confidential.




Always Designing
for People™

c. Select the desired log level
d. Confirm the change when prompted

Example:

v Gemgn

489

Manags Insgisdon

SAF Cloud Pattorm Inlograton

Al Integrason Fiows

9] .2

Al Integration Fows

489

A Intograson F

ADP Tex Owetts
Comeoctr Moty Mre

Suzmesl ety

P o Fax
. are

ADP Suoone

Conmoo Cal ADP AF)

ADP sitty
SOOOD0! 450 pooe

ADP Tax Credits SuccessFactors
Cornnacior Noaty Hie

Artitact Datails

TV De

Once the integration is triggered, the log of the execution can be examined by selecting the
iFlow, clicking on Monitor Message Processing, selecting the message and clicking on Trace.
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ADP recommendations to maximize tax credits program performance

ADP recommends taking the following actions to maximize the return for the WOTC program.

e Make sure all job requisitions have the ADP WOTC Assessment configured to ensure all
job applications are screened by ADP for tax credit

alt Tempiate

New Applcation v ADP WOTC Screerwng D5, Assessmeny details reeded

e Configure a hard stop before Offer

yendaor® AsseEsumeant Em Template’

MNew Application v aADP v WOTC Screeming D6, Assessmen! delsis needed

Add more asseszments

Backgroursd Check (29}
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Move Candidate
@‘ One or more Assessment(s) undertaken by the applicant(s), have not been completed, Please ensure that
the applicant{s) complete the assessment(s), before proceeding with this status update.

Candidates

Select status 1o move candidate(s) to:

Background Check Vv

Please comment on the status change (optionatl):

Cancel Apply Updates

e Make sure Job Title, Job Offer Date, Hire Date, Start Date and SSN are sent as part of all
Hire events.

e For astreamlined candidate experience, define a value between 1 and 30 for the Number
of Days Between Assessments field in both the ADP Tax Credits SAP SuccessFactors
Connector Order Assessment and ADP Tax Credits SAP SuccessFactors Connector
Assessment Status Update Integration Flows as candidates applying to multiple jobs
within that number of days would be asked to provide information to ADP only on the
first application and would not be prompted to take the assessment on subsequent
applications within that period.

Customer/User Acceptance Testing

After the configuration is complete, all aspects of the integration should be tested. The full
integration can be tested using the following steps:
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1. Testthe WOTC screening
a. Configure ajob requisition to use “ADP WOTC" as Assessment Test
b. Ensure the job has been posted to an external site, and apply for the job
c. Verify that the WOTC screening is presented as the last step in the job
application process
d. Complete the WOTC screening and submit the completed job application

2. Verify the results of the WOTC screening are shown in the hiring manager console
a. Acting as the Hiring manager, view the “Screening” details for the candidate on
the newly completed job application
b. Verify that the "ADP WOTC" assessment test is shown with a completed status
(Status will show either “Complete Eligible” or “Complete Ineligible")

3. Verify that the hire notification is being provided to ADP
a. Hire acandidate, and ensure that all approvals are completed so that candidate is
fully hired
b. View Integration System for the "ADP Tax Credits SAP SuccessFactors
Connector Notify Hire" integration system
c. Verify the success of the hire notification by viewing log details

Apply for the Job
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mlgin our Facebook community!

Verify that the Take Assessment button Appears in the Application Flow

Assessments are pending for the candidate. You can compiete tha Assessment by cacking on the "Take Assessment” button,

Yolur application has been sert, Thank you!
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Complete the WOTC Screening

Congratulations on completing the Work Opportunity Tax Credit Questionnaire, Thank you!

View Candidate Assessment Results
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Verify Successful Hire Notification to ADP

The actual steps to hire a candidate will vary from organization to organization, depending on
how the SAP SuccessFactors is configured. Extra steps must be taken for organizations using
the Employee Central module, but after the integration is triggered the steps to verify the
integration are the same, regardless of which SAP SuccessFactors modules are being used.

Set logging level to Trace

Refer to section Configure log levels to set the logging level of the Hire Integration Flow to
Trace. If your test takes longer than the Trace logging level expiration, make sure you set it
again before completing the hire.

Hire a Candidate using Recruiting Module only

If your SAP SuccessFactors tenant does not have the Employee Central Module configured, then
follow the steps below. If your tenant is in fact configured to use the Employee Central Module,
then refer to the section Hire a Candidate using Recruiting and Employee Central Modules.

1. Onthe candidate page, enter the information about the candidate being hired

2. Change the status of the candidate to Ready for Hire
3. Save your changes
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Hire a Candidate using Recruiting and Employee Central Modules

If your SAP SuccessFactors tenant is in fact configured to use the Employee Central Module,
then follow the steps below. If your tenant does not have the Employee Central Module
configured, then refer to the section Hire a Candidate using Recruiting Module only.

Move the candidate being hired to the Offer status

Click on the Take Action link and select Offer Approval

Generate the offer and approve it

Change the status of the candidate to Ready for Hire

Access the Manage Pending Hires screen, under Admin Center

Locate the Candidate and click on the Hire button (the candidate must have an approved
offer to appear on this screen)

(. Enter the information about the new employment and submit the hire

ok wNH
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Candidates

Daenerys Targaryen

Move Candidate

Created ~

Please comment on the status change (optional):

Cancel

Apply Updates

(]
L]
L]
Lo

i

CUR]
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Offer Approval

: Daenerys Targarven foe Craft Worker WOTC

Ergheh US {Erginh LS)
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Corporate - USPaladapiaa i1 »

1)
=
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Confirmation

[]  Thes ofler detall & beng sent for approval Do
you want 1o continue?
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Offer Approval: Dagnerys Targaryen for Craft Worker WOTC {2561)
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Move Candidate
Candidates
Daenerys Targaryen Select status to move candidate(s) to:

Ready for Hire v

Please comment on the status change (optional):

Cancel Apply Updates
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Verify SAP Cloud Platform Integration logs

Follow these steps to verify logs in your organization's Cloud Platform tenant. These steps are
common for organizations using any combination of SAP SuccessFactors modules.

1. Loginto your organization's SAP Cloud Platform Integration tenant

2. Click on the Monitor button

3. Click on the All tile under the Manage Integration Content section

4. Click onthe ADP Tax Credits SAP SuccessFactors Connector Notify Hire integration
flow

5. Click on Monitor Message Processing link

6. Click on the latest message

7. Click on the Trace link

8. Click on the Delete Headers step

9. Click on Message Content

10. Click on Header and verify that header CamelHttpResponseCode has value of 200, which

indicates that the data was successfully posted to ADP

Examples:
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Frequently Asked Questions

For any questions regarding SAP SuccessFactors functionality or configuration, refer to the
SAP SuccessFactors Community at https://community.SAP SuccessFactors.com.

For questions regarding SAP Cloud Platform functionality or configuration, refer to the SAP
Cloud Platform Integration Community at https://www.sap.com/community/topics/cloud-

platform.html.

For questions regarding how to obtain your client certificate for connecting to ADP Marketplace
APIs, refer to https://developers.adp.com/articles/general/generate-certificate-signing-request.

ADP support Contacts

ADP is the first level of support for customer integration issues. Support contact information is
below:

e For questions or issues related to the completion of the WOTC screening, contact the
ADP Helpdesk for technical support:

Phone: (866) 7167-8326
Email: tcs support@adp.com

e For general questions about the WOTC program, contact the ADP Tax Credits Customer
Service:

Phone: (866) 436-0273

e For questions regarding the ADP Tax Credits Connector for SAP SuccessFactors, please
contact the ADP Tax Credits Integration team:

Email: ADPTaxCredits Integration Support@ADP.com
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