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Introduction

This document is a guide for users on how to implement the data reconciliation between
EC and Exchange in the customer Cloud Integration tenant. The reader of the document
should be familiar with SAP Cloud Integration.

Copyright and Trademarks

The contents of this document and all associated computer programs and documentation
are copyrights and may not be reproduced without the written permission of Strada. Some
sections may refer to statutory regulations or requirements. This document is not a
substitute for official forms of notification or information, nor is it a definitive statement of
the law or intended to form a binding contract.

© 2024 Strada. All rights reserved.

Cautionary Statement

Any unreleased services, features, functionality, or enhancements referenced in any
Strada document, roadmap, blog, our website, press release or public statement that are
not currently available are subject to change at Strada’s discretion and may not be
delivered as planned or at all.
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1 Introduction

This document covers the steps for setting up the new EC to Strada for reconciliation
integration flow delivered in Exchange Release 26 as part of integration package: SAP
SuccessFactors Employee Central integration with Strada for payroll.

The document is intended for SAP EC integration consultant with admin access to SAP
Business Technology Platform (BTP) and SAP Cloud Integration.

1.1 Product Naming

Strada is rebranding its applications. Exchange is the new branding for the application
formerly known as Exchange or hrX Exchange. The Cloud Integration artifacts are not
renamed yet to reflect this.

1.2 Data Reconciliation Purpose

The Strada Data Reconciliation tool is delivered allowing a user to request a reconciliation
within Exchange for payroll between SAP Employee Central and Exchange. As a fully
automated solution, this comparison does not require support from technical teams.

The recommendation is to execute this prior to a payroll cut-off to ensure all data is in sync
between HRIS and Exchange.

1.3 Data Reconciliation Solution

Once initiated, connections are made to the HRIS, Exchange and Strada Payroll to retrieve
the current data from all three systems. Once the extract files are received, Exchange will
perform a comparison of the data to confirm that the data which exists in HRIS also exists
in Exchange and in the payroll system. The results of the comparison will be providedin a
spreadsheet, which will report mismatches.

This is covered in the User Guide which is aimed at the end-user.

1.4 Payroll Systems Supported

euHReka and Strada Pay. When running the data reconciliation for TPV partners it will
only compare the data between Exchange and EC.
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https://api.sap.com/package/SAPSuccessFactorsEmployeeCentralIntegration2.0withThirdPartyPayrollVendorNGAHR/overview
https://api.sap.com/package/SAPSuccessFactorsEmployeeCentralIntegration2.0withThirdPartyPayrollVendorNGAHR/overview

1.5 Summary of Steps

A summary of the steps to perform:

1) Update to the latest version of the integration package in Cloud Integration
2) Configure the new integration flow for data reconciliation

3) Create a new OAuth client in SAP Business Technology Platform Cockpit
4) Authorize the client to execute webservice calls

5) Test the set-up

5) Provide details to Strada

The Strada estimate is that it this takes about 1 — 2 hours to complete.
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2 Implementation Guide

The integration extracts a snapshot file from SuccessFactors Employee Central through a
dedicated integration flow, Package Integration - SF EC to Exchange Data
Reconciliation in Cloud Integration. The snapshot file is sent through webservice to
Exchange for further processing as part of the data reconciliation process.

Package Integration - SF EC to Exchange Data Reconciliation

g::gpg(réiasgggshot based integration for data reconciliation between Employee Central Integration Flow 24110 @

Created

2.1 Integration Flow Configurations

e Go tointegration flow and click on Action.

Package Integration - SF EC to Exchange Data Reconciliation

Supports snapshot based integration for data reconciliation between Employee Central .
and Exchange Integration Flow 24.11.0

Created

@

e Clickon Configure

| Copy

View metadata

Download

& |

Configure =

Deploy

e Theintegration flow has 3 tabs, Sender, Receiver and More

2.1.1 TAB “SENDER”
Configure "Package Integration - SF EC to Exchange Data Reconciliation"

Sender Receiver More

Sender: HrX_DataRecon v

Adapter Type: | HTTPS v

Connection

Address:  /ECNextGenDataRecon/*
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2.1.2 TAB “RECEIVER”

For Receiver, you can copy the same configuration from the standard integration flow:
Package Integration - SF EC Payroll Integration to Exchange

Configure "Package Integration - SF EC Payroll Integration to Exchange"

Timer Receiver More

Receiver: = CompoundEmployee v
Adapter Type: = SuccessFactors v
Connection
Address: https://<SFAPI end point url> Select
Authentication: | Basic v
Credential Name:  <SuccessFactors EC Credentials>
Processing

Timeout (in min): 4

Configure "Package Integration - SF EC Payroll Integration to Exchange”

Timer Receiver More

Receiver:  hrXReceiver v

Adapter Type: = SOAP v

Connection

Address: | https://<end point url>

Credential Name:  <Web Service Credentials>

Timeout (in ms): 240000
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2.1.3TAB “MORE”

More Tab is the Selection Screen of the Integration Flow

Configure "Package Integration - SF EC to Exchange Data Reconciliation"

Sender Receiver More

Type:  All Parameters v

BusinessUnit:

ComponentlD:  <Company ID of the Employee Central Instance>

EmployeeClass:

|sEmailEnabled:  <Enter 1 to enable mail else 0>

Location:

Parameter ‘ Explanation Default Mandatory

Business Unit Comma-delimited list filter (no blank | None No
spaces before/after comma) for
specifying the business unitto
include in the extract.

ComponentID Maintain the Company ID of the None Yes
Employee Central Instance

EmployeeClass Comma-delimited list filter (no blank | None No
spaces before/after comma) for
specifying the employee class to
include in the extract

IsEmailEnabled 1 enables the email functionality 0 No

Location Comma-delimited list filter (no blank | None No
spaces before/after comma) for
specifying the location to include in
the extract

e Oncethe setupis done, click Save and Deploy
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2.2 Registering OAuth Client in Cloud Integration

The OAuth client allows Strada to authenticate to SAP Cloud Platform to initiate the data
reconcile.

e Logon toyour SAP BTP Cockpit (Administrator access is required) and select the
applicable subaccount.

e Navigate to OAuth Settings under Security, select Clients tab. Click on Register New
Client to register an OAuth client.

L5

@

SAP SAP BTP Neo Cockpit

HANA XS Applications

&

Subscriptions

Services

OAuth Setting 3

Solutions

ol

Branding | Clients || Platform API
SAPHANA/SAPASE >

Clients
[ Monitoring >
l @ To make your OAuth-protected applications more resilient, you can use JSON Web Token (JWT). For more information, see the decumentation

%, Connectivity >
& Security v Register New Client

Trust . o .

Client ID Name Subscription Actions
Authorzations . I I /s ®
outh ] ] ] / ®©

e Enter a meaningful OAuth client name (lower case), e.g. exchangeoauth, clientid e.g.

exchangeoauth, and secret. For ease of maintenance keep the same value for client

name and client ID. In the subscription, select a value ending with iflpmap.
Select client credentials in the Authorization Grant flows, key-in the secret and specify
the token lifetime (recommended 15 minutes).

e C(Click Save to register the OAuth client named exchangeoauth.
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Name:*| exchangeoauth Translations

Oauth connectivity with Exchange
Description:

[ Select subscription from dropdown

with a value ending with iflmap

Subscription: * | | NG .| :
ID:*| exchangeoauth o Regenerate 1D
\uthorization Grant:*| Client Credentials 6 v
Confidential:
SECTEt:* | sessssssecssessscses 6

Token Lifetime:‘ 15 6 | minutes ~ | Maximum lifetime is 180 days

2.3 Assigning roles to OAuth Client

e Assigning Cloud Integration roles to the newly registered Oauth client. Navigate
to Subscriptions under Applications, select subscription ending with iflpmap.

= SAP SAP BTP Neo Cockpit

- ]
) Applications v

Java Applications Subscribed Java Applications (All: 3)

HTMLS Applications

HANA XS Applications

_— State Provider Subaccount Application £  Start Time
Subscriptions | o _llmazo 1 Jul 2023, 15:15:27 (GMT-+08:00)
¥ Services L] ] 1 Jul 2023, 14:02:59 (GMT-+08:00)
B3 Solutions L] ] 23 Jun 2023, 16:18:10 (GMT+08:00)

e Navigate to Roles, select ESBMessaging.Send role and click on “Assign” to assign the
OAuth client the necessary SAP Cloud Platform Integration roles.
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= SAP SAP BTP Neo Cockpit

© Overview [& Northgate Information Solutions Holding Ltd | [5] Cloud Platform Integration Test - 700590 | @ e700590iflmap (avteu2cpie)

Subscribed Application: e700590iflmap (avteu2cpie) - Roles

& Destinations
&To-‘ Roles (All: 1)
I

(S New Role

Name Type Actions
ESBMessaging.send Predefined

ESBMessaging.send Predefined: Provisioned by the application

Individual Users|| Assign | | Unassign All Groups Assign  Unassign All

In Assign role dialog, enter OAuth clientid in the format
oauth_client_{your_oauth_client_id} (in our case, oauth_client_exchangeoauth). Click
Assign to complete the action.

Assign role "ESBMessaging.send” to user )4

User ID: * || oauth_client_exchangeoauth o

O‘ Assign || Cancel

2.4 Testing the Integration Flow

To ensure allis correctly set up, perform a test. Here Postman is used for the testing, but
any other tool can be used provided it can make HTTPS calls.

2.4.1 OBTAIN URLS

Logon to your SAP BTP Cockpit (Administrator access is required) and select the
applicable subaccount. Navigate to OAuth Settings under Security, copy the OAuth Token
Endpoint URL.
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SAP SAP BTP Neo Cockpit

HTMLS Applications.

HANA XS Applications N
OAuth Settings

Subscriptions ; .
| Branding | Clients | Platform API

N
W Services Branding and Legal Links

[z Solutions =) Default Theme
Custom Theme:
Background Color

@ SAPHANA/SAPASE >
O Button Color, | |

Monitoring >

Button Text Color:

Logo Image: Browse..

Connectivity

Security

Trust Legal Disclosure Link: | htps:/mylegaldisclo:

https:/in

Authorizations Privacy Policy Link:
OAuth ° Terms of Use Link: |/

< Repositories > |@

vacypolicy.com

mytermsofuse.com

s
€, Integration Tokens OAuth URLs
Authorization Endpoint: _hitps:f/oauthasservice N oncemand.comoauth2/apiivl/authorize
(@ Help and Support Taken Endpoint nttps:t/oauthasservices] N ondemand.comicauth2/apiivlitoken o

o Useful Links End User LI https: .’foau!hasservice_ondemand comioauth2
&

2.4.2 POSTMAN TESTING

In postman, copy OAuth token end point URL and append the

following: ?grant_type=client_credentials . Select POST method. In Authorization tab,
select Basic Auth from drop down and enter the registered OAuth client id as username
and client secret as password.

POST v https:ffoauthasservices-e62dbcof6.eu2.hana.ondemand.com/ocauthapi/vl/token?grant_type=client_credentials

Params e Authorization e Headers (10) Body Pre-request Script Tests Settings

Type Basic Auth o QU Heads up! These parameters hold sensitive data. To keep this data secure while '
The authorization header will be automatically generated when °
you send the request. Learn more about authorization a Username exchangeoauth

Password [ —

Click send to get an OAuth access token.

Frotty Faw ven Visual 50N = "
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In your Cloud Integration tenant click

and click Manage Integration Content tile.

Search “data recon” which should display the artifact you deployed in section 2.1.

Overview / Manage Integration Content

Integration Content (432)

Package_Integration - SF_EC to_hrX Excha X Q| + C %
Deployed On: Jul 03, 2023, 15:58:59

Name Status Deployed By: 50019804686
Package Integration - SF EC to hrX
g g Started package: I
Exchange Data Recon
Integration Flow
Endpoints  Status Details  Artifact Details

Restart  Undeploy  Download

Package Integration - SF EC to hrX Exchange Data Recon

10 |

Log Configuration

https :_ondemand .com/http/ECNextGenDataRecon/* a

Status Details

[ The Integration Flow is deployed successfully.

In Postman go to the Header and copy the token from the previous token call and paste it
to the Authorization with format: Bearer<space><Generated Token> and send the request

GET
Paramse  Authorization  Headers (8)  Body Tests  Settings
Headers 7 hidden

Key Value

Authorization Bearer 8651529d8c3a3a1046d4e98987628197 |

Sample response:

Body Cookies (4) Headers (58) Test Results
Pretty  Raw  Preview  Visualize XML v T
1 <ECNextGenDataRecon>
2 <logicalld>Z05-00090-1025</ Logicalld>
3 <Component ID>northgateiTs_DM-ECNextGen</ComponentIDs
a <MessageTa>AGSKNIQRDh 1 ZET5tTke3ZuHNXDuR< /MessageTd>
5 <mode>snapshot</mode>
B <iVersion>26.0</4
7 <GUID>12422313.
8 <PayGrouD>X2</]
9 <queryCompoundEmployeeResponse>
10 <CompoundEmployes>
11 d>3857/id>
12
13 on> INSERT< /action>
12 ountry_of_birth>UsA</country_of_birth>

15 <created_bysheleneb</created _by>
16 cerested_on_timestamp>2016-11-04T13116145.0002%/cxeated_on_timestamp>
17
18
19

S~ STRADA

~ hups: N o< 2 nd.com/http/ECNextGenDataRecon/*2G UID=12422313&Snapshot Date= 2022-12-018PayGroup=X2&Company=YCUSEGCC=205 o

Cookies

Description wo  BulkEdit Presets v

OK Time:3790s Sizs: 455 MB  Save Response v
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2.5 Client details to be shared with Strada

Strada needs to configure the integration with Cloud Integration and its authentication

details.

Share the following information with your Strada contact person:

Field Source Value
Base Address Endpoint when the integration flow is deployed

minus ‘/*’
Client ID SAP BTP Cockpit. See section 2.2

Client Secret

SAP BTP Cockpit. See section 2.2

Token End point

Logon to your SAP BTP Cockpit (Administrator
access is required) and select the applicable
subaccount. Navigate to OAuth

Settings under Security, copy the OAuth Token
Endpoint URL.

Copy this table in the email to Strada.
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3 Sample Execution of Data Reconciliation

When data reconciliation is initiated to extract data from SuccessFactors Employee
Central as HRIS, Exchange calls the new integration flow on-demand with the following
parameters:

e GUID - Unique ID generated from Exchange that identifies a specific data reconciliation
request.

e SnapshotDate — Defaults to the date when the data reconciliation request has been
initiated. This date drives the results of the extraction of the integration flow in Cloud
Integration.

e PayGroup - Exchange performs translation by looking at the customer configuration to
feed to the integration flow the pay group value in SuccessFactors

e Company - Exchange performs translation by looking at the customer configuration to
feed to the integration flow the company value in SuccessFactors forthe LCCin
Exchange

e GCC - Exchange sends the GCC. This is the Strada client identifier.

e PeriodStart and PeriodEnd- Exchange determines the PayPeriod Start Date and
PayPeriod End Date when the data reconciliation request has been initiated by
checking on the pay calendar configured in Exchange. These dates enable the
integration flow in Cloud Integration to extract only the valid one-time payments for
employees that falls within the pay period. Removing unwanted records for data
reconciliation comparison.

e Once the datareconciliation request is initiated, the integration flow is triggered, and
the specific execution appears in the Cloud Integration Monitoring.
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SAP Cloud Integration

Ovenview / Monitor Message Processing

Hide Filter Bar
Time: Status: Artifact 1D:
or AGSKNIQPDIZgI3tTke3ZWWMXDUR x
Use More Fields
Messages (1) I1 E| Package Integration - SF EC to hrX Exchange Data Recon  Last Updated st Jul 04, 2023, 23:09:08
LR e Status  Properties Logs Attachments Artifact Details
| Package Integration - SF EC to hrX
| Completed ;
| Exchange Data Recon Message processing completed successfuly.
Jul 04, 2023, 23.09.08 31sec 517 ms
Processing Time: 31 sec 517 ms
Properties
Message ID:  AGSKNIQPDhIZgi3tTke32ZWWMXDuR
Correlation ID:  AGSKNISNAOK3TIZTNxW7vKg2LTog
Receiver:  hrXReceiver_SOAP
e The parameters coming from Exchange webservice call are also visible in the
Attachment tab.
Package Integration - SF EC to hrX Exchange Data Recon Last Updated at: Jul 04, 2023, 23:09:08
Status Properties Logs Attachments Artifact Details
Attachments
- . Actio
Name Type Modified At Size ns

text/plain Jul 04, 2023, 23:08:36 1KB N

Name: Package Integration - SF EC to hrX Exchange Data Recon Status: Completed
Last Updated at: Jul 04, 2023, 23:09:08

Processing Time: 31 sec 517 ms
Log Level: Info

Log Parameter:

<parameter>

<GUID>12422313</GUID>

<GCC>Z05</GCC>

<Company>YCUS</Company>
<SnapshotDate>2022-12-01</SnapshotDate>
<PayGroup>X2</PayGroup>
<PeriodStart></PeriodStart>
<Periodend></Periodend>

</parameters

e Once the extraction has completed successfully in Cloud Integration, the extracted file

is sent to Exchange for further data reconciliation processing.
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e |n Exchange, the data reconciliation extract files from SuccessFactors as the HRIS,
Exchange, and euHReka as payroll system will be consolidated with the following

output. This is only visible for authorized Exchange personnel:

Company Group File

YourCorp Germany Data recon

General Event Information
27/06/2023,13:26
27/06/2023,13:26
27/06/2023,13:28
27/06/2023,13:28
27/06/2023,13:28
27/06/2023,13:28
27/06/2023,13:28
27/06/2023,13:28

27/06/2023,13:28

Sent Date Last Modified Sender

27/06/2023,13:26 27/06/2023,13:28 SuccessFactors SCPI

Received [Poyroll Exchange)

9

\g: Submission (Euhreka

g File Transter

Waiting: Response (Eunreka

Waiting: File Transfer

Waiting: Respense (Eunreka

Success

DATARECONREPORT_Z01_DEOD1_D1_F33660500-14EE-11EE-BEES-F87C61D32859 zip

( More Details ) New Ticket )

e After downloading the zip file:

DATARECONREPORT_Z01_DE001_D1_F33660500-14EE-11EE-BEE5-F87C61D32859

Share View
. <« Dow.. > DATARECONREPORT_Z01_DE001_D1_F33660500-14EE-11EE-BEES-F87C61D3... ~
~ Name

=55

«) DATARECONEXCHANGE_Z01_DE001_D1_F339BBB00-14EE-11EE-BEES-F87C..
. | DATARECONHRIS_Z01_DE001_D1_F339922F0- 14EE-11EE-BEE7-F87C61D328..
ads

«| DATARECONPY_Z01_DE001_D1_F3398D4D0-14FE-11EE-BEE6-FB7C61D32859
nts

DATARECONREPORT_Z01_DEQ01_D1_F33660500-14EE-11EE-BEES-F87CO1D..

Status

Closed - Success (No Events)

o P
Date modified

27/06/2023 1:28 pm
27/06/2023 1:28 pm
27/06/2023 1:28 pm
27/06/2023 1:28 pm

Elapsed Time

00:01:57

Type

JSON File
JSON File
JSON File

Microsoft Excel W...

Link to Batch Content v

Search DATARECONREPORT_Z01_DE001_D1_F33660500-14EE-1"

Size

77KB
1,480 KB
343 KB
134 KB

e Referto the Strada Data Reconciliation User Guide available in Help Center for

reviewing the data reconciliation report output.
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