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Typographic Conventions

Type Style ‘ Description

Example Words or characters quoted from the screen. These include field names, screen titles,
pushbuttons labels, menu names, menu paths, and menu options.

Textual cross-references to other documents.

Example Emphasized words or expressions.

EXAMPLE Technical names of system objects. These include report names, program names,
transaction codes, table names, and key concepts of a programming language when they
are surrounded by body text, for example, SELECT and INCLUDE.

Example Output on the screen. This includes file and directory names and their paths, messages,
names of variables and parameters, source text, and names of installation, upgrade and
database tools.

Example Exact user entry. These are words or characters that you enter in the system exactly as

they appear in the documentation.

<Example> Variable user entry. Angle brackets indicate that you replace these words and characters
with appropriate entries to make entries in the system.

EXAMPLE Keys on the keyboard, for example, [F2|or ENTER|.
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1 Introduction

The communication part of the Digital compliance service for integration with GST Suvidha Provider (GSP) is
taken care of by the SAP Cloud Integration Service.

The below diagram provides an overview of integration between digital compliance service for India and GSP(s):
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The following documentation contains steps to adapt and deploy SAP BTP, integration flow to establish
communication between digital compliance service for India and GSP(s).

The Digital compliance service for India supports integration with SAP Cloud Integration in both Neo and CF
environment.

This document covers the setup for both the environments and the environment specific details are maintained
wherever required.
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2 Prerequisites

Before you start with the activities mentioned in this document, ensure that the below prerequisites are met:

1. Installed the Digital compliance service for India solution in your SAP BTP test and/or productive
landscape. For detailed information, refer SAP note 2460667.

2. If you have entitlement for SAP BTP Integration tenant in Neo environment, ensure that you have
performed all initial setup steps described in Initial Setup of SAP Cloud Integration in the Neo
Environment.

3. Ifyou have entitlement for SAP BTP Integration suite in Cloud foundry environment, ensure that you have
performed all initial setup steps described in Initial Setup of SAP Integration Suite.

Note : Digital compliance service for India solution uses only the capability 'Cloud Integration’ in Integration suite.

After activating the Cloud Integration capability, the tenant URL appears under the Cloud Integration tab.
This is the URL (referred as WEB Ul URL) needed to complete the steps described in the Deployment
Steps section of this guide

4. Completed registration with GST Suvidha Provider (GSP) system and have received the following:
1. Application Service Provider (ASP) to GST Suvidha Provider (GSP) integration/set up manual.
2. Certificates from the GSP provider for SSL handshake.
3. GSTN Public Key Certificate for Sandbox and Production.

5. Provisioned live SAP BTP, Integration Services test and/or productive tenants.

1 Note

When you buy the Digital compliance service for India license, you get two Cloud Integration tenant with
it. One tenant serves for development/testing, while the other should be used for production.
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3 General Information

The content catalog package Digital Compliance Service Integration with GST Suvidha Provider contains the
following integration flows:

GSP Integration Template com.sap.slh.dcs.gsp.template
Ping DCS com.sap.slh.dcs.ping
Mail Adapter Integration com.sap.slh.dcs.mailadapter
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4 Deployment Setup

The below mentioned steps should be performed in your TEST and PRODUCTION accounts.

4.1 Import SSL Certificates to SAP Cloud Integration Tenant

To set up an SSL connection between the SAP Cloud Integration Tenant and GST Suvidha Provider (GSP), you
must import the required security certificates into SAP Cloud Integration Tenant JAVA keystore.

1 Note

You receive these certificates from your GSP.

Procedure

1. Access the SAP Cloud Integration

Access the SAP Cloud Integration tenant using the Web Ul URL. for example,
https://IXXXXtmn.hci.euX.hana.ondemand.com/itspaces

Use this URL to go to the Web Ul of the tenant.

2. Tologon, enter your P user or S user.

If you get HTTP Status 403 error, contact your Tenant Administrator or write to service@sap.com.

3. After successful login, from the menu in the upper left corner, choose Monitor.

4. Choose Manage Security and then Keystore

Manage Security

Security Material Keystore
Artifacts Entries

Integration of Digital Compliance Service to GST Suvidha Provider
Deployment Setup

Certificate-to-User System Change Log Connectivity Tests

Mappings

Artifacts
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5. Click Add > Certificate > Add Certificate

Curent  Backup ~ NewSAPkeys  SAPKey History

Certficate

Eniries (9) Filter by Alias Key Pair }Add . | |Download || C, || %

Key Store

Alias Type Owner Valid Unil Ist Modified At Actions

6. Enter an alias to identify the certificate. Browse the GSP SSL certificate from local desktop and then Deploy

Add Certificate

*plias: | |Enter an alias for the certificate

*File: Choose a certificate for upload. ..

Browse. ..

1 Note

To perform above operation, the user should have the administrator role assigned to them.
If you are using neo environment, assign the role AuthGroup.Administrator.
If you are using CF environment, assign the role PI_Administrator.

The certificate should be in Base-64 encoded X.509(.CER) format. Refer here.

7. Check Connectivity with GSP.

You can perform the Connectivity test with the GSP by using the feature TLS Connectivity Test as mentioned
here.

1. Run connectivity test using the Monitor-> Manage Security- >Connectivity Tests.

2. Enter the GSP Base URL without http(s). Enter port.

3. Click Send.

Integration of Digital Compliance Service to GST Suvidha Provider
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On successful connection, system displays successful response message

Manage Security

Security Material

3 20

Artifacts

Keystore

Entries

Manage Stores

@ Discover

¢ Besan TLS  SSH  SMTP

@ Monitor Req_uest

% Settings

4.2
Integration Tenant

Certificate-to-User
Mappings

Overview / Test Connectivity

*Host

*Port

IMAP

Connectivity Tests
Artifacts
POP3 y
the GSFLhostname ymhout hﬁp\sﬁ
(le.g:myserver.api.mygsp.in )
T N, api 5 )i
443

Authenticate with Client Certificate

Validate Server Certificate

Import GSTN Public Key Certificate to SAP Cloud

You need to add the GSTN Public Key Certificate. You get this certificate from your GSP.
Follow the below steps to add the GSTN Public Key Certificate to the SAP Cloud Integration KeyStore.

1. Navigate to Monitor > Manage Security > Keystore

Manage Security

Security Material

12

Artifacts

Keystore

21

Entries
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2. Click Add > Certificate > Add Certificate.

=7 SAP Cloud Platform Integrat X = ==

SAP Cloud Platform Integration

98 Overview / Manage Keystore
V4
= Entries (20)
.\Q}
ko Alias
Cument  Backup  NewSAPkays  SAP Key History
Enfries (9
Hlas

3. Enter an alias(gstncert) to identify the certificate. Browse the GSTN Public Key Certificate from local desktop.

@ ¢

Data Services

Q || Add ||| Download | | C, | | %
Action al
Cortficate
Fitter by Alias (O Add |, Download O %
Ky Store
Type Ownor Valid Undil o il Modihed Al Actions

Add Certificate

*Alias: I Enter an alias for the certificate

*File:

Browsa_ .

Choose a certificate for upload...

4. Click Deploy

1 Note

To perform above operation, the user should have the administrator role assigned to them.

If you are using neo environment, assign the role AuthGroup.Administrator.

If you are using CF environment, assign the role PI_Administrator.
The certificate should be in Base-64 encoded X.509(.CER) format.For more information, see here.
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4.3 Adapt GSP Integration Template

e If you are registered with a GSP thatis in the SAP certified list, you can get the GSP specific pre-built
integration flow from your respective GSP(s).

For more details check note 2512413 for the list of GSPs working with SAP for their integration certification.

e If you are registered with a GSP thatis not in the SAP certified list, you can use the integration flow GSP
Integration Template to build the integration flow.

Procedure

1. Inyourbrowser, go to the WebUI of the tenant using the Web Ul URL.
Example: https ://IXXXX-tmn.hci.euX.hana.ondemand.com/itspaces

2. Tologon, enter your P user or S user.
If you get HTTP Status 403 error, contact your Tenant Administrator or write to service@sap.com.

3. After successful login, from the menu in the upper left corner, choose Discover.

4. Inthe subsequent screen, search for Integration package Digital Compliance Service Integration with GST
Suvidha Provider and eSign Application Service Provider.

5. Clickon the entry and in the subsequent screen choose Copy.

6. From the menu in the upper left corner, choose Design.

7. Click on the package Digital Compliance Service Integration with GST Suvidha Provider and eSign
Application Service Provider and in the subsequent screen choose ARTIFACTS. The system displays
different Integration Flows.

8. Select the integration flow GSP Integration Template.

9. Click Editand adapt the GSP specific authentication for the highlighted sections as shown in the below
diagram.

Sacg graton Proce ECC
=
S— T “‘35.‘ S(MQM
'
o
Integration of Digital Compliance Service to GST Suvidha Provider CUSTOMER
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10. Click Configure

Modify the parameters as shown below

Configure "GSP Integration Template”

More

Type:

auth_evc_ver:

COMIM_ret_ver:
default_ret ver:

Bspurl:

BSp_comm_gstin:
gsp_gstn_auth:
ESP_Estn_comm:
ESP_ESIN_COMIM_{rack_returms:
Bsp_gstn_ledr:

gsp_gsm_ret:

gstr1l_ret ver:

Estrl ret ver:
gstr2b_ret_ver:
BStr2_ret_ver:
Esir3 ret_ver:
Estrd_ret_ver:
ESIrS_ret_ver:
EStr6._ret_ver:
BSU7_ret_ver:
EstrB_ret_ver:
ESir9_ret_ver:
gstranx1_ret_ver:
gstranx2_ret ver:

gstreinvoice_ret_ver:

gstrprofile_ret_ver:

gstr_ledr_ver:

itcD4_ret_ver:

1 Note

You receive details about the fields from your GSP.

| All Parameters

[v0

[vo3

[v11

| https:/fexample.gsp.com/

| 33GSPTNO741GIZF

[ https:tiexample gsp.com/commanaping 3isearch

| hitps:/fexample.gsp.com/commonapifvy. Ofreturns

| hitps:/fexample.gsp.com/taxpayerapiversion/ledgers

| https:/iexample.gsp.com/taxpayerapiiversion/retums

[v1

[v20

[v10

[v20

[v3

[v1

[vi0

[vio

[v1

[v3

[v1

[v10

[vio

[v10

[v10

[vo3

[v1

The version for the APIs change based on the latest versions deployed by GSTN in the respective

environment.

The appropriate version must be maintained under the respective version fields in the external

parameter.

Sample URLs received from your GSP:

o] GSTN Communication API: https://example.gsp.com/commonapi/v0.3/search

o] GSTN Ledger API: https://example.gsp.com/taxpayerapi/version/ledgers

o] GSTN Returns API: https://example.gsp.com/taxpayerapi/version/returns

o] GSTN Communication Track Returns API: https://example.gsp.com/commonapi/v1.0/returns

11. Save your changes.

12. Click Deploy to deploy the modified integration flow.

Integration of Digital Compliance Service to GST Suvidha Provider
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1 Note

After the deployment, check if the integration flow is in Started state. You can check this in the Web Ul by

choosing Monitor->Manage Integration Content.

After successful deployment, the endpoint URL is https://<Tenant Runtime URL>/http/gsptemplate

4.4 Deploy Ping DCS Integration Flow

The Ping DCS integration flow is used to check the connection status from DCS application to Cloud

Integration account.

Procedure

1. Inyourbrowser, go to the Web Ul of the tenant using the Web Ul URL.

Example: https://IXXXX-tmn.hci.euX.hana.ondemand.com/itspaces
2. Tologon, enter your P user or S user.

If you get HTTP Status 403 error, contact your Tenant Administrator or write to service@sap.com.
3. Fromthe menu in the upper left corner, choose Design.

4. Click on the package Digital Compliance Service Integration with GST Suvidha Provider and eSign
Application Service Provider and in the subsequent screen choose ARTIFACTS.

The system displays different Integration Flows.

5. Select the integration flow 'Ping DCS', choose Actions -> Deploy.

1 Note

After the deployment, check if the integration flow is in Started state. You can check this in the Web Ul by

choosing Monitor->Manage Integration Content.

After successful deployment, the endpoint URL is https://<Tenant Runtime URL>/http/pingdcs.

4.5 Adapt and Deploy Mail Adapter Integration Flow

The Mail adapter Integration flow is used to send the email notification to own taxpayer users and
suppliers regarding any purchase invoice reconciliation issues.

Refer the Mail Adapter Configuration document in the API Hub for more details.

Integration of Digital Compliance Service to GST Suvidha Provider CUSTOMER
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4.6 Client-Certificate Based Authentication Settings

For client certificate based authentication settings, refer the document Client_Certificate_Authentication.pdf
under the attachments in the master note 2460667.

Integration of Digital Compliance Service to GST Suvidha Provider CUSTOMER
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5.1

If you have entitlement for SAP BTP Integration tenant in Neo environment, for each tenant, you get a welcome

Appendix

Get Web Ul URL of the integration tenant

email outing the details about the tenant.

Copy the Web Ul URL mentioned in the mail. This is the URL needed to complete the steps described in the

Deployment Steps section of this guide

Integration of Digital Compliance Service to GST Suvidha Provider

Appendix

w SAP Cloud Integration

Dear Customer,
Welcome to SAP Cloud, the most comprehensive cloud computing portfolio on the market.

Reason to contact you:

The set-up of your SAP Cloud Integration tenant is compiete and we are happy o release it to
you. Access to the system is configured via HTTPS. You can access from anywhere in the world.
c Inf, :

bl b L AT
Customer ID: 1234567890 Sl UE L UL RIS

Key Message:
Enciosed you will find the logon information Please visit the link below with your SAP ID user to start
using the service

SAPG"IBIE;?E-T;.?(;H:Z:S&SG? S-User ID mentioned in the order form — Provided during contract signing

URL: niips Z/account hana ondemand com ETETR T st Lo n

Order Details: - —
SAP Cloud Integration, (SAP Cloud Integration, enterprise edition, 8004741 ) BEELESTS R TITN]

Account: Productive EaestlliSbL2

Cloud Integration Productive - DOCKK (SRR N Lt s s

Web Ul URL (Access via web browser):

DHps MROOOC- MmN hol eux hana ondemand. comvilspaces  BE]STIEGLYSEETEY §RRETE ST RVETIR IR T

Management URL (Access via Edlipse plugin).

)
hitps MXOCC-tmn hol eux hana ondemand com R8T TR TRTE W = et T ] gl ]

Runtime URL (Webservice url to be configured in backend systems):
hitps #/XOCOC-Iimap hebos eux nana ondemand. com

Certificate Information: Security Certificate Information

You may directly download the SAP Cloud Integration client certificate and the root certificates

from the link

https:/fcenmanager websecurity symantec com/mcelp/enroll/searchCertDetails PissuerSernial=d32fa2 b4abf
X0O0COOOOCXXE[UT_NASh=851395000000000000x:46355b0bIC3d 3 (please use the X509 certificate option).

Help: Official Documentation Link

For more information, check out the SAP Cioud Integration documentation at
hitps:/cioudintegration hana ondemand . com/Pl/help

Please do not reply to this email. This is an unmonitored mailbox. IT you have any further questions,

please report an incident on the component LOD-HC| via hitp.//support sap.com
Best Regards,
SAFP

CUSTOMER
© 2017 SAP SE or an SAP affiliate company. All rights reserved.

16



If you have entitlement for SAP BTP Integration suite in Cloud foundry environment, follow the below stepsin
SAP BTP Cockpit.

o Inthe menu, choose Instances and Subscriptions and go to the Process Integration, and then
choose Go to Application.

0 The Integration Suite Launchpad opens in a new browser instance.
0 Select the tile ' Design, Develop and Operate Integration Scenarios .

o The Web Ul of cloud integration is launched.

5.2 Exporting Certificate as Base-64 encoded X.509(.CER)
format

1. Double click the certificate.
Go to Details -> Copy to File.

A new window opens. Click Next.

of Certificate X
General Certification Path
Show: | <all> ~

Field value ™
=] version V3
[ serial number 09a70d
'__‘ Signature algorithm sha256RSA
" |signature hash algorithm sha256
[~ 1ssuer Capricorn CA 2014, G5,VIKAS ...
[=|valid from Wednesday, September 12, 2...
[=]valid to Saturday, September 12, 202..,
=2 hiart KARNATAKA SANNNT S IRFS Y

Edit Properties..

2. Select Base-64 encoded X.509(.CER) and click Next.

Integration of Digital Compliance Service to GST Suvidha Provider CUSTOMER
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€ &¥ Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
(C) DER encoded binary X.509 (.CER)

| (®) Base-64 encoded X.509 (.CER)
(O Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P78)

e certification path if possibl

Indude all certificates in th

Personal Information Exchange - PKCS #12 (.PFX)

Indude all certificates in the certification path if poss
Delete the private key if the export is successful

Export all extended properties

Microsoft Serialized Certifi

Cancel

3. Browse the path where the certificate has to be saved and click Next.

€ £* Certificate Export Wizard

File to Export
I Specify the name of the file you want to export

File name:

' | ————————— | eromse... |

]
T e || Conce

Integration of Digital Compliance Service to GST Suvidha Provider CUSTOMER
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4. Click Finish. Certificate will be saved in the selected location.

&* Certificate Export Wizard

Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

You have spedfied the following settings:

Export Keys No

Indude all certificates in the certification path No

File Format Base64 Encoded X, 509 (*.cer)
< >

Finish | Cancel

Integration of Digital Compliance Service to GST Suvidha Provider
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5.3 Useful Links

e SAP Cloud Integration - Overview
https://help.sap.com/viewer/product/CLOUD_INTEGRATION/Cloud/en-US

e SAP Cloud Integration - Overview of Authorization Groups:
https://help.sap.com/viewer/368c481cd6954bdfa5d0435479fd4eaf/Cloud/en-
US/4b4balc553474259b5be661f4ef0702c.html

e SAP Cloud Integration — Importing a Keystore:
https://help.sap.com/viewer/368c481cd6954bdfa5d0435479fd4eaf/Cloud/en-
US/0db193a325a94675928e717c9310734a.html

e SAP Cloud Integration — Importing a Certificate:
https://help.sap.com/viewer/368c481cd6954bdfa5d0435479fd4eaf/Cloud/en-
US/03cf78a217574e7abd75bfbba990c085.html

Integration of Digital Compliance Service to GST Suvidha Provider CUSTOMER
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