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Disclaimer

The integration flows/integration package provided herein are intended to serve as an intermediate solution.

Please be advised that, at a later point in time, the functionalities of the iflow may have a successor

functionality, resulting in the deprecation of these iflows and restricted support. Advanced information will

be given to consumers before the deletion of these iflows.

No part of the SAP Licensed End-User Documentation may be reproduced or transmitted in any form or for

any purpose without the express permission of SAP SE or an SAP affiliate company.

The information contained in the SAP Licensed End-User Documentation may be changed without prior
notice. Some software products marketed by SAP SE and its distributors contain proprietary software
components of other software vendors. National product specifications may vary.

SAP and other SAP products and services mentioned in the Licensed End-User Documentation as well as
their respective logos are trademarks or registered trademarks of SAP SE (or an SAP affiliate company) in
Germany and other countries. All other product and service names mentioned are the trademarks of their

respective companies. Please see Trademark Information on SAP.com for additional trademark information

and notices.

2023 SAP SE or an SAP affiliate company. All rights reserved. See Legal Notice on www.sap.com/legal-notice for use terms, disclaimers, disclosures, or restrictions related to this material.
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Introduction

This document is a step-by-step instruction how to install and configure the published Package “SAP
S/4HANA Integration with SAP Business Network Material Traceability enhanced for Catena-X
Notifications”.

The configuration steps are described for each integration flow.

System Landscape

SAP Business Network
. Material Traceability .
enhanced for Catena-X
Notifications

Traceability Application

SAP Business Network
Material Traceability

:- E SAP/Non-SAP

SAP/Non-SAP

ERP

Supplier My Company Customer

This Software Package enables notification collaboration between your organization and your suppliers and
customers leveraging SAP Business Network Material Traceability.

On Sender side, SAP Business Network Material Traceability setup provide the Endpoint to this
extension package with the URL <Integration-Server>/http/send_notification

On Receiver side, SAP Business Network Material Traceability is defined in the configuration of the Integration
Flow “SAP Business Network Material Traceability enhanced for Catena-X Notifications” with the URL <BN-
MT-Server>/api/vl/ctxmessage
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Prerequisites — Prerequisites for Software components

This Table describes the required Software Component Versions

Software Version Comments

Catena-X Release 24.03

Business Network Material Traceability Q22024

SAP Data Space Integration 0.7.X

Currently, a certain APl is in its Beta phase and has been released on the SAP Business Accelerator
Hub. To make use of this API, customers are required to sign a Test and Evaluation Agreement (which
should be managed alongside the BNMT license by the Account Executive). Additionally, a ticket
needs to be created in the SBN-LBN-MT component, providing the Subaccount ID and Customer
Name as essential information.

BTP Roles

The user needs the following Roles Collection assigned in BTP Cockpit to configure these Integration Flows.
For iFlow Configuration: ‘PI_Integration_Developer

For Certificate generation: ‘PI_Administrator’

Cloud Foundry Service Key creation: ‘Org Manager’ and ‘Space Manager’ in Cloud Foundry Setup

For detailed field description consult SAP Help Configuring User Access to Cloud Integration

© 2023 SAP SE or an SAP affiliate company. Al rights reserved. See Legal Notice on www.sap.com/legal-notice for use terms, disclaimers, disclosures, o restrictions related to this materia 5/43



Prerequisites Step-by-step

1. Request for access from your administrator to the following:
1.1. BTP Subaccount — Administrator role for the duration of this setup process for the subaccount(s)
where Integration Suite and SAP Business Network Material Traceability services has been
subscribed.

2. Identify Subaccount ID and Tenant ID
2.1. On Subaccount > Overview page, Subaccount ID and Tenant ID can be found as follow.
Remember the Subaccount ID and Tenant ID it will be needed for later steps.

= [ sAPBTP Cockpit e o o
e -3 v @ ~
Subaccount: - Overview
¥ services v
Service Marketplace
Cloud Foundry Environment  Entitlements
Instances and Subscriptions
@ Cloud Foundry v [9-‘ 46 W 8
4 Entitlements o Subscriprians
spaces
Subdomain; § Provider: Amazon Web Services (AWS) Used for Production: Na
Space Quotas
Region: [ Europe (Frankfurt) Beta Features: Disabled
Org Members Enviroriment: Multi-Environment
(5] HTMLS Applications
R Connectivity v
3. Enable Cloud Foundry (Skip this step if Cloud Foundry is already enabled)
.
3.1. On Subaccount > Overview page, select Enable Cloud Foundry button
= [T saPBTP Cockpit
vie v
: Subaccount: - Overview
Service Marketplace C.ouu Foundry Environment  Entitiersents
snces and Subscrptio 0 o
yo.. M@
R, Connectivity ~ jer Amazon Web Services (AWS) Usex n No
[ US East (vA) Bet =< Disabled
t 1D ent: Multi-Environment
@ Securlty Cloud Foundry Environment
& Entitlements il t usiogd Gloud F e
Enable Cloud Foundry
4 usage Analytics —
Entitlements
sence Serice Technical Name Pian Guota Assignment
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3.2. On Enable Cloud Foundry popup page, enter following information, then select Create button

J IEnable Cloud Foundryl

Basic info

Enter basic info for your environment instance.

Environment: * Can't find what you're looking for?

Plan: *

standard

Landscape:®
|'
[}

Instance Name: (D

org Name:* (@

<

@ Cloud Foundry API endpaints may differ between subaccounts in the same region.
The API endpoint for this subaccount is shown in the Cloud Foundry environment instance details.

(1) Plan: Select “standard” from dropdown list

(2) Landscape: Select the landscape in your area from dropdown list, for example cf-eul0

(3) Instance Name: Any meaningful name or accept default

(4) Org Name: Suggest changing the default to subaccount ID (You made a note of Subaccount ID in
step 2.1 in Prerequisites Step-by-step - Identify Subaccount ID and Tenant ID section
above)

©2023 SAP SE or an SAP affiliate company. All rights reserved. See Legal Notice on www .sap.com/legal-notice for use terms, disclaimers, disclosures, or restrictions related to this material 7/43



3.3. On Subaccount - Overview - Cloud Foundry Environment Section, the Cloud Foundry details
can be found here
= [” sAPBTP Cockpit @ a0

.8 e %
& ovenvien

[ Subaccount: . Overview

Cloud Foundry Environment  Entilaments
R, Mi .

) ser

Amazan Web Services (AWS)
US East (v&)
Mult-Environment

5] Wi Applications

]

R Connectivty v Spaces (0) Crea space

uame applcations Sercs atances
Destinations oo

Na speces defined n 1 subaecount

Clowd ©

@ security

% Entitiaments

- Entitlements

4. Create Space (Skip this step if your space is already created)
4.1. On Subaccount - Overview - Cloud Foundry Environment section, select Create Space
button

= [ sapBTP Cockpit Ll

& vig

.
lsubaccount: . Overview
Cloud Foundry Environment  Entitiements

£ Cloud Faundry

Amazon Web Services (AWS)

PR, Ml

o ———— Cloud Foundry Environment

R connectiviy

Hame

B security

Disable Cloud Foundry

% Entitements

Entitlements

4.2. On Create Space popup page, enter following information, then select Create button
r N

Create Space

Space Name: *

[ dey

| S—

Assign space roles to

(v) Space Developer

[ ] Space Supporter

(v] Space Manager

() Space Auditor

— @D o
A
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(1) Space Name: Any meaningful name, for example: dev
(2) Space Developer: Checked

(3) Space Supporter: Use default

(4) Space Manager: Checked

(5) Space Auditor: Use default

4.3. On Subaccount 2 Overview - Cloud Foundry Environment Section, the Space details can be
found here. Remember the Space Name it will be needed for later steps

= [EI7 sAPBTP Cockpit 280
-1 - I &

| Subaccount: - Overview

2. M
on: (g US East (VA)

Suboccount 1D Enveonmant. Multi-Environmont

Cloud Foundry Environmerd  Entitlements

) s applications Cloud Foundry Environment

™ Comectivy - B Spaces (1 [ cun spce

Name Appiscatons Service instances

oy timi: ouB __

5. Identify LBN ID from SAP Business Network Material Traceability
5.1. Login to SAP Business Network Material Traceability

5.2. Select Manage Business Profile tile
w Home v

Material Traceability Administration

Alerts Product Batches Serialized Products Upload Events Manage Notifications

Q0 & ) x &

New

Administration
Define Categories for Define Properties Manage Data Sharing Define Destination Manage Business System Connections Manage Integration
Properties URLs Profile Logs

version 2.0

® & ® v 8
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5.3. LBNID can be found under Details
g

Bddress (3)

Business Contasts (0)

Comaes T

Admin Data

Remember the LBN ID it will be needed for later steps

you proper role to perform this step):
6.1. Go to Integration Suite

[

Create User Role (Contact your Subaccount administrator where integration suite is created to grant

6.2. On Integration Suite > Monitor - Integrations and APIs, select User Roles tile

SAP Integration Suite

®

S
453
e &

Monitor Message Processing

All Artifacts All Artifacts
i boead

14 12

Falled Messages Retry Messag

Manage Integration Content

40 40

Manage Security

Security Material Keystore PGP Keys

Manage Stores

All Artifacts

Access Policies JDBC Material

0 —|

User Roles Connectivity Tests

4

6.3. On Overview/Manage User Roles page, select Add button

= EAP" Integration Suite

@ Home

@ Discover

£ Design >

ail  Menitor v | T Hame Description
Integrations and APIs

o Inepect

G Setings ¥

| EsBMessaging send
SuperEasy Tools -

Detautt role for sending messages to integration
lows

Filter by Neme or Description

Owrer
Terant Administratar
Tenant Administrator

Qsar

Terwnt Administralor

2023 SAP SE or an SAP affiliate company. Al rights reserved. See Legal Notice on www.sap.com/legal-notice for use terms, disclaimers, disclosures, o restrictions related to this material.
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6.4. On Add User Role popup page, enter following information, then select Add button

Add User Role

© o vome ,I Role_PIR_Notfication

Role for sending messages (o integration flows for notification

(1) Role Name: Any meaningful role name, for example: Role_PIR_Notification
(2) Role Description: Any meaningful description, for example: Role for sending messages to
integration flows for notification

6.5. User Role created. Remember the Role Name it will be needed for later steps:

£ Hame Overview ! Manage User Roles
@ Discover > —y S
User Roles () Filter by Name or Description aQ [Aad; [(j\ %l
/' Design 0 i Bkt i 1 1= 8]
Integrations and APIs [T Neme Description Oviner Actions
Dals Spaces O Pl
Wl Monitor ~ =
AT

Integretions and APIs e T -
[ ESBMessagingsend Betaikide Torsendrgmessagesis nlgralon

Rsar

@ Inspect

% flowrs for =
% Settings > [1|Role PIR Notifcation R e NG Messages (0 MIeGIAON (WS 11 tenant Administrator .

SupsrEasy Tools

7. Create Process Integration Runtime Service Key
7.1. Go to Subaccount with Integration Suite subscribed

7.2. On Subaccount - Services = Service Marketplace page, Search for “Process Integration
Runtime”

= [ saPBTP Cockpit ©
- @ v /@ »

&5 Overview

o - Subaccount: =~ - - — Service Marketplace

Fiitered: 1 of 24

Service Markelplace L]
Pracess Integration Runtime % Q Types | AllEnvironments v All Solutions v | AllStstuses v
|

Instances and

@ cloud Foundry > Integration
HTMLS Applications

= ppl %

' Connectivity v

Process Integration Runtime

Provides access 10 runtine and AP1s of Cloud

Destinations Integrarion capabilty of Integration Sute

Cloud Connectors

@ security v

Can't find what you're looking for?
Usets

© 2023 SAP SE or an SAP affiliate company. All rights reserved. See Legal Notice on www.sap.com/legal-notice for use terms, disclaimers, disclosures, or restrictions related to this material. 11/43



7.3. Select... > Create

= 57 saPBTP Cockpit L=
-l & @ v

&, Overview

o . Subaccount: - . - service Marketplace

Fillered: 1.0f 24

Service Markelplace @

Process (ntegration Runtime X Q  AlTypes v | AllEnvironments v All Solutions v | Alsawses v
Instances and Subscriptions
® Cloud Foundry 5 Integration
(5] HTMLS Applications (2] E
o%e (
Connectivity v - R
= Process Integration Runtime| |nstances and Subscriptions
) Provides 4Ccss 10 mtime and AP
Destinations Intezration capability of Integration
Cloud Connectors
B security o

7.4. On New Instance or Subscription - (1) Basic Info page, enter following information, then select
Next button

INew Instance or Subscriptionl

o (2) ©

Basic Info Parameters Review

Enter basic info for your instance or subscription.

service:* @ Can't find what you're looking for?
Process Integration Runtime (1] v
Plan:*
integration-flow (2] v

Runtime Environment: *

Cloud Foundry @ v

Space: *

,Spaceo v

Instance Name:* @

PIR_notificationl 6

] Next > Create  Cancel

(1) Service: Select “Process Integration Runtime” from dropdown list

(2) Plan: Select “Integration-flow” from dropdown list

(3) Runtime Environment: Select “Cloud Foundry” from dropdown list

(4) Space: Select Name of the space from dropdown list (You made a note of Space Name in step
4.3 in Prerequisites Step-by-step - Create Space section above)

(5) Instance Name: any meaningful name, for example: PIR_notification1.
Remember the Instance Name it will be needed for later steps

©2023 SAP SE or an SAP affiliate company. All rights reserved. See Legal Notice on www .sap.com/legal-notice for use terms, disclaimers, disclosures, or restrictions related to this material 12/43



7.5. On New Instance or Subscription - (2) Parameters page, enter following information, then select

Next button

|New Instance or Subscription |

Client Credentials x ®

(D 2 (2)
Basic Info Parameters Review
Configure instance parameters. ®
( Form @ I JSON
Roles: @
Role PIR_Notification x (&)
Grant-types: @
v

Redirect-uris: @

o
Access Token Validity (in seconds): ®
- 3,600 + @
< Back Create  Cancel
(1) Select Form tab

(2) Roles: Remove any default value, enter the Role Name you made a note of in step 6.5 in
Prerequisites Step-by-step > Create User Role section above

(3) Grant-types: Select “Client Credentials” from dropdown list

(4) Redirect-uris: Leave as default - blank

(5) Access Token Validity (in seconds): Leave as default - 3,600

© 2023 SAP SE or an SAP affiliate company. All rights reserved. See Legal Notice on www .sap.com/legal-notice for use terms, disclaimers, disclosures, or restrictions related to this material.
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7.6. On New Instance or Subscription - (3) Review page, Review the instance details and select
Create button

I New Instance or Subscription I

© (2) o

Basic Info Parameters Review

Review and verify the instance details.

PIR_notification1

Service: Process Integration Runtime
Service Plan: integration-flow
Runtime Environment: Cloud Foundry

Space: Space

© Creating an instance might take a while.

< Back — Cancel
4

7.7. On Information popup page, select View Instance button

T . N

Service instance creation is in progress.
You can view the instance and its current status on the Instances and Subscriptions page.

Close

©2023 SAP SE or an SAP affiliate company. Al rights reserved. See Legal Notice on www .sap.com/legal-notice for use terms, disclaimers, disclosures, or restrictions related to this material. 14 /43



7.8. On Subaccount - Services 2 Instances and Subscription page, select ... > Create Service
Key for the newly created “Process Integration Runtime” service instance (i.e,, the Instance
Name you created in step 7.4 in Prerequisites Step-by-step > Create Process Integration
Runtime Service Key section above).

= 7 sAPBTP Cockpit e o

- Instances and Subscriptions I [ cree }
Q  All Services v All Statuses v
®
(8] HTMLS Applications
% Aopaton P Crested on Grngedon saos
Conmecivly
® soxs  manz =

Instances (5)
Service nstances created in: Cloud Foundey | Kymaik

instance Credentils

7.9. On New Service Key page, enter following information, then select Create button
r ~

New Service Key

Service Key Name: *

sk_PIR_notification @)

Configure Binding Parameters: ®

( Form @ j JSON

Key Type: ®
Clientld/Secret 0 v

External Certificate (only applicable for Key Type 'External Certificate’): ©)

e Pin Certificate (only applicable for Key Type 'External Certificate’): ()

Validity in days (only applicable for Key Type 'Certificate’): ®
— 365 + @

Key Size (only applicable for Key Type 'Certificate’): ®

2048 @ v

—
4
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(1) Service Key Name: Any meaningful name, for example: sk_PIR_notification
(2) Select Configure Binding Parameters: Form tab

(3) Key Type: Select “Client/Secret” from dropdown list

(4) External Certificate: Leave as default - blank

(5) Pin Certificate: Leave as default - checked

(6) Validity in days: Leave as default - 365

(7) Key Size: Leave as default - 2048

7.10. On Service Keys page, select ... > Download for the newly created service key and save the file
locally on your desktop

= EI7 sAPBTP Cockpit
“Tec vie x
& overview a
i =

W Services v Instances and
Subscriptions

PIR_notification

0

2 cloud

ry

8] HTMLS Applications.

X, Connectivity E——
e s
— Appicaton st
P— =
s , |service Keys (1)
curity 5
Instances (4)
stance St
= Labels (0)
ot}
! o] 1

7.11. Open service key file in any text editor, and remember the following information from service key
it will be needed for later steps
(1) Integration Flow client ID: clientid
(2) Integration Flow client secret: clientsecret
(3) Integration Flow token url: tokenurl
(4) Integration Flow url; url

16/ 43
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8. Create Instance of Services for Material Traceability (contact your subaccount administrator to

grant your proper role to perform this step)
8.1. Login Subaccount with Material Traceability subscribed

8.2. On Subaccount - Services > Service Marketplace, search Services for Material Traceability

= E!:’ SAP BTP Cockpit

Al @ v/ @ ) v
2 Overview
.
Subaccount: Service Marketplace
¥ Services v
Filtered: 1 of 25
Service Marketplace @ Services for Material Traceability X Q Types v | | AllEnvironments v | | All Solutiens v | | All Statuses v
|
Instances and Subscriptions P —
@ cloud Foundry v
‘E
Spaces
Services for Material Traceability
Space Quotas SAP Business Network Material Traceability
Services.
Org Members
[S] HTMLS Applications
R, Connectivity ~ Cantt find what you're looking for?
Destinations
Cloud Connectors
8.3. Select ... > Create
= [T7 saPBTP Cockpit
) v @ v
= Overview
.
Subaccount: - Service Marketplace
¥ Services v
Filtered: 1 of 25
Service Marketplace @ Services for Material Traceability X Q| AllTypes v | | AllEnvironments v | | All Solutions v | | Al Statuses v

Instances and Subscriptions
anees L Data and Analytics

]l
& ‘_-7,7

Services for Material Trﬁl:eaj Instances and Subscriptions
3

e

cloud Foundry v

Spaces

Space Quotas. SAP Business Network Material Tr:

Services
Org Members

[S] HTMLS Applications

Ry Connectivity v
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8.4. On New Instance or Subscription - (1) Basic Info page, enter following information, then
select Next button

|New Instance or Subscription |

& (2) (3)
Revisw

Basic Info Parameters

Enter basic info for your instance or subscription.

Service:* @ Can't find what you're looking for?

Services for Material Traceability o v
Plan:*

catena-x 9 M
Runtime Environment:*

Cloud Foundry o w
Space:*

Deyv o £
Instance Name:* (&)

smi-catena-x 6

Create  Cancel

h 4

(1) Service: Select “Service for Material Traceability” from dropdown list

(2) Plan: Select “catena-x” from dropdown list

(3) Runtime Environment: Select “Cloud Foundry” from dropdown list

(4) Space: Enter the space you created in the subaccount (You made a note of Space Name in
step 4.3 in Prerequisites Step-by-step > Create Space section above)

(5) Instance Name: Any meaningful name, for example smt-catena-x.
Remember the Instance Name it will be needed for later steps.

© 2023 SAP SE or an SAP affliate company. All rights reserved. See Legal Notice on www.sap.com/legal-notice for use terms, disclaimers, disclosures, or restrictions related to this material, 18/43



8.5. On New Instance or Subscription — (2) Parameters page, no need to change anything, select

Next button

F
I New Instance or Subscription I

(1)

NS

Basic info

Configure instance parameters. @
Upload a JSON file:
Sefect JSON file

Parameters

Or specify the parameters in JSON format

1= (X

<{ B

Clear

Create  Cancel

8.6. On New Instance or Subscription - (3) Review page, no need to change anything, select

Create button

-
|New Instance or Subscription |

(1)

NeA

Basic info

Review and verify the instance details.
smit-Catena-x

Service: Services for Material Traceability
Service Plan: catena-x
Runtime Environment: Cloud Foundry

Space: Dev

@ Creating an instance might take a while.

© 2023 SAP SE or an SAP affiliate company. All rights reserved. See Legal Notice on www .sap.com/legal-notice for use terms, disclaimers, disclosures, or restrictions related to this material.
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8.7. On Information popup page, select View Instance button

ey .
> Information

Service instance creation is in progress.
You can view the instance and its current status on the Instances and Subscriptions page.

=] View instance]  close

8.8. On Subaccount - Services = Instances and Subscription page, select ... > Create Service
Key for the newly created “Services for Material Traceability” service instance (i.e., the
Instance Name you created in step 8.4 in Prerequisites Step-by-step - Create Instance of
Services for Material Traceability section above).

= [T sap BTP Cockpit e a0

Ny - v
2 overview

W services

Subaccount: - Instances and Subscriptions [ e ]

Al Senvces v Alstases v

£ cloud Foundry

Flan Auntine Envecoment scope © Credantits Seane

3 WIS applications

Clowd Conmectors Environments (1)

Envronmsnt instances treated In his subaccoun.

Name Environment Plan Greated On Changed On

8.9. On New Service Key page, enter following information, then select Create button

| New Service Key |
Service Key Name: *
sk-smt-catena-x o

Configure Binding Parameters: ®

Upload a JSON file:

Select JSON file o

Or specify the parameters in JSON format Clear

1 ()

Cancel

© 2023 SAP SE or an SAP affiliate company. All rights reserved. See Legal Notice on www.sap.com/legal-notice for use terms, disclaimers, disclosures, or restrictions related to this material. 20/ 43



(1) Service Key Name: Any meaningful name, for example: sk-smt-catena-x
(2) Upload a JSON file: Leave as default - blank
(3) Or specify the parameter in JSON format: Leave as default - blank

8.10. On Service Keys page, select ... > Download for the newly created service key and save
the file locally on your desktop

= [T saAPBTP cockpit I
= @ v/@
and Subscriptions e
- } Viow Croduntials  see
L"_..__L..j ~

® cloud Foundry -

5

= e

(o=t} Name st

bound sapicatior

[ HTMLS Applications siecatens [ crenes §
R Connectivity Service Keys (1)

Nome.

9 Sty Labels (0)

8.11. Open service key file in any text editor, and remember the following information from
service key it will be needed for later steps
(1) Catena-x message address: uri
(2) Catena-x message token url: url + “/oauth/token”
(3) Catena-x message client ID: clientid
(4) Catena-x message client secret: clientsecret

yinding=secrel®,
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9. Create EDC Discovery connection credential via Security Material
9.1. Go to Integration Suite

9.2. On Integration Suite > Monitor - Integrations and APIs > Manage Security section,
select Security Material tile

SAP" Integration Suite

>
> __Monitor Message Processing
v
Integzations and APl LA Al Arttacts
PR +
= £ . : O O O
88 SuperEasy Tools s Failed Messages Retry Message:
Manage Integration Content
All Al All
Manage Security
b Securlty Material Keystore PGP Keys Access Policies JDBC Material User Roles Connectivity Tests
Astifact Entries Key Atifact Adifacts
Manage Stores
Data Stores Variables Message Queues Number Ranges

9.3. On Overview / Manage Security Material page, select Create > OAuth2 Client Credentials

Lite i
& Home
@ Discover >
Security Mater a Uplead v (& %

# Desgn 5

User Credantials
wil  Monitor ~ Name Type Status Daplayed By Deployed On A

Integrations and APIS
user Credentials Deployed War 19, 2024, 14] OAUINZ SAML Bearer Assertion
7 Inspect
. Otz Authorization Code

% Settngs > .

Secure Parameter
@ SuperEasy Tools ¥ . - User Gredentials. Deployed Mar 14, 2024, 21
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9.4. On Create Oauth2 Client Credentials page, enter following information, then Select Deploy
button

Create OAuth2 Client Credentials |

Name:*

Description:

Token Service URL: *

Client Secret: *

|
|
|
Client ID:* ’
l
|

Client Authentication:* | Send as Body Parameter

Scope:

Content Type: ‘ application/x-www-form-urlencoded

Resource: ‘

0o © o00o 00 e

Audience: ‘

==*| Deploy Cancel

(1) Name: Any alias name, for example EDC_Discovery_Credential_Alias
Remember Name it will be needed for later steps

(2) Description: Any meaningful description

(3) Token Service URL: Shared by Cofinity-X

(4) Client ID Shared by Cofinity-X

(5) Client Secret: Shared by Cofinity-X

(6) Client Authentication: Select “Send as Body Parameter” from dropdown list

(7) Scope: Leave as default - blank

(8) Content Type: Select “application/x-www-form-urlencoded” from dropdown list

(9) Resource: Leave as default - blank

(10) Audience: Leave as default - blank

© 2023 SAP SE or an SAP affiliate company. All rights reserved. See Legal Notice on www.sap.com/le:
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10. Create EDC connection credential via Security Material
10.1. Go to Integration Suite

10.2.0n Integration Suite > Monitor > Integrations and APIs - Manage Security section, select
Security Material tile

Integration Suite

i Home Qverview
@ Discover >
& Design > Monitor Message Processing
al Monitor v
Integrations and APIs All Artifacts All Artifacts All Artifacts All Artifacts
Past Hour Past Hour Past Hour Past Hour

5 Inspect +

i~ 6 __0__0__ 6

B8 SuperEasy Tools "
st Messages Failed Messages Retry Messages Completed Messages

Manage Integration Content

All All Al
All Started Errar
Manage Security
Security Material *=1" Keystore PGP Keys Access Policies JDBC Material User Roles
Antifacts Entries Keys Artifacts Artifacts

10.3.0n Overview / Manage Security Material page, select Create > OAuth2 Client Credentials

®
2

 Deployed By Q)[Emme ] toboad - O

Security Malerial (14)

2 Design

User Credentials

Neme Tipe Status Deployed By Deplayed On 4
Qauth2 Client Cradentiats
Integrations and APl i e =
User Croagentials Deployed or 16, 2024, 14, OAUN2 SAWL Baarer Assertion
(A Inspect
Oauthz futhorization Cada
%y Sellings >
Socure Parameter
& SupeiEasy Tools - User Cradentiats Deployed 8 16, 2024, 21
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10.4.0n Create Oauth2 Client Credentials page, enter following information, then Select Deploy
button

|Create OAuth2 Client Credentials |

Name:*

Description:

Token Service URL:*

|
|
|
Client ID:* ‘
|

Client Secret: *

Client Authentication: * ‘ Send as Request Header

Scope:

Content Type: ‘ application/json

Resource: ‘

0o © o006 o°©0e
<

Audience: ‘

——=| Deploy Cancel

(1) Name: Any alias name, for example EDC_ControlPlane_Credential_Alias
Remember Name it will be needed for later steps

(2) Description: Any meaningful description

(3) Token Service URL: Please contact your DSI/EDC administrator for this information

(4) Client ID: Please contact your DSI/EDC administrator for this information

(5) Client Secret: Please contact your DSI/EDC administrator for this information

(6) Client Authentication: Select “Send as Request Header” from dropdown list

(7) Scope: Leave as default - blank

(8) Content Type: Select “application/json” from dropdown list

(9) Resource: Leave as default - blank

(10) Audience: Leave as default - blank
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11. Create SAP Business Network Material Traceability Catena-X connection credential via Security
Material
11.1. Go Integration Suite

11.2.0n Integration Suite > Monitor > Integrations and APIs - Manage Security section, select
Security Material tile

SAP” Integration Suite

3 Home Overview
@ Discover >
& Design »  Monitor Message Processing
ual  Monitor v
Integrations and APls All Artifacts All Artifacts All Artifacts All Artifacts
Past Hour Past Hour Past Hour Past Hour
(# Inspect +
o e . 6 O O 6
SuperEasy Tools B
Messages Failed Messages Retry Messages Completed Messages

Manage Integration Content

All All All
All Started Error
Manage Security
Security Material =" Keystore PGP Keys Access Policies JDBC Material User Roles
Artifacts Entries Keys Artifacts Artifacts

11.3.0n Overview / Manage Security Material page, select Create > OAuth2 Client Credentials

SAP” Integration Suite

& Home

@ Discover >

F . iy Mol (14) a U v G B
csign e

' Name Type stows Deployed By Deployed On

—— OAuith2 Client Credentials
tions and 4715
User Cregentias peployed Mar 19, 2024, 14] OAUT2 SALL Bearer Assertion
71 Inspect
©Auh2 Authorization Code
% Settings > — .
Secure Farameter
& SuperEasy Tools - User Credentials Denloyed Mar 14, 2024, 21
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11.4.0n Create OAuth2 Client Credentials page, enter following information, then Select Deploy
button

Create OAuth2 Client Credentials I

Description:
Token Service URL:*

Client ID: *

Client Secret: *

Client Authentication:* | Send as Request Header

Scope:

Content Type: application/json

Audience:

o000 © 00 o0 e

|
Resource: ’
|

_. Cancel

(1) Name: Any alias name, for example BN-MT_Catena-X_Credential_Alias

Remember Name it will be needed for later steps

(2) Description: Any meaningful description

(3) Token Service URL: Enter the Catena-x message token url (You made a note of Token
Service URL in step 8.11 in Prerequisites Step-by-step = Create instance of Services
for Material Traceability section above)

(4) Client ID: Enter the Catena-x message client ID (You made a note of Client ID in step
8.11in Prerequisites Step-by-step > Create instance of Services for Material
Traceability section above)

(5) Client Secret: Enter the Catena-x message client secret (You made a note of Client
Secret in step 8.11 in Prerequisites Step-by-step > Create instance of Services
for Material Traceability section above)

(6) Client Authentication: Select “Send as Request Header” from dropdown list

(7) Scope: Leave as default - blank

(8) Content Type: Select “application/json” from dropdown list

(9) Resource: Leave as default - blank

(10) Audience: Leave as default - blank
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12. Create Integration Flow connection credential via Security Material
12.1.Go to Integration Suite

12.2.0n Integration Suite > Monitor > Integrations and APIs - Manage Security section, select
Security Material tile

Integration Suite

@ Home
@ Discover

#  Design

Overview

Monitor Message Processing

il Monitor

Integrations and APIs

All Artifacts
Past Hour

(7 Inspect
%y Settings

SuperEasy Tools

6

Messages

Manage Integration Content

All

11

Manage Security

Security Material =1~

14

All

Atifacts

All Artifacts
Past Hour

Failed

All

0

Messages

i |

Started

Keystore

Entries

Fi

All Artifacts
Past Hour

0

Retry Messages

All

Error

PGP Keys
Keys

All Artifacts
Past Hour

6

Completed Messages

Access Policies JDBC Material

0

Artifacts

User Roles

Artifacts

3

12.3.0n Overview / Manage Security Material page, select Create -> OAuth2 Client Credentials

& Homa
@ Discover

& Design

al Monitor ~

Integrations and ARIs

% Settings
=

SuperEasy Tools

Security Mat

Name

Type

User Credenjals

User Credentials

Staws

Deployed

Deployed

r Deployed By | [Ceae o] uploaa ~ O
User Credentiels

Degloyed By Deployed On

Mar 19, 2024, 14| QAUIN2 SAML Bearer Assertion

OAuth? Authorization Code

Secure Parameter

Mar 14, 2024, 21
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12.4.0n Create OAuth2 Client Credentials page, enter following information, then Select Deploy
button

Create OAuth2 Client Credentials |

Name: *

Token Service URL: *

|

Description: ‘
|

Client ID:* ‘

Client Secret: * ‘

Client Authentication: * ‘ Send as Request Header

Scope: ‘

Content Type: ‘ application/json

Resource: ‘

000 © 0000 o 0o

Audience: ‘

—- Cancel

(1) Name: Any alias name, for example Integration_Flow_Credential_Alias
Remember Name it will be needed for later steps

(2) Description: Any meaningful description

(3) Token Service URL: Enter the Integration Flow token url (You made a note of Token
Service URL in step 7.11 in Prerequisites Step-by-step > Create Process Integration
Runtime Service Key section above)

(4) Client ID: Enter the Integration Flow Client ID (You made a note of Client ID in step 7.11 in
Prerequisites Step-by-step - Create Process Integration Runtime Service Key section
above)

(5) Client Secret: Enter the Integration Flow Client Secret (You made a note of Client Secret in
step 7.11 in Prerequisites Step-by-step 2> Create Process Integration Runtime Service Key
section above)

(6) Client Authentication: Select “Send as Request Header” from dropdown list

(7) Scope: Leave as default - blank

(8) Content Type: Select “application/json” from dropdown list

(9) Resource: Leave as default - blank

(10) Audience: Leave as default - blank
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Install Package from Discover in SAP Integration Suite

Go to Integration Suite, navigate to Discover - Integrations and search for Catena-X.

Select “SAP Business Network Material Traceability enhanced for Catena-X Notification
collaboration V1.0” package. The content is shown and in the upper right corner you find a Copy link.

= T integration suite

Press Copy to download the project to your SAP Integration Suite.
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Configuration Step-by-Step

Please follow these instructions to setup all related parameters for each Integration Flow.

SAP Business Network Material Traceability enhanced for Catena-X
Notification collaboration V1.0

From the menu on the left Integration Suite = Designh > Integrations and APIs, Select the package "SAP
Business Network Material Traceability enhanced for Catena-X Notification collaboration V1.0”

Y
Design
Select Artifacts Tab at the top.
D o

ceability enhanced for Catena-X Notification collaboration V1.0

sctons
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Enhanced SAP Business Network Material Traceability Send Notifications

From Integration Suite, select "Configure" from the Dropdown list under the "Action" button for the
Integration Flow "Enhanced SAP Business Network Material Traceability Send Notifications”.

= [T Integration Suite LeEdE e 00

Inegrations and API 1 SAP Business Network Mateil Traceabiy enhanced for atena-X Nocaion collaboration VL0 B it i Eacienn
. - . @ - .
SAP Business Network Material Traceability enhanced for Catena-X
@ Discover > i . .
Notification collaboration V1.0
/ Design v
s ackags enhances SAP Busness Network Material Taceabily fo Catena X vendor, e
Integrations and APIs » Notifications collaboration.
Verson: 100
Data Spaces
i erior s | ovnen —
@ mspect
focs Q
By Settings >
Type Verson Actons
Inegraion Fow 106
Inegrason Fow 108

Integration Flow

Sender Tab

1) On Sender tab, enter following information, then select Select button

| Configure "Enhanced SAP Business Network Material Traceability Send Notifications”

I SAP_Business_Network_Material_Traceability_Sender o s |

. | HTTRS e

< |

Connection

User Role: ‘

|I[ Select ] B

(1) Sender: Select “SAP_Business_Network_Material_Traceability_Sender” from dropdown list
(2) Adapter Type: Select “HTTPS” from dropdown list

2) On Select User Role page, select the Role Name from list (You made a note of Role Name in step
6.5 in Prerequisites Step-by-step > Create User Role section above)

Select User Role

| Search

Role_PIR_Notification 'I._

Q|

ESBMessaging.send
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3) On Configure "Enhanced SAP Business Network Material Traceability Send Notifications" >

Sender page, Select Save button

| Configure "Enhanced SAP Business Network Material Traceability Send Notifications”

Sender | More

Adapter Type: | HTTPS

Sender: | SAP_Business_Network_Material_Traceability_Sender

Connection

User Role: || Role_PIR_Natification

Select

More Tab

On the More tab, select “All Parameter” from Type dropdown list and enter following information, then

select Save button

00000000

(1) BN-MT_Catena-X: Enter the Catena-x message address which you made a note of Catena-x

message address in step 8.11 in Prerequisites Step-by-step > Create instance of Services for

Material Traceability section above

(2) BN-MT_Catena-X_Credential_Alias: Enter the Name which you made a note of Name in step 11.4
in Prerequisites Step-by-step > Create SAP Business Network Material Traceability Catena-X
connection credential via Security Material section above
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(3) EDC_ControlPlane: This is the URL of your DSI tenant. For non-SAP EDC, please contact your EDC
administrator.

(4) EDC_ControlPlane_Credential_Alias: Enter the Name which you made a note of Name in step
10.4 in Prerequisites Step-by-step - Create EDC connection credential via Security Material

section above
(5) EDC_Discovery: This is the URL which is shared from Cofinity-X for the discovery service
(6) EDC_Discovery_Credential_Alias: Enter the Name which you made a note of Name in step 9.4 in
Prerequisites Step-by-step - Create EDC Discovery connection credential EDC Credentials
via Security section above
(7) Integration_Flow: Enter the Integration Flow url which you made a note of Integration Flow url
in step 7.11 in Prerequisites Step-by-step > Create Process Integration Runtime Service Key

section above
(8) Integration_Flow_Credential_Alias: Enter the Name which you made a note of Name in step 12.4
in Prerequisites Step-by-step > Create Integration Flow connection credential via Security
Material section above
(9) senderBpn: This is BPN of your EDC

From Integration Suite, select "Deploy” button from the Drop-Down under the "Action" button for the
Integration Flow "Enhanced SAP Business Network Material Traceability Send Notifications”.

= ET7 Integration Suite

4

Integr

1l Monitor
@ Inspect

% Settings >

P Business Network Material Traceability for Catena-X

ations and APIs / SAP Business Network Material Traceability enhanced for Catena-X Nofification collaboration V1.0

On Confirmation popup page, select Yes button

(@) Confirmation

Do you want to deploy on the selected runtime profile?

Runtime Profile] |

Cloud Integration ‘

| ves |

No

SAP Business Network Material Traceability enhanced for Catena-X
Notification collaboration V1.0

Type

Integration Flow

105

D =

copy
View metadata
Download

Configure

[y ]
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Enhanced SAP Business Network Material Traceability Receive
Notifications

From Integration Suite, select "Configure" from the Drop-Down under the "Action" button for the Integration
Flow "Enhanced SAP Business Network Material Traceability Receive Notifications”.

= ET7 Integration Suite

Integs Is /) Notifcat no

@ ®

@D o P osspaciage

@ Home . . -
- ; SAP Business Network Material Traceability enhanced for Catena-X

Notification collaboration V1.0
& Design %

Y | ces SAP Business Network Material Taceabiy fo CatenaX Cencr [T
on: 100
P
il Monitor > p— DEP—
@ Inspect
B setings > | (e Filt
Sy ’ ) Name Type Version [Com— A
T

Eraneed SAP Business Nework MateTal Traceabiley Reseine Noweatons

Created = configure

Eranced SAP Business Network Material Traceabilty Send Notiications

3 S 53 Susnes Netor e Tt 0 4 sndig Ctne X ceions —— 108 Begter
Send Noificaion Callback
[ Store Callback Data to Datastore Integration Flow 105 ]
1) On Sender tab, enter following information, then select Select button
|Configure "Enhanced SAP Business Network Material Traceability Receive Notifications”
Sender More
Sender: | | Data_Space_Integration A |
Adapter Type: ‘ HTTPS 84 |
Connection

User Role: |

(1) Sender: Select “Data_Space_Integration” from dropdown list
(2) Adapter Type: Select “HTTPS” from dropdown list
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2) On Select User Role page, select the Role Name from list (You made a note of Role Name in step
6.5 in Prerequisites Step-by-step > Create User Role section above)

Select User Role

| Search Q

Role_PIR_Notification 4—_

ESBMessaging.send

3) On Configure "Enhanced SAP Business Network Material Traceability Receive
Notifications"-> Sender tab, select Save button

|Ccnﬂgure "Enhanced SAP Business Network Material Traceability Receive Notifications" |

"

Adapter Type: | HTTPS v

Sender: | Data Space Integration -

Connection

User Role:| | Role_PIR_Notification Select |

_. Deplay  Close
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More Tab

1) On Configure “Enhanced SAP Business Network Material Traceability Receive Notifications”
- More page, enter following information, then select Save button

Configure "Enhanced SAP Business Network Material Traceability Receive Notifications"
Sender

BN-MT_Catena-X:

Type:| | All Parameters [1]

o0

BN-MT_Catena-X_Credential_Alias:

BB oy e

(1) Type: Select “All Parameters” from dropdown list

(2) BN-MT_Catena-X: Enter the Catena-x message address which you made a note of Catena-x
message address in step 8.11 in Prerequisites Step-by-step > Create instance of Services
for Material Traceability section above

(3) BN-MT_Catena-X_Credential_Alias: Enter the Name which you made a note of Name in step

11.4 in Prerequisites Step-by-step - Create SAP Business Network Material Traceability
Catena-X connection credential via Security Material section above

From Integration Suite, select "Deploy” button from the Drop-Down under the "Action" button for the
Integration Flow "Enhanced SAP Business Network Material Traceability Receive Notifications”.

= [T Integration Suite Qe d:x a8 006

~_— qport Publsh  Delete Package
o ; SAP Business Network Material Traceability enhanced for Catena-X
> Notification collaboration V1.0
oesizn =
s package enhances SAP Business Netwrk Nateil Traceably fo Catena X ot Egtanie
Integrations and APIs C Notifications collaboration. Gecsioneef i

Il Monitor >

Overview Togs  Comments
© mepect
< v L sitgr Aracts a
By Settings > (Gorr )
() Name Type Verson Actons
View metadiata
Enhanced SAP Business Network Material Traceabiliy Receve o =
() Enhanced SAP Business Network Material Traceabilty o support recei zration Flow 106 Download @)
Created -
Confgure
Enhanced SAP Business Network aterlal Traceabillty Send Notfcations
() Enhanced SAP Business Networ Material Traceabilty to uppor sending CatensX notficatons Integration Flow 100 ooy ] |2
a] Integraton F @
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On Confirmation popup page, select Yes button

(@) Confirmation

Do you want to deploy on the selected runtime profile?

Runtime Profile:

Cloud Integration v |
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Send Notification Callback

From Integration Suite, select "Configure" from the Drop-Down under the "Action" button for the Integration
Flow " Send Notification Callback”

= [EI7 integration Suite noeM@EiEa 006

Inegraions and AP/ SAP Business Nexwork aeral Traceabilty enhanced for Catena-X Notfcaton collaboraion V1.0 - T
@ Home R . s
G SAP Business Network Material Traceability enhanced for Catena-X
iscover >
Notification collaboration V1.0
o Design P
s package enances SAP Business Network Materil Traceabily for Caena X vendor JP—
Integrations and AEts = Notifications collaboration. b

Data Spaces

il Monitor > overview [ Arttacts @) | Documents () Tags  comments

@ mspect

Q
By Settings >

) Name Type Version

Enhanced SAP Business Network Material Traceability Receive Notifications
() Enhanced SAP Business Network Material Traceabiity to support receiving Catena-X nrifications Integratio 106

Created
0 Integration Flow 108

Send Notification Callb

Integration Flow 105

T Store Callback Data to Datastore
Created

Sender Tab

1) On Sender tab, enter following information, then select Select button

[Configure "Send Notification Callback” I

Sender

Sender: ‘ Data_Space_Integration

Adapter Type: i HTTPS

Connection

UserRole: [ Select | fpr—

(1) Sender: Select “Data_Space_Integration” from dropdown list
(2) Adapter Type: Select “HTTPS” from dropdown list

2) On Select User Role page, select the Role Name from list (You made a note of Role Name in step
6.5 in Prerequisites Step-by-step > Create User Role section above)

Select User Role

[ Search Q

Role_PIR_Notification 4__

ESBMessaging.send

3) On Configure "Send Notification Callback" = Sender page, select Save button
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Configure "Send Notification Callback”

Sender: | Data_Space_Integration v \

Adapter Type: | HTTPS v

User Role: | | Rele PIR_Notification |smm‘

Connection

From Integration Suite, select "Deploy” button from the Drop-Down under the "Action" button for the
Integration Flow "Send Notification Callback”.

= EI7 Integration Suite o eMdEi#EQ 00

Integratons and APIs / SAP Business Network MateralTraceabilty enhanced for atena:X Notifcaton collaboraton V1.0 / €D oo P Do pudoge
@ Home

SAP Business Network Material Traceability enhanced for Catena-X

@ Discover > =5 . N
Notification collaboration V1.0
 Design v
This package erhances SAP Business Network Wateral Traceabilty for Catena X Jenr o Eable
Integrations and APIs * thwiaunngs collaboration. v Vend Horde:Ediabl
Verson: 100
prETT
il Monitor > overview ——
@ Inspect
Fiter Afacs a
% Settings > .
O Name Type Version Actions
Enhanced SAP Business Networlk Mateisl Traceabllty Receive Notifcations
[0 Enhanced SAP Business Network Material Traceabilty to support receiving Catena-X notifications Integration Flow 106 @ >
Crented
Enhanced SAP Business Network Material Traceabilty Send Noifcations
[} Enhanced SAP Business Network Material Traceabilty to support sending Catena-X noifications Integration Flow 109 Copy @ >

View metadata
‘Send Notification Callback
Store Callback Data to Datastore Integration Flow 108 Download

]

Configure

On Confirmation popup page, select Yes button

| @ Confirmationl

Do you want to deploy on the selected runtime profile?

Runtime Profile: ‘ Cloud Integration

| Yes No
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SAP Business Network Material Traceability connection setup

This section describes how to setup connection from SAP Business Network Material Traceability to
SAP Business Network Material Traceability enhanced for Catena-X Notifications

Connect to Enhanced SAP Business Network Material Traceability Send Notifications

o Create anincident on the Customer Support Portal and categorize your issue with the

component SBN-LBN-MT, providing the following information:

(¢]
(¢]

2023 SAP SE or an SAP affiliate company

Title: create an outbound URL for Catena-X
Message body:

1

2)

3)

4)

5)

Subaccount ID: This is subaccount ID where SAP Business Network Material
Traceability subscribed (You made a note of Subaccount ID in step 2.1 in
Prerequisites Step-by-step > Identify Subaccount ID and Tenant ID section
above)

Tenant ID: This is tenant ID where SAP Business Network Material Traceability
subscribed (You made a note of Tenant ID in step 2.1 in Prerequisites Step-by-
step - Identify Subaccount ID and Tenant ID section above)

LBN ID: This is LBN ID of your SAP Business Network Material Traceability (You
made a note of LBN ID in step 5.3 in Prerequisites Step-by-step > Identify LBN
ID from SAP Business Network Material Traceability section above)

Send Notification APl endpoint: Integration Flow url + “/send_notification” (You
made a note of Integration Flow url in step 7.11 in Prerequisites Step-by-step 2>
Create Process Integration Runtime Service Key section above)

(This is the API endpoint of integration flow Enhanced SAP Business Network
Material Traceability Send Notifications)

Credentials: This is the credential of your integration suite (You made a note of the
Credentials in step 7.11 in Prerequisites Step-by-step = Create Process
Integration Runtime Service Key section above)
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Integration Exception Handling

Enhanced SAP Business Network Material Traceability Send Notification integration
flow

1. Integration flow handle error with following two ways to ensure to all the errors got caught and
also data consistency
1.1. Each integration process contains an Exception Subprocess to catch errors and log the
process name with error and also error message detail
1.2. When error caught by Exception Subprocess, it will send an error message back to
sending system to roll back any changes already made
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In case you have to create DSI Assets, Policies and Contract Definitions
manually please refer steps below.

Create DSI Assets, Policies and Contract Definitions

1. Refer to document Configuration Instructions — Notification — Create DSI Assets, Policies and
Contracts v1.0.0 for steps to setup DSI Assets, Policies and Contract Definitions.

2023 SAP SE or an SAP affiliate company. All rights reserved. See Legal Notice on www.sap.com/legal-notice for use terms, disclaimers, disclosures, or restrictions related to this material. 43/43



