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The communication part of the eDocument Full Solution for processing electronic documents in Mexico is taken care by
SAP CLOUD PLATFORM INTEGRATION. In order to get SAP CLOUD PLATFORM INTEGRATION working, there are
some required steps on both the SAP ERP or SAP S/4HANA system and the SAP CLOUD PLATFORM INTEGRATION
tenant.

These steps are typically taken care of by an SAP CLOUD PLATFORM INTEGRATION consulting team, who is responsible
for configuring the SAP ERP or SAP S/4AHANA - SAP CLOUD PLATFORM INTEGRATION connection and maintaining
the integration content and certificates/credentials on the SAP CLOUD PLATFORM INTEGRATION tenant.

1 PREREQUISITES

Before you start with the activities described in this document, ensure that the following prerequisites are met:
1.1 eDocument Full Solution

The eDocument Full solution is installed in your test and production systems.
< For the generic part, refer to the Installation Guide for eDocument attached to the SAP Note 2134248.

« For the Mexico-specific part, refer to the SAP Note 2526771 for SAP_APPL systems, and SAP Note 2565791 for
S/4HANA systems.

1.2 SAP Cloud Platform Tenants
SAP CLOUD PLATFORM INTEGRATION test/productive tenants are live.
1.3 Client Certificate

SAP Cloud Platform Integration uses a private/public key pair plus client certificate to sign the ePayment/elnvoice
document from SAP before sending it to PACs. Right now, signing is supported by SAP for EDICOM and PEGASO.
For all others, the PAC does the signing. In cases where the signing happens in SAP, you need to provide the SSL
certificates recognized by the tax authority and the pair of private/public key. This information must be available in
the keystore on your SAP Cloud Platform Integration tenant. These steps will be taken care of by the SAP CLOUD
PLATFORM INTEGRATION consulting team.

1.4 Registration at SAT

Registration at SAT is completed and the following data is available:
1. Certificate used for digital signature (private key + password).
2. Public certificate to verify the SOAP response deployed on SAP CLOUD PLATFORM
INTEGRATION tenants keystore. Obtain the certificate from SAT.

(For more information, see:

http://www.sat.gob.mx/informacion fiscal/factura electronica/Paginas/certificado sello digital.aspx)

3. Create a keystore using the private key and public key information available. Refer to Section 6.2 on

how to create certificate using private and public key information available.

2 SECURE CONNECTION

You must configure the secure connection between the SAP ERP or SAP S/4HANA system and SAP CLOUD
PLATFORM INTEGRATION. More reference information can be found in Application Help for SAP Cloud Platform
Integration.
Note: The above listed link is maintained by the SAP Cloud Platform Integration team. If you encounter any issue in the
linked documentation, please open a support ticket against the component LOD-HCI-PI-OPS.



http://www.sat.gob.mx/informacion_fiscal/factura_electronica/Paginas/certificado_sello_digital.aspx
http://www.sat.gob.mx/informacion_fiscal/factura_electronica/Paginas/certificado_sello_digital.aspx
https://uacp2.hana.ondemand.com/viewer/368c481cd6954bdfa5d0435479fd4eaf/Cloud/en-US/7cfe913ba85d463a9c5fce101c3ae460.html
https://uacp2.hana.ondemand.com/viewer/368c481cd6954bdfa5d0435479fd4eaf/Cloud/en-US/7cfe913ba85d463a9c5fce101c3ae460.html
https://uacp2.hana.ondemand.com/viewer/368c481cd6954bdfa5d0435479fd4eaf/Cloud/en-US/7cfe913ba85d463a9c5fce101c3ae460.html
https://uacp2.hana.ondemand.com/viewer/368c481cd6954bdfa5d0435479fd4eaf/Cloud/en-US/7cfe913ba85d463a9c5fce101c3ae460.html
https://uacp2.hana.ondemand.com/viewer/368c481cd6954bdfa5d0435479fd4eaf/Cloud/en-US/7cfe913ba85d463a9c5fce101c3ae460.html
https://uacp2.hana.ondemand.com/viewer/368c481cd6954bdfa5d0435479fd4eaf/Cloud/en-US/7cfe913ba85d463a9c5fce101c3ae460.html
https://uacp2.hana.ondemand.com/viewer/368c481cd6954bdfa5d0435479fd4eaf/Cloud/en-US/7cfe913ba85d463a9c5fce101c3ae460.html
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3 GENERAL INFORMATION

The package eDocument: ePayment and elnvoice for Mexico contains the following iFlows:

iFlow Name in WebUI Project Names/Artifacts Name
MexicoeDocument MexicoeDocument
MexicoeDocument_edicom MexicoeDocument_edicom
MexicoeDocument_pegaso MexicoeDocument_pegaso

4  SETUP STEPS

Perform the below steps to set up the iFlows.

4.1 Deploy the customer certificate and credentials to the SAP CLOUD PLATFORM INTEGRATION
tenants

1. Deploy the certificate (as private key with Alias as RfcEmisor) in the tenants JAVA_KEYSTORE.
Refer to section 6.2.2 on how to create a single certificate chain containing both private key and public certificate.

For example (RfcEmisor - hhh9504107wa):

Alias Type Owner Valid Until Last Modified At Actions

hhh9504107wa Key Pair Tenant Administrator May 18, 2021, 09:24:56 Feb 13, 2018, 18:06:50

For Edicom credentials as RfcEmisor_EDICOM, you do notneed to copy the package for every company code.
You just need to maintain the credentials for every RfcEmisor as shown below.

For example (HHH9504107WA_EDICOM):

Name Type Status Deployed By Deployed On

HHH9504107WA_EDICOM Credentials Deployed C5158632 Feb 20, 2018, 13:50:42

For Pegaso, credentials (username and password) for the endpoint must be obtained and stored in the
tenant under the name below. You must copy the package for every company code. For example,
PEGASO_CREDENTIALS:

Name Type Status Deployed By Deployed On

PEGASO_CREDENTIALS Credentials Deployed 1323590 Oct 19, 2017, 11:25:37

2. Deploy the public certificate for STAGING in the TEST tenants JAVA_KEYSTORE and the public certificate
for PRODUCTION in the PRODUCTION tenants JAVA_KEYSTORE. The corresponding certificates
STAGING/PRODUCTION has to be used in the previous step.

The details on how to create a jks file is available in the Appendix section 6.2.2 of this document.
4.2 Copy integration flows and adapt them to the customer

You must copy the required iFlows (mandatory iFlow) and one of the optional iFlows (depending on the PAC the
customer uses) in the package eDocument: ePayment and elnvoice for Mexico to the target tenant as follows:

Mandatory iFlow:

Generic MexicoeDocument



https://v0347-tmn.avt.eu1.hana.ondemand.com/itspaces/shell/monitoring/KeystoreEntry/%7B%22keystoreName%22:%22system%22,%22alias%22:%22686868393530343130377761%22%7D
https://v0347-tmn.avt.eu1.hana.ondemand.com/itspaces/shell/monitoring/KeystoreEntry/%7B%22keystoreName%22:%22system%22,%22alias%22:%22686868393530343130377761%22%7D
https://v0347-tmn.avt.eu1.hana.ondemand.com/itspaces/shell/monitoring/KeystoreEntry/%7B%22keystoreName%22:%22system%22,%22alias%22:%22686868393530343130377761%22%7D
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Optional iFlow (choose one based on the name of PAC):

Pegaso: MexicoeDocument_pegaso

EDICOM: MexicoeDocument_edicom

Note: Generic iFlow is common to all PACs.
Optional iFlow name might vary for different PACs.

N

In your browser, go to the WebUI of the tenant (URL: /itspaces/#shell/catalog)

From the menu in the upper left corner, choose Discover.
Go to tab page ALL.

Discover

HIGHLIGHTS (12) ALL (91)

In the search field, enter eDocument: ePayment and elnvoice for Mexico package and press ENTER.

3 The eDocument Framework provides a generic approach to create,
fs’, eDocument: ePayment and elnvoice for Mexico Editable 1330226 Tue, 17 Apr 2018 08:44:17 GMT  process and manage electronic documents. This integration package
provides the HANA Cloud m[egfatlon content which is part of the

Select the package and in the upper right corner, choose Copy.

There are several parameters on each iFlow, which must be maintained. To change the parameters in the
WebUI, do the following:

Managing Credentials

No oM

From the menu in the upper left corner, choose E Overview.
Click on Manage Security Material-> Add -> User Credential.

view [ Menege Security Material

Known | !?SL‘; .‘,SSI,I).
Name Tye Status Doployed By D

OAuth? Credentials

PGP Public Keyring

§ PGP Seciel Keyring

B Sccuro Paramotor

B Us x Credentials I

test_user

Add a user and password under a name and note down the name.

Add User Credentials

*Name: | HCI_USER|

Repeat Password ...

SuccessFactors

= Design.
From the menu in the upper left corner, choose
Click on the eDocument: ePayment and elnvoice for Mexico package.
Go to the Artifacts tab page.
For the iFlow that you want to change, choose Actions > Configure.

7]



EDOCUMENT MEXICO — SAP CLOUD PLATFORM INTEGRATION SET-UP

8. After changing the parameters, choose Save.

For Pegaso, follow the instructions below:

Configure "MexicoeDocument”

Bended

Sender: Sender

Adapter Type SOAP

C\OG(ESS /MexicoeDocuments )

Connection

1. Download the iFlow MexicoeDocument_pegaso from the Webspace.
2. Configure the Externalized Parameter-
1. URL. The value of the URL parameter is the endpoint of the webservice from Pegaso. This
should be obtained from Pegaso.
(https://ga.pegasotecnologia.mx/SAPEmisionSGatewayDemo/ServiceGateway.svc/SoapllText - For Test)
2. elnvoice_URL: The endpoint URL to know the status of elnvoice cancellation request.
3. ePayment_URL: The endpoint URL to know the status of ePayment cancellation request.
3. Enter the credential name that is maintained in the key store.
4. Execute checks and deploy the iFlow in the tenant.
5. Before testing, ensure the handshake certificate from Pegaso is downloaded and deployed in the
tenant keystore. There is no constraint in the alias here. So, download and store it under any
name.

Configurable Parameters:

Configure "MexicoeDocument_pegaso”

Receiver More
Receiver: Receiver1
Adapter Type: SOAP
Connection
Address: <Pegaso_Endpoint_URL>
WS-Security
Credential Name: <PEGASO_CREDENTIALS>

Configure "MexicoeDocument_pegaso”

Receiver

Type: All Parameters

G)ggingEnaDled' NO )

For Edicom, follow the instructions below:

1. Download the iFlow MexicoeDocument_edicom from the webspaces.


https://qa.pegasotecnologia.mx/SAPEmisionSGatewayDemo/ServiceGateway.svc/Soap11Text
https://qa.pegasotecnologia.mx/SAPEmisionSGatewayDemo/ServiceGateway.svc/Soap11Text
https://qa.pegasotecnologia.mx/SAPEmisionSGatewayDemo/ServiceGateway.svc/Soap11Text
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2. The configurable externalized parameters are listed below - refer to the screenshot in main
document
a. url- get the value of endpoint from EDICOM
(https://cfdiws.sedeb2b.com/EdiwinW S/services/CFEDi - For Test and Production)
b. mode- Default mode is Test. Possible values are Test, Prod. Choose based on the
runtime environment. Edicom uses a common url for test and prod.
This parameter differentiates the runtime environment.
4. Execute checks and deploy the iFlow.
5. Before testing, download the handshake certificate from the endpoint which EDICOM has provided
and store it in the HCI tenant keystore. There is no dependency on the alias name which you use
to store this certificate, you can store it under any name.

Configurable Parameters:

Configure "MexicoeDocument_edicom”

Receiver More

Receiver. Receiver

Adapter Type: SOAP

(Address <Edicom_endpoint_URL> )

Connection

Configure "Mexicoedocument_edicom"

Receiver  [Morel

Type: All Parameters

loggingEnabled NO
mode: Test

Any PAC who creates their own iFlow must consider the request response structure.

4.3 Deploy integration flows on test/productive tenants

To deploy an iFlow in the WebUI, select it and choose Deploy. After all the iFlows are deployed, you note down
the URLSs of the endpoints for each service. The ENDPOINT of the generic iFlow will be used in the
SOAMANAGER configuration.

4.4  Create the logical ports in SAP ERP or SAP S/4AHANA SOAMANAGER

The proxy has to be connected to the SAP CLOUD PLATFORM INTEGRATION tenant via logical port. In the
SAP ERP or SAP S/4HANA test system, the logical ports are configured to connect to the test tenant. In the
productive SAP ERP or SAP S/4AHANA system, the logical ports are configured to connect to the productive SAP
CLOUD PLATFORM INTEGRATION tenant.

1. In your SAP ERP or SAP S/4HANA system, go to transaction SOAMANAGER and select Web Service
Configuration.



https://cfdiws.sedeb2b.com/EdiwinWS/services/CFDi
https://cfdiws.sedeb2b.com/EdiwinWS/services/CFDi
https://cfdiws.sedeb2b.com/EdiwinWS/services/CFDi
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Service Administration Technical Administration Logs and Traces Management Connections Services Registry

Idenfifiable Business Context
Define |dentifiable Business Contexts (IBCs)

Identifiable Business Context Reference
Define |dentifiable Business Contexi references (IBC reference)

Design Time Cache
Dispiay central design time cache

Web Service Configuration
Configure service definitions, consumer proxies and sefvice groups

Simpiified Web Service Configuration
Configure service definitions for Web service consumers with imited capabiliies

Logon Data Management
Define logon data used by business scenario configuration

Pending Tasks
Process pending tasks generated by business scenario configuration

Local Integration Scenario Configuration
Configure muifiple service definitions and service groups supporiing change management

Logical Determination of Receiver using ServiceGroups
De! rules for determining receiver IBC reference during service group runtime

Logical Determination of Receiver, Sender, and Authentication using Consumer Factories
De! rules for determining receiver IBC, sender IBC reference authentication method during consumer factory runtime

Web Service Isolation
Tool to isolate service definitions and consumer proxies

2. Search for the proxies for Mexico with the search term CO_EDO_MX_*
~ Search criteria

[ Object Type vl v Al v 00

| Object Name v | contains v | ©©

Maximum Number of Resulls: 100 YE"‘GV the search term herej

Clear values  Resel search crteria

The following table lists the proxies and the logical port name, description and path for each proxy.

Note: The proxy names have been changed with Integration Package 1.1.0.
Proxy Name Logical Port Name Description Path
CO_EDO_MX_CFDI_EDOCUMENTS | MX_EDOCUMENT Mexico eDocument /cxf/MexicoeDocuments
CO_EDO_MX_CFDIE_DOCUMENTS | MX_EDOCUMENT Mexico eDocument /cxf/MexicoeDocuments

Maintain the entries below for each company code in the maintenance view(T-Code: SM30) EDOSOASERV
in the ERP system.

For example:
SOA SERVICE NAME Company code Logical Port SOA Service Description
MX_EDOCUMENT XXXX MX_EDOCUMENT | Mexico eDocument SOA service

3. In the result list, select a proxy and create logical port(s) for each proxy. Choose Create > Manual Configuration.

Define Logical Ports

| Create ‘l Set Log Port Default | | Activate
WSDL Based Configuration
Process Integration Runtime |
Local Shoricut Configuration
Service Registry Based Configuration

Template Based Configuration
WSDL based Configuration with Tempiate

4. Enter the Logical Port Name and a Description.
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» B 2 3 4 5 5 -

Logical Port Name Consumer Security HTTPSettings SOAP Protocol Identifiable Business Context Operation Setings
B: Next Fiush | Cancel
General Configuration Settings Enter the logical port name and
description from the table below
* Logical Port Name
Description I
5. The Consumer Security tab page configuration depends on the security being used for the SAP ERP or SAP

S/4AHANA - SAP CLOUD PLATFORM INTEGRATION communication.

a. If you use basic authentication, select the User ID / Password radio button and enter the User Name
and Password.
b. If you use certificate-based authentication, select the X.509 SSL client certificate radio button and

ensure that the required certificates are available in transaction STRUST.

» 1 n 3 4 5 6 -

Logical Port Name Consumer Security HTTPSettings SOAP Protocol Identifiable Business Context Operation Settings

Back |28l Finish | Cancel

Configuration of Consumer Settings without WSDL Document. LP=XX
Authentication Level: Basic

Authentication Settings

* User ID / Password I
uthentication Assertion Ticket

X.509 SSL Client Certificate

Enter userid and

password

User ID/Password

Password:

6. On the HTTP Settings tab page, make the following entries:

Note: The screenshots may look slightly different in your system depending on the release, but all the required fields
should be available.
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Configuration: Consumer Proxy 'CO_EDO_MX_CFDI_EDOCUMENTS', Logical Port 'MX_EDOCUMENT

Save | Edit || Ping Web Service

Consumer Security = Messaging [RIEUSUEEITE Al Identifiable Business Context ~ Operation Settings

URL Access Path

* URL URL components

* URL: | hitps:/ixx.hana.

Logon Language: Language of User Context

Proxy

Name of Proxy Host:

Port Number of Proxy Host:
User Name for Proxy Access:
Password of Proxy User:

Transport Binding

Make Local Call: No Call in Local System
* Transport Binding Type: SOAP 1.1

Maximum Wait for WS Consumer: 0

Optimized XML Transfer: None

Compress HTTP Message: Inactive

Compress Response: True

Enter the appropriate values in the fields above according to the information below:

(o)

« To find the URL, go to Cloud Platform Integration Web Ul, choose Operations View' and under
Managed Integration Content go to All. Use the search to find your iFlow as shown in the screenshot
below:

~ | Manage Integration Content

Integration Content (147 [ X :\] TAlk.;

Name Status

Started

Deployed On' Jun 01, 2017, 16:17:48 It
Integration Flow eployed By
ENDPOINTS STATUS DETAILS ARTIFACT DETAILS
Go to Operations View nitps o I
STATUS DETAILS copy the url from here

éEmer the iFlow name as search term

The Integration Flow is deployed successfully

ARTIFACT DETAILS
Monitor Message Processing
View Integration Flow

¢ The entries forthe Proxyf i el ds depend on your company’s networ k
needed to enable the connection to the internet through the firewall.

7. In the Messaging tab page, set the value of the Message ID Protocol field to Suppress ID Transfer.

10
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» 1 2 3 [ 4 | 5 6 -

Logical Port Name Consumer Security HTTPSettings SOAP Protocol Identifiable Business Context Operation Settings

Back | Next = Finish || Cancel

Message ID (Synchronous)

Message ID Protocol I Buppress ID Transfer v l

Metering of Service Calls

Data transfer scope Enhanced Data Transfer v
Transfer protocol Transfer via SOAP header v

Message Attachment Handling

Process Attachmenis: No v

8. No settings are required in the tabs Identifiable Business Context and Operation Settings. Just select
Next and then Finish.

5 TESTING

To test the communication, the best way is to create and send an eDocument from SAP ERP or SAP S/4HANA. How
you can achieve this depends on how the system is configured to generate and send eDocuments. Follow these steps:
1. Check if all relevant SAP Notes for the eDocument Full Solution for Mexico are installed and all the manual
configuration steps have been performed.
2. Create a relevant document for eDocument for Mexico (for example, an ePayment/elnvoice document).
Note: If the system is configured to generate an eDocument for the selected document type, an instance of
the eDocument will be created as soon as the document is posted (for example, when you post an
ePayment/elnvoice).
Go to the eDocument Cockpit by running the transaction EDOC_COCKPIT.
From the Result Overview, select the process for the eDocument for Mexico.
Select the eDocument and choose Submit to trigger the communication with SAP Cloud Platform
Integration. On the right side of the Cockpit screen, the system displays the eDocuments that match the
search.
Note: You should see a list of eDocuments based on your selection. Find the one that you just created and
check the following:
0 You can double-check if the message went through on the SAP Cloud Platform Integration tenant; or
you can use a trace from transaction SRT_UTIL to look at the XMLs transmitted via web services from
SAP ERP or SAP S/4HANA.
0 You can double-click on the Interface Message GUID field to navigate to AIF and look at the log.

Communication errors will be displayed there.

6 APPENDIX

6.1 Generating and Importing Certificates

6.1.1 Prerequisites

. Install OPENSSL in your system (http://slproweb.com/products/Win320penSSL.html).
* You can also download Keystore Explorer for creating the keystore.

11
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(http://keystore-explorer.sourceforge.net/downloads.php)

6.1.2 Generating PKCS#12 file from the Certificate and Key file

After the successful installation of openssl for Windows, follow the steps below to generate the keystore file that
you can import into SAP Cloud Platform Integration.
a. Open command prompt in the folder where openssl is installed.
b. Convert the key file to pkcs8 format.
openssl pkes8 -inform DER -in aaa010101aaa_CSD_01.key -passin pass:a0123456789 -outform
PEM -out CSD_01.key.pem -passout pass:a0123456789
C. Convert the certificate to pkcs8 format. openssl x509 -inform DER -in
aaa01010laaa_CSD_01.cer -outform PEM -out CSD_01.cer.pem d. Append the certificate and key
file to one file.
copy CSD_01.key.pem+CSD_0O1.cer.pem CSD_01_chain.pem
e. Convert pem file to pkcs12.
openssl pkcs12 -in CSD_01_chain.pem -passin pass:a0123456789 -export -out CSD_01.p12 -
name SAT -passout pass:a0123456789

In the Keystore Explorer, make the following settings:
1. Click on Create a New Keystore, select the type of new Keystore as JKS.
2. Choose Tools->Import Key Pair and select the pkcs12 file created.
3. Enter a password and click on Save.
4. The created JKS file can be imported into SAP Cloud Platform Integration Keystore under a
specific alias.

The same alias should be used as external parameter while deploying the iFlow.

6.1.3 Importing the handshake certificate

All the PACs, irrespective of whether the signing happens in SAP CLOUD PLATFORM INTEGRATION or not,
has to download the handshake certificate from the endpoint that is used to connect to the PAC.
1. Enter the URL into the browser and press F12.

= C (O | & Secure | httpsy/ *,SE!’\JL:‘G&IE.".A\’ R e

= il Elements Console Sources Network Performance  Security > o2 : x

@ Overview Security overview
w

Main origin
Reload to view details This page is secure (valid HTTPS)

B Valid certificate

The connection to this site is using a valid, trusted server
certificate issued by RapidSSL SHA256 CA - G3.

View certificate

L] Secure resources

All resources on this page are served securely.

2. Click on View certificate -> Copy to file, choose Next and select options as below until you reach
Finish.  You can import this certificate into a keystore and load it to the SAP Cloud Platform Integration
tenant keystore.

12
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» Certificate >

General Details Certification Path

Show: <All=> ~
Field Value ~
[Clversion v3
[Flserial number 05 4b 3d
[C]signature algorithm sha256RSA
[C)signature hash alg... sha256
[lIssuer RapidSSL. SHA256 C...
[Ewvalid from Wednesday, June 2.._.
[Jwalid to Tuesday, June 26, 2_..
[FIsubject N N
[FPublic kewv RSA (2048 Bits) ~
Edit Properties___ Copy to File_..

2% Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network connections.
A certificate store is the system area where certificates are kept.

To continue, click Next.

Next Cancel

13
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Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
(®) DER encoded binary X.509 (.CER)
() Base-64 encoded X.509 (.CER)
(O Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)

Include all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 (.PFX)

Include all certificates in the certification path if possible
Delete the private key if the export is successful

Export all extended properties

Enable certificate privacy

Microsoft Serialized Certificate Store (.SST)

Next Cancel
& 2 Certificate Export Wizard
File to Export
Specify the name of the file you want to export
File name:
C:\Users\i323590\Desktop\¥0{ cer Browse...
Next Cancel
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