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The communication part of the eDocument Full Solution for processing electronic documents in Mexico is taken care by 

SAP CLOUD PLATFORM INTEGRATION. In order to get SAP CLOUD PLATFORM INTEGRATION working, there are 

some required steps on both the SAP ERP or SAP S/4HANA system and the SAP CLOUD PLATFORM INTEGRATION 

tenant.  

These steps are typically taken care of by an SAP CLOUD PLATFORM INTEGRATION consulting team, who is responsible 

for configuring the SAP ERP or SAP S/4HANA - SAP CLOUD PLATFORM INTEGRATION connection and maintaining 

the integration content and certificates/credentials on the SAP CLOUD PLATFORM INTEGRATION tenant.  

1 PREREQUISITES  

Before you start with the activities described in this document, ensure that the following prerequisites are met:  
  
1.1 eDocument Full Solution    

   
The eDocument Full solution is installed in your test and production systems.    

• For the generic part, refer to the Installation Guide for eDocument attached to the SAP Note 2134248.    

• For the Mexico-specific part, refer to the SAP Note 2526771 for SAP_APPL systems, and SAP Note  2565791 for 

S/4HANA systems.   

1.2 SAP Cloud Platform Tenants  

  
SAP CLOUD PLATFORM INTEGRATION test/productive tenants are live.    
  

1.3 Client Certificate  

SAP Cloud Platform Integration uses a private/public key pair plus client certificate to sign the ePayment/eInvoice 

document from SAP before sending it to PACs. Right now, signing is supported by SAP for EDICOM and PEGASO. 

For all others, the PAC does the signing. In cases where the signing happens in SAP, you need to provide the SSL 

certificates recognized by the tax authority and the pair of private/public key. This information must be available in 

the keystore on your SAP Cloud Platform Integration tenant. These steps will be taken care of by the SAP CLOUD 

PLATFORM INTEGRATION consulting team.  

1.4 Registration at SAT  

Registration at SAT is completed and the following data is available:  

1. Certificate used for digital signature (private key + password).  

2. Public certificate to verify the SOAP response deployed on SAP CLOUD PLATFORM 

INTEGRATION tenants keystore. Obtain the certificate from SAT.  

(For more information, see: 
http://www.sat.gob.mx/informacion_fiscal/factura_electronica/Paginas/certificado_sello_digital.aspx)  

3. Create a keystore using the private key and public key information available. Refer to Section 6.2 on 

how to create certificate using private and public key information available.  

2 SECURE CONNECTION   

You must configure the secure connection between the SAP ERP or SAP S/4HANA system and SAP CLOUD 

PLATFORM INTEGRATION. More reference information can be found in Application Help for SAP Cloud Platform 

Integration.  

Note: The above listed link is maintained by the SAP Cloud Platform Integration team. If you encounter any issue in the 

linked documentation, please open a support ticket against the component LOD-HCI-PI-OPS.  

  

http://www.sat.gob.mx/informacion_fiscal/factura_electronica/Paginas/certificado_sello_digital.aspx
http://www.sat.gob.mx/informacion_fiscal/factura_electronica/Paginas/certificado_sello_digital.aspx
https://uacp2.hana.ondemand.com/viewer/368c481cd6954bdfa5d0435479fd4eaf/Cloud/en-US/7cfe913ba85d463a9c5fce101c3ae460.html
https://uacp2.hana.ondemand.com/viewer/368c481cd6954bdfa5d0435479fd4eaf/Cloud/en-US/7cfe913ba85d463a9c5fce101c3ae460.html
https://uacp2.hana.ondemand.com/viewer/368c481cd6954bdfa5d0435479fd4eaf/Cloud/en-US/7cfe913ba85d463a9c5fce101c3ae460.html
https://uacp2.hana.ondemand.com/viewer/368c481cd6954bdfa5d0435479fd4eaf/Cloud/en-US/7cfe913ba85d463a9c5fce101c3ae460.html
https://uacp2.hana.ondemand.com/viewer/368c481cd6954bdfa5d0435479fd4eaf/Cloud/en-US/7cfe913ba85d463a9c5fce101c3ae460.html
https://uacp2.hana.ondemand.com/viewer/368c481cd6954bdfa5d0435479fd4eaf/Cloud/en-US/7cfe913ba85d463a9c5fce101c3ae460.html
https://uacp2.hana.ondemand.com/viewer/368c481cd6954bdfa5d0435479fd4eaf/Cloud/en-US/7cfe913ba85d463a9c5fce101c3ae460.html
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3 GENERAL INFORMATION    

The package eDocument: ePayment and eInvoice for Mexico contains the following iFlows:  
  

iFlow Name in WebUI  Project Names/Artifacts Name  

MexicoeDocument  MexicoeDocument  

MexicoeDocument_edicom  MexicoeDocument_edicom  

MexicoeDocument_pegaso  MexicoeDocument_pegaso  

  
4 SETUP STEPS  

Perform the below steps to set up the iFlows.  
  

  
4.1 Deploy the customer certificate and credentials to the SAP CLOUD PLATFORM INTEGRATION  

tenants  

  
1. Deploy the certificate (as private key with Alias as RfcEmisor) in the tenants JAVA_KEYSTORE.   

Refer to section 6.2.2 on how to create a single certificate chain containing both private key and public certificate.  
  

   For example (RfcEmisor - hhh9504107wa):  
  

  
  For Edicom credentials as RfcEmisor_EDICOM, you do notneed to copy the package for every company code. 

You just need to maintain the credentials for every RfcEmisor as shown below.  
  

   For example (HHH9504107WA_EDICOM):  
    

  

  
  

  For Pegaso, credentials (username and password) for the endpoint must be obtained and stored in the 

tenant under the name below. You must copy the package for every company code.   For example, 

PEGASO_CREDENTIALS: 
  

  
  
2. Deploy the public certificate for STAGING in the TEST tenants JAVA_KEYSTORE and the public certificate 

for PRODUCTION in the PRODUCTION tenants JAVA_KEYSTORE. The corresponding certificates 

STAGING/PRODUCTION has to be used in the previous step.  
  

The details on how to create a jks file is available in the Appendix section 6.2.2 of this document.   
  
4.2 Copy integration flows and adapt them to the customer  

  
You must copy the required iFlows (mandatory iFlow) and one of the optional iFlows (depending on the PAC the 

customer uses) in the package eDocument: ePayment and eInvoice for Mexico to the target tenant as follows:  
  

  
Mandatory iFlow:  

Generic  MexicoeDocument  

  

https://v0347-tmn.avt.eu1.hana.ondemand.com/itspaces/shell/monitoring/KeystoreEntry/%7B%22keystoreName%22:%22system%22,%22alias%22:%22686868393530343130377761%22%7D
https://v0347-tmn.avt.eu1.hana.ondemand.com/itspaces/shell/monitoring/KeystoreEntry/%7B%22keystoreName%22:%22system%22,%22alias%22:%22686868393530343130377761%22%7D
https://v0347-tmn.avt.eu1.hana.ondemand.com/itspaces/shell/monitoring/KeystoreEntry/%7B%22keystoreName%22:%22system%22,%22alias%22:%22686868393530343130377761%22%7D


EDOCUMENT MEXICO – SAP CLOUD PLATFORM INTEGRATION SET-UP    

   5  

Optional iFlow (choose one based on the name of PAC):  
Pegaso:  
  

MexicoeDocument_pegaso  

EDICOM:  
  

MexicoeDocument_edicom  

  
Note: Generic iFlow is common to all PACs.  
Optional iFlow name might vary for different PACs.  
  
1. In your browser, go to the WebUI of the tenant (URL: /itspaces/#shell/catalog)  

2. From the menu in the upper left corner, choose  Discover.  
3. Go to tab page ALL.  

  
4. In the search field, enter eDocument: ePayment and eInvoice for Mexico package and press ENTER.  

  

  
5. Select the package and in the upper right corner, choose Copy.  

  
There are several parameters on each iFlow, which must be maintained. To change the parameters in the 

WebUI, do the following:  

Managing Credentials  

1. From the menu in the upper left corner, choose  Overview.  
2. Click on Manage Security Material-> Add -> User Credential.  

  
  

3. Add a user and password under a name and note down the name.  

  

4. From the menu in the upper left corner, choose  
5. Click on the eDocument: ePayment and eInvoice for Mexico package.  
6. Go to the Artifacts tab page.   
7. For the iFlow that you want to change, choose Actions > Configure.   

  

Design .   
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8. After changing the parameters, choose Save.  

  
For Pegaso, follow the instructions below:  

  

1. Download the iFlow MexicoeDocument_pegaso from the Webspace.  
2. Configure the Externalized Parameter-  

1. URL. The value of the URL parameter is the endpoint of the webservice from Pegaso. This 

should be obtained from Pegaso.  
(https://qa.pegasotecnologia.mx/SAPEmisionSGatewayDemo/ServiceGateway.svc/Soap11Text - For Test)  

2. eInvoice_URL: The endpoint URL to know the status of eInvoice cancellation request. 

3. ePayment_URL: The endpoint URL to know the status of ePayment cancellation request. 

   3. Enter the credential name that is maintained in the key store.    
4. Execute checks and deploy the iFlow in the tenant.  
5. Before testing, ensure the handshake certificate from Pegaso is downloaded and deployed in the 

tenant keystore. There is no constraint in the alias here. So, download and store it under any 

name.  

Configurable Parameters:  

  

  

  

  

For Edicom, follow the instructions below:  

1. Download the iFlow MexicoeDocument_edicom from the webspaces.  

https://qa.pegasotecnologia.mx/SAPEmisionSGatewayDemo/ServiceGateway.svc/Soap11Text
https://qa.pegasotecnologia.mx/SAPEmisionSGatewayDemo/ServiceGateway.svc/Soap11Text
https://qa.pegasotecnologia.mx/SAPEmisionSGatewayDemo/ServiceGateway.svc/Soap11Text
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2. The configurable externalized parameters are listed below - refer to the screenshot in main 

document  
a. url- get the value of endpoint from EDICOM      
(https://cfdiws.sedeb2b.com/EdiwinWS/services/CFDi - For Test and Production)  
b. mode- Default mode is Test. Possible values are Test, Prod. Choose based on the 

runtime environment. Edicom uses a common url for test and prod.  
            This parameter differentiates the runtime environment.  
4. Execute checks and deploy the iFlow.  
5. Before testing, download the handshake certificate from the endpoint which EDICOM has provided 

and store it in the HCI tenant keystore. There is no dependency on the alias name which you use 

to store this certificate, you can store it under any name.  

Configurable Parameters:  

  

  

  

  

    

Any PAC who creates their own iFlow must consider the request response structure.  

4.3 Deploy integration flows on test/productive tenants  

To deploy an iFlow in the WebUI, select it and choose Deploy. After all the iFlows are deployed, you note down 

the URLs of the endpoints for each service.  The ENDPOINT of the generic iFlow will be used in the 

SOAMANAGER configuration.   

4.4 Create the logical ports in SAP ERP or SAP S/4HANA SOAMANAGER  

  
The proxy has to be connected to the SAP CLOUD PLATFORM INTEGRATION tenant via logical port. In the 
SAP ERP or SAP S/4HANA test system, the logical ports are configured to connect to the test tenant. In the 

productive SAP ERP or SAP S/4HANA system, the logical ports are configured to connect to the productive SAP 

CLOUD PLATFORM INTEGRATION tenant.   
  

1. In your SAP ERP or SAP S/4HANA system, go to transaction SOAMANAGER and select Web Service 

Configuration.  
  

https://cfdiws.sedeb2b.com/EdiwinWS/services/CFDi
https://cfdiws.sedeb2b.com/EdiwinWS/services/CFDi
https://cfdiws.sedeb2b.com/EdiwinWS/services/CFDi
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2. Search for the proxies for Mexico with the search term CO_EDO_MX_*  

  
The following table lists the proxies and the logical port name, description and path for each proxy.  
Note: The proxy names have been changed with Integration Package 1.1.0.  

Proxy Name  Logical Port Name  Description  Path  
CO_EDO_MX_CFDI_EDOCUMENTS  MX_EDOCUMENT  Mexico eDocument  /cxf/MexicoeDocuments  
CO_EDO_MX_CFDIE_DOCUMENTS MX_EDOCUMENT Mexico eDocument /cxf/MexicoeDocuments 

  
Maintain the entries below for each company code in the maintenance view(T-Code: SM30) EDOSOASERV 

in the ERP system.   
For example:  
  

SOA SERVICE NAME  Company code  Logical Port  SOA Service Description  
MX_EDOCUMENT  XXXX  MX_EDOCUMENT  Mexico eDocument SOA service  

    

  
3. In the result list, select a proxy and create logical port(s) for each proxy. Choose Create > Manual Configuration.  

  
  
4. Enter the Logical Port Name and a Description.  
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5. The Consumer Security tab page configuration depends on the security being used for the SAP ERP or SAP 

S/4HANA - SAP CLOUD PLATFORM INTEGRATION communication.    

a. If you use basic authentication, select the User ID / Password radio button and enter the User Name 

and Password.   

b. If you use certificate-based authentication, select the X.509 SSL client certificate radio button and 

ensure that the required certificates are available in transaction STRUST.   

  

  

6. On the HTTP Settings tab page, make the following entries:   

    Note: The screenshots may look slightly different in your system depending on the release, but all the required fields           

should be available.  
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Enter the appropriate values in the fields above according to the information below:  

• To find the URL, go to Cloud Platform Integration Web UI, choose Operations View and under 
Managed Integration Content go to All. Use the search to find your iFlow as shown in the screenshot 

below:  

  

• The entries for the Proxy fields depend on your company’s network settings. The proxy server is 

needed to enable the connection to the internet through the firewall.  
  
7. In the Messaging tab page, set the value of the Message ID Protocol field to Suppress ID Transfer.  
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8. No settings are required in the tabs Identifiable Business Context and Operation Settings. Just select 

Next and then Finish.  
  
5 TESTING   

To test the communication, the best way is to create and send an eDocument from SAP ERP or SAP S/4HANA. How 

you can achieve this depends on how the system is configured to generate and send eDocuments. Follow these steps:  

1.  Check if all relevant SAP Notes for the eDocument Full Solution for Mexico are installed and all the manual 

configuration steps have been performed.  

2. Create a relevant document for eDocument for Mexico (for example, an ePayment/eInvoice document).  

Note: If the system is configured to generate an eDocument for the selected document type, an instance of 

the eDocument will be created as soon as the document is posted (for example, when you post an 

ePayment/eInvoice).   

3. Go to the eDocument Cockpit by running the transaction EDOC_COCKPIT.   

4. From the Result Overview, select the process for the eDocument for Mexico.   

5. Select the eDocument and choose Submit to trigger the communication with SAP Cloud Platform 

Integration. On the right side of the Cockpit screen, the system displays the eDocuments that match the 

search.   

Note: You should see a list of eDocuments based on your selection. Find the one that you just created and 

check the following:  

o You can double-check if the message went through on the SAP Cloud Platform Integration tenant; or 

you can use a trace from transaction SRT_UTIL to look at the XMLs transmitted via web services from 

SAP ERP or SAP S/4HANA.   

o You can double-click on the Interface Message GUID field to navigate to AIF and look at the log.  

Communication errors will be displayed there.  

6 APPENDIX  

  

6.1 Generating and Importing Certificates   

  
6.1.1 Prerequisites   

• Install OPENSSL in your system (http://slproweb.com/products/Win32OpenSSL.html).  

• You can also download Keystore Explorer for creating the keystore.  

http://slproweb.com/products/Win32OpenSSL.html
http://slproweb.com/products/Win32OpenSSL.html
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(http://keystore-explorer.sourceforge.net/downloads.php)  

6.1.2 Generating PKCS#12 file from the Certificate and Key file  

  
After the successful installation of openssl for Windows, follow the steps below to generate the keystore file that 

you can import into SAP Cloud Platform Integration.  
a. Open command prompt in the folder where openssl is installed.  
b. Convert the key file to pkcs8 format.   

openssl pkcs8 -inform DER -in aaa010101aaa_CSD_01.key -passin  pass:a0123456789 -outform  
PEM -out CSD_01.key.pem -passout  pass:a0123456789  

c. Convert the certificate to pkcs8 format. openssl x509 -inform DER -in 

aaa010101aaa_CSD_01.cer -outform PEM -out CSD_01.cer.pem d.  Append the certificate and key 

file to one file.  
copy  CSD_01.key.pem+CSD_01.cer.pem  CSD_01_chain.pem  

 e.  Convert pem file to pkcs12.  
 openssl pkcs12 -in CSD_01_chain.pem -passin pass:a0123456789 -export -out CSD_01.p12 -  

        name SAT -passout pass:a0123456789  
  
                        In the Keystore Explorer, make the following settings:  

1. Click on Create a New Keystore, select the type of new Keystore as JKS.  
2. Choose Tools->Import Key Pair and select the pkcs12 file created.  
3. Enter a password and click on Save.  
4. The created JKS file can be imported into SAP Cloud Platform Integration Keystore under a 

specific alias.  
  

The same alias should be used as external parameter while deploying the iFlow.   
  

  
6.1.3 Importing the handshake certificate  

  
All the PACs, irrespective of whether the signing happens in SAP CLOUD PLATFORM INTEGRATION or not, 

has to download the handshake certificate from the endpoint that is used to connect to the PAC.   
1. Enter the URL into the browser and press F12.  

    
2. Click on View certificate -> Copy to file, choose Next and select options as below until you reach 

Finish.     You can import this certificate into a keystore and load it to the SAP Cloud Platform Integration 

tenant keystore.  
  

http://keystore-explorer.sourceforge.net/downloads.php
http://keystore-explorer.sourceforge.net/downloads.php
http://keystore-explorer.sourceforge.net/downloads.php
http://keystore-explorer.sourceforge.net/downloads.php
http://keystore-explorer.sourceforge.net/downloads.php
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