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1. Introduction

This is the official guide for the Shopify Adapter for SAP Cloud Integration. This guide covers all relevant
information for integration developers to start working with the Shopify Adapter. Read this guide
carefully before using the Shopify Adapter.

1.1. Coding Samples

Any software coding and/or code lines/strings ("Code") included in this documentation are only
examples and are not intended to be used in a productive system environment. The Code is only
intended to better explain and visualize the syntax and phrasing rules of certain coding. The correctness
and completeness of the Code given herein are not assured.

1.2. Internet Hyperlinks

The documentation may contain hyperlinks to the Internet. These hyperlinks are intended to serve as
hints on where to find related information. The availability and the correctness of these links to serve a
particular purpose are not warranted.

2. Shopify Integration

2.1. Introduction

Shopify is a leading global commerce company that provides essential internet infrastructure for
commerce, offering trusted tools to start, scale, market, and run a retail business of any size.

Shopify makes commerce better for everyone with a platform and services that are engineered for
speed, customization, reliability, and security, while delivering a better shopping experience for
consumers online, in store and everywhere in between. Shopify powers millions of businesses in more
than 175 countries and is trusted by brands such as Mattel, Gymshark, Heinz, FTD, Netflix, Kylie
Cosmetics, SKIMS, Supreme, and many more.

For more information about Shopify, visit www.shopify.com



https://www.shopify.com/
https://www.shopify.com/
https://www.shopify.com/
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2.2. Shopify Adapter

The Shopify Adapter for SAP Integration Suite accelerates the implementation time and reduces the
complexity of connecting to Shopify.

2.2.1. Features
From a high-level perspective, the following key features are provided by the Shopify Adapter
e Support for multiple Shopify REST Admin APl operations, including:
° Balance
° Balance Transactions
o Collect
o Collection
o Custom Collection
o Customer
o Discount Code
o Dispute
o Dispute Evidence
o Dispute File Upload
° Event
° Inventory Item
° Inventory Level
o Location
° Metafield
° Order
o Order Risk
o Payouts
° Price Rule

o Product
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° Product Variants
o Refund
o Smart Collection
e Tender Transaction
o Transaction
e Support for GraphQL Admin API queries and mutations

¢ Shopify releases a new API version every 3 months at the beginning of the quarter. Each stable
version is supported for a minimum of 12 months. Version names are date-based to be meaningful
and semantically unambiguous (for example, 2026-01). The Shopify Adapter supports the following
Shopify API versions:

o 2025-04
o 2025-07
o 2025-10
o 2026-01

o For more information about Shopify API versioning, refer to https://shopify.dev/docs/api/
usage/versioning

¢ Secure authentication for Shopify's Admin APIs
¢ Polling mechanism for Shopify Admin APl Events
¢ Option to automatically format the Shopify Admin API response in XML and JSON formats.

¢ Option to add log attachments on failure

2.3. Architectural Overview

From a technical perspective, the Shopify Adapter can be used as a Receiver Adapter. As a Receiver
Adapter, SAP Integration Suite acts as the initiator of the calls. In case the calls towards Shopify need to
be scheduled, a Scheduler can be utilized within Integration Flows.

Figure 2.1. showcases how the Shopify Adapter can be used in a simple Request-Reply scenario. Various
operations can be used in the Adapter, explained in Section 3.


https://shopify.dev/docs/api/usage/versioning
https://shopify.dev/docs/api/usage/versioning
https://shopify.dev/docs/api/usage/versioning
https://shopify.dev/docs/api/usage/versioning
https://shopify.dev/docs/api/usage/versioning
https://shopify.dev/docs/api/usage/versioning
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< >
Integration process
XSD XSD
— —_—
Sender Receiver
N JSON to XML
----- > Source | Mapping | Target Request-Reply Converter Source | Mapping | Target B e
Process Direc| . Process Direct
Start f
1
Shopify .
General  Connection  Processing :
|
1

q Shopify, Adapter

¥
Payload Format:»  Application/XML Shopify

SHOPIFY CONFIGURATION

Api Version:* | 202310 v

Resource:»  Event v
Operation:*  Retrieve a specific event by ID v
Resource ID:* |113237220699375

Fields:

Figure 2.1 Usage of the Shopify Adapter for SAP Integration Suite

Request-Reply steps can use the Shopify Adapter, as shown in Figure 2.1. The Shopify Adapter is
responsible for connecting and interacting with Shopify’s Admin APIs and invoking different operations.

3. Supported Operations

The Shopify Adapter supports the following Shopify Admin APIs:

¢ Shopify REST Admin API
¢ Shopify GraphQL Admin API

Brief descriptions for both are presented in the following sections.
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3.1. REST Admin API

The adapter supports Shopify's REST Admin APl and allows integration with Shopify using JSON format.
The integration is done securely by utilizing the Shopify's API access tokens for authenticating REST calls.
The Admin API lets you build apps and integrations that extend and enhance the Shopify admin.

The following resources are currently supported in Adapter’s REST Admin API:
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Resource Description
An order is a customer's request to purchase one or more products from a
Orders shop. You can create, retrieve, update, and delete orders using the Order
resource
Product The Product resource lets you update and create products in a merchant's

store

Product Variants

A variant can be added to a Product resource to represent one version of a
product with several option

Inventory items

An inventory item represents a physical good

Locations

A location represents a geographical location where your stores, pop-up
stores, headquarters, and warehouses exist. You can use the Location
resource to track sales, manage inventory, and configure the tax rates to apply
at checkout.

Inventory Levels

An inventory level represents the quantities of an inventory item for a location

The Customer resource stores information about a shop's customers, such as

Customer their contact details, their order history, and whether they've agreed to
receive email marketing.
! Metafields are a flexible way to attach additional information to a Shopify
Metafield
resource
Events are generated by some Shopify resources when certain actions are
Event completed, such as the creation of an article, the fulfillment of an order, or
the addition of a product.
Transaction Transactions are created for every order that results in an exchange of money.
The Refund resource has two major components:
Refund ¢ Transaction records of money returned to the customer
¢ The line items included in the refund, along with restocking instructions
The Order Risk resource allows you to create, retrieve, update, and delete
Order Risk order risks. Order risks represent the results of fraud checks that have been

completed for an order
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Resource

Description

Collection

A collection is a grouping of products that merchants can create to make their
stores easier to browse

Smart Collection

A smart collection is a grouping of products defined by rules that are set by
the merchant

Custom Collection

A collection which contains products that are manually added to a collection
by a merchant

Collect

The Collect resource connects a product to a custom collection

Discount Code

The PriceRule DiscountCode resource can be used to create discount codes
that enable specific discounts to be redeemed. Merchants can distribute
discount codes to their customers using a variety of means, and customers
can apply these codes at checkout. Each discount code belongs to a price rule,
which holds the logic for the discount.

Price Rule

The PriceRule resource can be used to create discounts using conditions

Tender Transaction

Each tender transaction represents money passing between the merchant and
a customer. A tender transaction with a positive amount represents a
transaction where the customer paid money to the merchant

Balance

A balance shows the current available funds in a merchant's Shopify Balance
account, reflecting the total money they can use. The most important values
returned in the response include the available balance, pending balance,
currency, and last updated timestamp, providing a comprehensive snapshot of
the merchant's financial status. It updates in real-time, helping merchants
easily track their financial standing and plan their business expenses.

Payouts

Payout represents the transfer of funds from a merchant’s Shopify Balance
account to their external bank account. The most important values returned
in the response include the payout amount, currency, status, and the date of
the payout, which helps merchants track the movement of funds. Payouts are
automatically processed and provide a clear record of when and how much
money has been transferred.

Balance Transactions

The Balance Transactions APl endpoint retrieves a list of financial activities
related to a merchant's Shopify Payments account, specifically those linked to
a particular payout.

10
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Resource Description
The Payments Dispute APl endpoint retrieves information about disputes
Dispute related to transactions processed through Shopify Payments. It provides

detailed data on each dispute, including its status, reason, and the amount
under dispute.

Dispute Evidence

Dispute evidence is submitted by the merchant to support the legitimacy of a
dispute

Dispute File Upload

Upload and manage dispute evidence files for a dispute

For each resource, there are multiple possible operations, which are listed below:

11
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Resource

Operation

Description

Orders

Cancel an order

Cancels an order by ID. Orders that are
paid and have fulfillments can't be
canceled.

Close an order

Closes an order by ID. A closed order is
one that has no more work to be done.
All items have been fulfilled or
refunded.

Create an order

Creates an order. A payload must be
added in a Content Modifier with JSON
content specifying the new order.

Delete an order

Deletes an order by ID. Orders that
interact with an online gateway can't
be deleted.

Re-open a closed order

Re-opens a closed order by ID

Retrieve a list of orders

Retrieves a list of orders that meet the
specified criteria. By default, only
orders with status open are retrieved.

Retrieve a specific order

Retrieve an order by specifying the ID.
All fields of an order are returned
unless specific fields are named.
Returns open orders by default.

Retrieve an order count

Retrieve the total number of orders
that meet the specified criteria.

Update an order

This operation allows for updating
properties of an order including
‘buyer_accepts_marketing’, ‘email’,
‘phone’, “note’, ‘tags’, ‘'metafields’ and
‘shipping_address_attributes’. It is not
for editing the items of an order.
Update an order by ID. A payload must
be added in a Content Modifier with
JSON content specifying the order
update

12
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Resource Operation Description
Create a new product. A payload must
be added in a Content Modifier with
Create a product L
JSON content specifying the new
product
Delete a product Deletes a product by ID
Retrieve a list of products Retrieve a list of products.
Products

Retrieve a product count

Retrieve a count of products.

Retrieve a specific product

Retrieve a single product by ID

Update a product

Update a product by ID. A payload
must be added in a Content Modifier
with JSON content specifying the
product update

Product Variants

Create a new product variant

Creates a new product variant

Retrieve a list of product
variants

Retrieves a list of product variants.

Product variant count

Retrieves a count of product variants

Receive a single product
variant

Retrieves a single product variant by ID

Modify an existing product
variant

Updates an existing product variant

Remove an existing product
variant

Remove an existing Product Variant

Inventory items

Retrieve a list of inventory
items

Retrieves a detailed list for inventory
items by IDs

Retrieve a specific inventory
item

Retrieves a single inventory item by ID

13
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Resource

Operation

Description

Update an inventory item

Updates an existing inventory item

Inventory levels

Adjusts an inventory level

Adjusts the inventory level of an
inventory item at a single location

Connects an inventory item
to a location

Connects an inventory item to a
location by creating an inventory level
at that location.

Sets an inventory level

Sets the inventory level for an
inventory item at a location

Retrieve a list of inventory
levels

Retrieves a list of inventory levels.

Delete an inventory level

Deletes an inventory level from a
location

List of locations

Retrieve a list of locations.

Retrieve a location

Retrieve a single location by its ID.

Location . ) . . )
List of inventory levels for a Retrieve a list of inventory levels for a
location location
Count of locations Retrieve a count of locations.
Customer Create a customer Creates a customer.

Create an account activation
URL for a customer

Generate an account activation URL for
a customer whose account is not yet
enabled.

Customer Count

Retrieves a list of customers

Delete a customer

Deletes a customer

Retrieve a list of customers

Retrieves a list of customers

14
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Resource Operation Description
Retrieve a specific customer | Retrieves a single customer.
Retrieve all orders that Retrieves all orders that belong to a
belong to a customer customer.
Retrieves all orders that belong to a
Search customers
customer.
Send an account invite to a L
Sends an account invite to a customer.
customer
Update a customer Updates a customer
You can create any number of
Create a metafield . y
metafields for a resource.
. i Retrieves a list of metafields attached
List of metafields by resource .
to a particular resource.
List of metafields that belong | Retrieves a list of metafields that
to a resource by using query | belong to a resource by using query
parameters parameters.
Metafield
Retrieve a specific metafield | Retrieve a metafield by specifying the
by ID ID
Count of a resource's Retrieve a metafield by specifying the
metafields ID
Retrieve a metafield by specifying the
Update a metafield D ¥ specilying
Delete a metafield by its ID Deletes a metafield by its ID.
List of events Retrieves a list of events
Event Retrieve a specific event by ID | Retrieves a single event by its ID

Count of events

Retrieves a count of events

15
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Resource Operation Description
Create a transaction Creates a transaction for an order
List of transactions Retrieves a list of transactions
Transaction , . Retrieves a count of an order's
Count of order’s transactions .
transactions
Retrieve a specific transaction ) . )
Retrieves a specific transaction.
by ID
Create an order risk Creates an order risk for an order
. . . Retrieves a list of all order risks for an
Retrieve a list of order risks
order
Order risk . . . . . . .
Retrieve a specific order risk | Retrieves a single order risk by its ID
Update an order risk Updates an order risk of an order
Delete an order risk Deletes an order risk for an order
Create a new order refund Creates a refund.
Calculate a refund for an Calculates refund transactions based
order on line items and shipping
Refund
Retrieve a list of order
Retrieves a list of refunds for an order
refunds
Retrieve a single order refund | Retrieves a specific refund
Retrieve a specific collection | Retrieves a single collection
Collection

Retrieve a list of products
belonging to a collection

Retrieve a list of products belonging to
a collection

Custom Collection

Create a custom collection

Creates a custom collection

16
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Resource

Operation

Description

Retrieve a list of custom
collections

Retrieves a list of custom collections

Retrieve a specific custom
collection

Retrieves a single custom collection

Count custom collections

Retrieves a count of custom collections

Update a custom collection

Updates an existing custom collection

Delete a custom collection

Deletes a custom collection

Smart Collection

Create a smart collection

Creates a new smart collection using
the specified rules

Retrieve a list of smart
collections

Retrieves a list of smart collections

Retrieve a specific smart
collection

Retrieves a single smart collection

Count smart collections

Retrieves a count of smart collections

Update a smart collection

Updates an existing smart collection

Update the ordering type

Updates the ordering type of products
in a smart collection

Delete a smart collection

Removes a smart collection

Collect

Add product to a custom
collection

Adds a product to a custom collection

Retrieve a list of collects

Retrieves a list of collects

Retrieve a specific collect

Retrieves a specific collect by its ID.

Count collects

Retrieves a count of collects.

17
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Resource

Operation

Description

Remove a product from a
collection

Removes a product from a collection.

Discount Code

Create a discount code
creation job

Creates a discount code creation job.

Create a discount code

Creates a discount code.

Count of discount codes

Retrieves a count of discount codes.

Retrieve a discount code by
code name

Retrieve a discount code by given code
name

Retrieve a discount code
creation job

Retrieves a discount code creation job.

Retrieve a list of discount
codes for a discount code
creation job

Retrieves a list of discount codes for a
discount code creation job.

Retrieve a list of discount
codes

Retrieves a list of discount codes.

Retrieve a discount code by
id

Retrieves a single discount code.

Update a discount code

Updates an existing discount code.

Delete a discount code

Removes a discount code.

Price Rule

Create a price rule

Creates a price rule.

Retrieve a list of price rules

Retrieves a list of price rules.

Retrieve a specific price rule

Retrieves a single price rule.

Count of Price Rules

Retrieves a count of all price rules.

Update a price rule

Updates an existing a price rule.

18
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Resource Operation Description
Delete a price rule Deletes a price rule.
. Retrieve a list of tender , . .
Tender Transaction . Retrieves a list of tender transactions.
transactions
Retrieves the account's Retrieves the account's current
Balance
current balance. balance.
Retrieves a list of all payouts ordered
Retrieves a list of all payouts | by payout date, with the most recent
Payouts being first.

Retrieves a single payout

Retrieves a single payout by id.

Balance Transactions

Retrieves a list of all balance
transactions

Retrieves a list of all balance
transactions ordered by processing
time, with the most recent being first.

Dispute

Retrieve a list of all disputes

Retrieve all disputes ordered by
initiated_at date and time, with the
most recent being first.

Retrieves a single dispute

Retrieves a single dispute by ID.

Dispute Evidence

Retrieves evidence associated
with dispute

Retrieves evidence associated with
dispute ID.

Updates dispute evidence

Updates dispute evidence associated
with the dispute ID.

Upload a dispute evidence
file

Upload file of a category to a dispute.

Dispute File Upload

Delete a dispute evidence file

Delete a dispute evidence file given an
1D

3.2. GraphQL Admin API

19
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The adapter supports Shopify's GraphQL Admin API and allows integration with Shopify by leveraging
GraphQL queries and mutations.

The integration is done securely by utilizing the Shopify API access tokens for Authorization or by
authenthicating with OAuth2 Client Credentials. By defining queries and mutations, all Shopify GraphQL
Admin API resources can be accessed through the Shopify Adapter, as long as the necessary permissions
are granted in Shopify.

4. Authentication & Authorization

There are two available methods you can use to authorize your integration with Shopify, each designed
to give you secure and dependable access to your store. These options let you choose the approach that
best fits your setup while keeping the connection simple and reliable.

1. OAuth2 Client Credentials with a Custom Shopify App — This is the recommended approach for
connecting your Shopify store after the legacy custom app approach has been phased out. When
you set up a Custom App in your Shopify store, you can securely provide the required authorization
for the integration. To create a Shopify Custom app follow the steps described in Section 5.2.

2. Access Token from a Legacy Custom App — This approach is now outdated and only applies to
Legacy Custom Apps that already exist. When the Legacy Custom app is installed in the Shopify
Store, it provides the necessary authorization for the integration to work. For more details, see
Section 5.1.

The Shopify Adapter leverages SAP Integration Suite’s security mechanisms by storing sensitive
configuration as Security Materials. These artifacts are then referenced within the Shopify Adapter
configuration using aliases.

4.1 Creating Secure Parameter in Security Material

The creation of credentials to support the authentication mechanism is explained in the steps below:

20
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4.1.1 Navigate to Monitor View and then to “Security Material”.

= . Integration Suite

Overview
() Home
@) Discover N Manage Security
, 4
/ Design > Security Material
)il Monitor v
[ Integrations and APls 0]
Inspect
B Settings R g Artifacts

Figure 4.1 Navigating to SAP Integration Suite Monitoring

4.1.2. Create a Secure Parameter for the Shopify Admin APl access token

1. Go to Create > Secure Parameter.
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Create v Upload v (C
' ~N
User Credentials

OAuth2 Client Credentials
OAuth2 SAML Bearer Assertion

OAuth2 Authorization Code

Secure Parameter

~

\

Figure 4.2 Creation of a new Secure Parameter

2. Enter the Secure Parameter details

Create Secure Parameter

Name:* shopifyStoreAdminAPlAccessToken

Description:  Access Token for Shopify Admin APIs

Secure Parameter: *

Repeat Secure Parameter: *

Deploy Cancel

Figure 4.3 Creation of a new Secure Parameter

22
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4.2 Usage of the Secure Parameter

The Security artifact should be used in the Connection tab of the Adapter as shown in Figure 4.4. The
option "Access Token" must be selected. Detailed explanation of configuring the connection properties

can be found in Section 6.1.

Shopify

General Connection Processing

CONNECTION DETAILS

Shopify Base Url: * https://xxxxxxx.myshopify.com

Authentication Type:* | Access Toke v

Shopify Security Material: * shopifyAccessToken

Attach Error Details on Failure:

SHOPIFY HEADERS

Response headers: *

Figure 4.4 Using the Secure Parameter in Adapter Configuration

4.3 Creating OAuth2 Client Credentials in Security Material

The creation of credentials to support the authentication mechanism is explained in the steps below:

23
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4.3.1 Navigate to Monitor View and then to “OAuth2 Client Credentials”.

= .5 Integration Suite

Overview
() Home
@) Discover N Manage Security
, 4
/ Design > Security Material
)il Monitor v
[ Integrations and APls 0]
Inspect
B Settings R g Artifacts

Figure 4.5 Navigating to SAP Integration Suite Monitoring

4.3.2 Create OAuth2 Client Credentials for the generation of Shopify access token.

1. Go to Create > OAuth2 Client Credentials.

L Create v Upload v (C

User Credentizls

B:0] DAuth2 Client Credentials

i OAuth2 SAML Bearer Assertion

75
OQAuth? Authorization Code

B:1i
Secure Parameter

B:05To 7 | L) 3

24
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Figure 4.6 Creation of a new OAuth2 Client Credentials

2. Enter the OAuth2 Client Credentials details

Name:* shopifyOAuthClientCredentials

Description:

Token Service URL:* | https://xxxxx.myshopify.com/admin/oauth/access_toker

Grant Type:* Send as Part of Body v

Client ID:* 849f6c408ec7b0135d4465d0d0cf9469

Client Secret: *

Client Authentication:* Send as Request Header v
Scope:

Content Type:  application/x-www-form-urlencoded v
Resource:
Audience:

Custom Parameters Add D
(] Key Value Send as Part of
No data

Deploy Cancel

Figure 4.7 Creation of a new OAuth2 Client Credentials

The OAuth2 Client Credentials Configuration contains parameters that define how the token
request to Shopify’s Admin OAuth endpoint should be executed:

25
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Mandator
Parameter Description ) v/
Optional

The technical name of the OAuth2 credential configuration

Name For Example: M

¢ shopifyOAuthClientCredentials

Provides an optional explanation for the OAuth2 credential

Description configuration. This field is for documentation purposes only 0]
and helps identify the configuration within your integration.
Full URL path to Shopify OAuth endpoint for generation of the

_ access token - The path is: /admin/oauth/access_token

IJoRkLen Service Full URL: M
https://{your-store}.myshopify.com/admin/oauth/
access_token
Defines how the OAuth grant will be sent.

Grant type For Example: M

¢ Send as Part of Body
. Take the client ID from your custom app - defined in the

Client ID ) ) . M
Shopify custom app section - Section 5.2
Take the client tf t - defined in th

Client Secret ake ! e client secre ro'm your .cus om app - defined in the M
Shopify custom app section Section 5.2

Client Defines how the client credentials will be sent.

Authenticatio For Example: M

n ¢ Send as Request Header
Defines the level of access requested during authorization. The

Scope scopes are set in the Shopify Custom app described in Section 0]
5.2. This parameter is not required and can be left empty.

Content Type | Defines the format of the request sent to the token endpoint. M
Identifies the target resource the credential is intended to

Resource access. This parameter is not required for Shopify and can 0

remain empty.

26
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Mandatory /

Parameter Description
P Optional

Specifies the intended recipient (audience) of the issued
Audience authorization. Shopify does not use this parameter, so it is 0]
usually left blank.

4.4 Usage of the OAuth2 Client Credentials
The Security artifact should be used in the Connection tab of the Adapter as shown in Figure 4.8.
The option “OAuth2 Client Credentials” must be selected. Detailed explanation of configuring the

connection properties can be found in Section 6.1.

General Connection Processing

CONNECTION DETAILS
Shopify Base Url A https:/ nopify.com
Authentication Type:
Shopify Security Material shopifyOAuthAccessToken

Attach Error Details on Failure

SHOPIFY HEADERS

Response headers

Figure 4.8 Using the OAuth2 Client Credentials in Adapter Configuration

27
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5. Shopify Configuration

5.1 Shopify legacy app creation
The following steps can be followed in order to create a new Shopify App and generate an access token.
1. Login in the Shopify Admin Portal

2. Navigate to “Apps and sales channels”

o Apps and sales channels Oeveap spps
S

> ® @ 3

oo »» oy

Fs e S

Figure 5.1 Shopify Admin Portal Apps and sales channels

3. Click “Develop apps”

@ Settings

. — - App development T
* '

Kl

0

2

-

v o S

» [
L

9

o

e

|

@

»

Figure 5.2 Creation of a New App

28
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4. Click on “Create an app”

r

Create an app X

App name

a

&

App developer

7

| el s |

Can only be assigned to staff and collaborators with permission to develop apps. We'll contact
them about development updates, like changes to Shopify APIs.

Apps are subject to the Shopify API License and Terms of Use.

Cancel

Figure 5.3 Creation of a New App
5. Add an App name and then click the Create app button

6. Click on Configure Admin APl scopes

29
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App development > MyApp

Overview Configuration API credentials App settings

Select your access scopes to get started

% Retrieve and sync store data with m Develop unique shopping
the Admin APL.

Configure Admin API scopes Configure Storefront API scopes

Development history

All times in UTC.

Event User Date

App created a1l Sep 27, 2023 at 12:10

Figure 5.4 Creation of a New App

7. Select the necessary permissions

experiences with Storefront API.

30
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All Selected 6

Ve

‘ Q. product

.

Browsing behavior

(@ Includes personally identifiable information

View or manage online-store browsing ] read customer events
behavior including page views, cart
updates, product views and searches

Product feeds

View or manage product feeds | write_product_feeds
|| read_product_feeds

Product listings

View or manage product or collection ] write product_listings
listings
| | read_product_listings

Products

View or manage products, variants, and write products
collections
read_products

Publications

View or manage groups of products that [ | nite publications
have been published to an app
|| read_publications

Figure 5.5 Granting Permissions for the new Shopify App
8. Save the changes.

9. Select “API credentials” tab and then click “Install app”

31
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App development > Testing app

Overview Configuration API credentials App settings

API credentials

Access tokens

You don't have any access tokens yet. To get your Admin API access token,
install your app.

Install app

Figure 5.6 Installing the new app

10. In “API Credentials” tab you can reveal the token once which must be safely stored and afterwards
configured in SAP Integration Suite

Admin API access token

Use your access token to request data from the Admin API.

&\ To protect your data, you'll only be able to reveal your Admin API token once.
Copy and save your Admin APl access token in a secure place.

8000000000000 00NRRRNRRRRRRRRRRRRRETS Reveal token once

Created Sep 27, 2023 at 12:15 UTC

Figure 5.7 Revealing the access token for the new app

11. The configuration and access scope of the selected app can be observed
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App development > AppForReceiverAdapter Installed Uninstall app

Overview Configuration API credentials App settings

Configuration

Admin APl integration Edit
Connect your store data to your backend services with the Admin API and webhooks.

Admin APl access scopes write_orders, read_orders, write_draft_orders, read_draft_orders
Webhook version 2023-07
Storefront APl integration Configure

f@ Create unigue shopping experiences with Storefront API. Simplify your mobile development with iOS Buy
SDK and Android Buy SDK.

Figure 5.8 Configuration of the new app

5.2 Shopify custom app creation

The following steps can be followed in order to create a new Shopify Custom App and generate OAuth2

Client Credentials.
1. Login in the Shopify Admin Portal

2. Navigate to “Apps and sales channels”
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— Apps and sales channels [N—

L

be

v
> %@ 3

8 ooy

Figure 5.9 Shopify Admin Portal Apps and sales channels

3. Click “Develop apps”

. % Aop development o

Buld and manage sopt in your Dev Dastbosrd
ey Cathboard (s your Pem s devsiopmert home wih more capetdties and B
Genersl Qacy P TN ||

Bt apps 1 Dev Daspbowrd Learr more

rz e

Users and permissions

Legacy custom apps

F Paymens
Chechout & Storung Jarsary 1, 2026, you will not De abie 10 create new iegRCy Custom apps. This will not impact
ing o
Customer aocounts
Srepping and delivery " Sort

Tases and duties

Locations A Nt imazalbe

Apps and salms Channeis

2 0oy »r

Figure 5.10 Creation of a New App

4. Click on “Build apps in Dev Dashboard”
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< Create an app

Start with Shopify CLI Docs 7 Start from Dev Dashboard

Access all app capabilities and accelerate Add scopes to quickly generate API credentials

development with Shopify CLI
App name

npm init @shopify/app@latest newCustomApp 12/ 30 Create

Figure 5.11 Select the name and create

5. Enter your store link, choose the needed scopes

Start using Shopify CLI Docs @@

To get access to all configuration and extensions, create @ new local project and connect to this app

shopify app config link O

App name

newCustomApp

URLs

App URL

~ Embed app in Shopify admin

Preferences URL (optional)

Webhooks API Version

2025-10 <

Access

a Some scopes require Shopify permission before you can include them in a version. Reguest access (7

Scopes Docs & Select scopes

read_analytics,read_app_proxy,write_app_proxy,read_assigned_fulfillment_orders,read_customers,write_custo
mers

Figure 5.12 Adding your store URL
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Select scopes

All APIs

Adm Analytics read_analytics

read_app_proxy
n API A Prox
P Y write_app_proxy

. read_assigned_fulfillment_orders
Admin API Assigned fulfilim . A )
write_assigned_fulfillment_orders

Admin API Audit events read_audit_events
Admin API Browsing Behavior read_customer_events

read_cart_transforms
Adm Cart Transform / write_cart_transforms
read_all_cart_transforms
Cart and Checkout read_validations

Admr .
Validations write_validations

Admin API Cash Tracking read_cash_tracking

read_channels

write_channels

Admin API Channels

read_checkout_branding_settings
Admin API Checkout branding settings . X :
write_checkout_branding_settings

write_checkouts
Admin API Checkouts

ﬂ Some scopes require Shopify | nission before you can include them in a

Cancel Done

Figure 5.12 Adding the needed scopes

6. Leave “Legacy install flow” unchecked, POS and App Proxy - unchecked
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Access
Some s
Scopes Docs @ Select scopes

read_analytics,read_app_proxy,write_app_proxy,read_assigned_fulfillment_orders read_customers, write_custo

are required to provide your app functionality. Enter scopes as a comma-separated list

Optional scopes Select scopes

Enter scopes as a comma-separated list
Use legacy install flow Docs &

Redirect URLs

Enter redirect URLs as a comma-separated list

> App proxy

Figure 5.13 Leave the mentioned options unchecked

7. Fillin the “Redirect URL's” with these paths shown in Figure 5.14

VoT ICydLy 1Hiotan 1w

Redirect URLs

https:// “yﬁhnpifg com/apifauth/oauth/callback, https:// oSy shopify.com/api/auth/callback

Figure 5.14 Fill in the needed redirect urls for OAuth 2 Client Credentials

8. Click on “Settings” and select the “Manage” button next to “Turn your app into a sales channel”
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Booghe Cloid Pub/Sud [«

Tirmn your 83p 00 & sales channel Do

¢ aswlith 10 pubic aps

App icon

Figure 5.14 Clicking on “Manage button”

9. Select “Distribution” and make your app custom

Seldect » distribution method

som Custom dstituteon
W Cvmenm o il ks e o sheem oo

Figure 5.15 Create custom distribution

10. “Allow multi-store install for one Plus organization" must be unchecked -> Generate link
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Distribution

Custom distribution
Store domain

‘ ! myshopify.com

For example: shop1.myshopify.com or admin.shopify.com/store/shop1

(C) Allow mutti-store install for one Plus organization

This app can be installed on stores that belong to the same Plus organization as the store

provided

Figure 5.16 Generate link for installation

11. Copy the generated link and paste it into your browser. Install the app on your store

8¢ Install app

. was created exclusively for your stores and can't be installed by anyone
else. Contact the app developer if you need more information.

This app needs access to:

View personal data
Customers, store owner

View and edit store data
Customers, orders, store analytics, Online Store

Figure 5.17 Installation of your custom app into your store

39



Shopify Adapter Guide

Note: You have successfully installed your app

12. Find your client credentials in Settings tab in the Dev Dashboard

Settings

Figure 5.18 Client credentials used in Section 4.4

6. Receiver Adapter Configuration

This section describes the different parameters that can be configured for the Receiver Adapter. This
Adapter has Connection and Processing Tabs. Each one of these will be explained in the next sections.

6.1 Connection

The Connection Tab contains parameters that define how to connect and authorize against Shopify’s
Admin APIs

¢ Shopify Base Url —the Base URL of the Shopify Store.

¢ Authentication Type - Dropdown option to select which way you want to authenticate. Option 1 -
Access Token, described in Section 4.2. Option 2 - OAuth2 Client Credentials, described in Section
4.4.

¢ Shopify Security Material - Provides an optional explanation or label for the OAuth2 credential
configuration.This field is for documentation purposes only and helps identify the configuration
within your integration.

e Attach Error Details on Failure - By default, the option is enabled. This option enables the creation
of attachments for request headers, response headers, and response body when the message
processing fails. Having these attachments during message processing failures can be unnecessary
as it leads to persistence of attachments that doesn't help. Especially, if multiple message
processing failures occur, you have attachments piled up for each failure. If you don't require the
attachments for failure scenarios, disable the option. Though you disable the creation of
attachments, the content of the same are added to the message processing logs.
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e Response Headers - Provides a pipe - separated (|) value list of HTTP response headers. The
received header values are then converted to message/exchange headers.

If the value * is entered, all the HTTP response header values are converted to message/exchange
headers.

Shopify

General Connection Processing

CONNECTION DETAILS
Shopify Base Url: https:1s - - .myshopify.com

Authentication Type: Auth

Shopify Security Material: shopifyOAuthClientCraedentials

Attach Error Details on Failure:

SHOPIFY HEADERS

Response headers: =

Figure 6.1 Connection Configuration for the Shopify Receiver Adapter
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Shopify
General Connection Processing
CONNECTION DETAILS
Shopify Base Url: ~ |https. siyeom)
Authentication Type: Access Token v
Shopify Secure Parameter: .__fi_w?_qif\_/_s_t_c)_r_ee_/_\_cie_s:ﬁ?E(_e]] ___________________
Attach Error Details on Failure:
SHOPIFY HEADERS
Response headers: *

Figure 6.1.1 Connection Configuration for the Shopify Receiver Adapter with Access Token authorization

6.2. Processing Configuration for REST Admin API

The Processing tab contains all the operation configurations for the selected Shopify APl with an example
configuration for Shopify REST Admin APl shown below

Shopify Externalize @ 5

General Connection Processing

SHOPIFY CONFIGURATION
Api Version:+ | 202310 v
Payload Format: * ‘ Application/JSON
Resource: * ‘Orderiv

Operation: * ‘ Retrieve a list of orders v

Fields: ‘
Query Parameters: m
Parameter Name Parameter Value
[ Orders created after datetime v ‘ ${property.QuerylLastRunDate}
__ | Orders processed before datetime v ‘ ${property.CurrentDateTime}

Figure 6.2 Processing Configuration for the Shopify Receiver Adapter
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Mandatory fields

¢ API Version - select the version of Shopify Admin API to be used from the APl Version dropdown
menu.

¢ Resource - specify the type of resource. Resources refer to the fundamental data structures or
objects that represent different aspects of an online store.

¢ Operation — specify an operation for the currently selected resource. Operations are actions which

can be performed over a certain resource. They can modify or read the resource.

Mandatory & Optional Fields

The table below highlights the Resources and each Operation’s Mandatory & Optional Parameters.

Cells that hold query parameter values in the “Optional Parameter” column are marked with a blue
background.

Re-open a closed order Resource ID
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. Mandator .
Resource Operation v Optional Parameters
Parameters
Add product to a
custom collection
Count collects
Remove a
product from a Resource ID
collection
Collect .
Fields
Retrieve a list of Maximum results on a page
collects
Retrieve only collects after the
specified ID
Retrieve a .
. Resource ID Fields
specific collect
Retrieve a list of
roducts The number of products to
P . Resource ID . P
belonging to a retrieve
) collection
Collection
Retrieve a
specific Resource ID Fields
collection
Custom Create a custom
Collection collection

Count custom
collections

Collections published after
datetime

Collections published before
datetime

Collections updated after datetime
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Resource

Operation

Mandatory
Parameters

Optional Parameters

Collections update before
datetime

Product ID

Published status

Title

Delete a custom
collection

Resource ID

Retrieve a list of
custom
collections

Fields

Collection IDs

Collections published after
datetime

Collections published before
datetime

Collections updated after datetime

Collections updated before
datetime

Handle

Maximum results on a page

Product ID

Published status

Show collections after the
specified ID

Title
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. Mandator .
Resource Operation v Optional Parameters
Parameters
Retrieve a
specific custom Resource ID Fields
collection
Update a custom
P . Resource ID
collection
Customer Create a
customer
Create an
account
L Resource ID
activation URL
for a customer
Send an account
invite to a Resource ID
customer
Customer IDs
Customers created after datetime
Customers created before
datetime
Customers updated after datetime
Retrieve a list of
customers Customers updated before
datetime
Fields
Maximum results on a page
Show customers after the
specified ID
Delete a
Resource ID
customer
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. Mandator .
Resource Operation v Optional Parameters
Parameters
Retrieve a .
o Resource ID Fields
specific customer
Update a
P Resource ID
customer
Retrieve all
orders that
Resource ID Order Status
belong to a
customer
Customers created after datetime
Customers created before
datetime
Customer count
Customers updated after datetime
Customers updated before
datetime
Fields
Maximum results on a page
Search for
customers
Order
Query
Discount Create a discount .
L. Price Rule ID
Code code creation job
Create a discount
Price Rule ID

code

Count of
discount codes

Show discount codes used greater
than or equal to this value

Show discount codes used less
than or equal to this value
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. Mandator .
Resource Operation v Optional Parameters
Parameters
Show discount codes with times
used
Retrieve a
discount code by | Discount Code Name
code name
Retrieve a Price Rule ID
discount code by
ID Discount Code ID
) Price Rule ID
Retrieve a
discount code )
. Discount code
creation job o
creation job ID
Retrieve a list of
. Price Rule ID
discount codes
Retrieve a list of | Price Rule ID
discount codes
for a discount Discount code
code creation job | creation job ID
Price Rule ID
Update a
discount code .
Discount code ID
. Price Rule ID
Delete a discount
code .
Discount code ID
Event List of events Fields
Action

Events created after datetime

Events created before datetime
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. Mandator .
Resource Operation v Optional Parameters
Parameters
Filter by resource
Maximum results on a page
Show events after the specified ID
Events created after datetime
Count of events
Events created before datetime
Retrieve a
specific event by | Resource ID Fields
ID
Retrieve a list of IDs The maximum number of results
inventory items to show
Inventor Retrieve a
4 specific inventory | Resource ID
Iltem .
item
Update an
. P . Resource ID
inventory item
Inventory Available Adjustment
Level

Adjust an
inventory level

Inventory Item ID

Location ID

Connect an Inventory Item ID

inventory item to Relocate if necessary
a location Location ID

Delete an Inventory Item ID

inventory

location Location ID
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. Mandator .
Resource Operation v Optional Parameters
Parameters
Location IDs
Inventory item IDs
Retrieve a list of
. Inventory levels updated after
inventory levels )
datetime
The maximum number of results
to show
Inventory Item ID
Set an inventor . . .
4 Location ID Disconnect if necessary
level
Available Adjustment
Count of
locations
List of inventory
levels for a Resource ID
Location location
List of locations
Retrieve a
. Resource ID
location
Metafield Metafield's owner
Count of a
. resource
resource's
metafields
Resource ID
Metafield's owner
Create a resource
metafield
Resource ID
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. Mandator .
Resource Operation v Optional Parameters
Parameters
Metafield's owner
resource
Delete a

metafield by its
ID

Resource ID

Metafield ID

List of metafields
by resource

Metafield's owner
resource

Fields

Maximum results on a page

Metafield key

Metafield namespace

Metafields created after datetime

Resource ID

Metafields created before
datetime

Metafields updated after datetime

Metafields updated before
datetime

Show metafields after the

specified ID
Type of data

List of metafields | Metafield’s owner

that belongtoa |resource

resource by using

uer

query Resource ID

parameters

Retrieve a Metafield’s owner Fields

specific metafield
by ID

resource

Resource ID
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. Mandator .
Resource Operation v Optional Parameters
Parameters
Metafield ID
Metafield’s owner
resource
Update a
metafield Resource ID
Metafield ID
Order Cancel an order Resource ID
Close an order Resource ID
Create an order
Delete an order Resource ID

Order count

Financial status

Fulfilment status

Order Status

Orders created after datetime

Orders created before datetime

Orders updated after datetime

Orders updated before datetime

Retrieve a list of
orders

Fields

Financial status

Fulfilment status

Maximum results on a page
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Mandator
Resource Operation v Optional Parameters
Parameters
Order IDs
Order Status
Orders created after datetime
Orders created before datetime
Orders processed after datetime
Orders processed before datetime
Orders updated after datetime
Orders updated before datetime
Show orders after the specified ID
Show orders attributed to a
certain app
Retrieve a
. Resource ID Fields
specific order
Update an order | Resource ID
Order risk Create an order
! . Order ID
risk
Resource ID
Delete an order
risk
Order ID
Retri list of
e rlev‘ea isto order ID
order risk
. Resource ID
Retrieve a
specific order risk
Order ID
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. Mandator .
Resource Operation v Optional Parameters
Parameters
Resource ID
Update an order
risk
Order ID
Price Rule Create a price
rule
Delete a price
P Resource ID

rule

Price Rule count

Retrieve a list of
price rules

Restrict results to after the
specified ID

Show price rule created before
date

Show price rules created after
date

Show price rules ending after date

Show price rules ending before
date

Show price rules last updated after
date

Show price rules last updated
before date

Show price rule starting after date

Show price rule starting before
date

Show price rules used * times
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. Mandator .
Resource Operation v Optional Parameters
Parameters
The maximum number of results
to retrieve
Retrieve a
e Resource ID
specific price rule
Update a price
P P Resource ID
rule
Product Create a product
Delete a product | Resource ID

Product count

Collection ID

Product type

Products created after datetime

Products created before datetime

Products updated after datetime

Products updated before datetime

Published status

Vendor
Retrieve a list of Fields
products

Collection ID

Handle

Maximum results on a page

Presentment Currencies

Product IDs
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Mandator
Resource Operation v Optional Parameters
Parameters
Product type
Products created after datetime
Products created before datetime
Products published after datetime
Products published before
datetime
Products updated after datetime
Products updated before datetime
Published status
Show products after the specified
1D
Status
Title
Vendor
Retrieve a
. Resource ID Fields
specific product
Update a product | Resource ID
Products Create a ne
. ! W Product ID
Variants product variant
Modify an
existing product | Resource ID
variant
Product Variant
Product ID

count
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. Mandator .
Resource Operation v Optional Parameters
Parameters
Retrieve a single
. Resource ID
product variant
Remove an Resource ID
existing product
variant Product ID
Currency codes
Retrieve a list of Maximum results per page
. Product ID perpag
product variants
Restrict result to after the
specified ID
Calculate a
refund for an Order ID
order
Create a new
Order ID
order refund
Fields to show
Refund . . g
Retrieve a list of Maximum results on a page
Order ID
order refunds
Show amounts in the shop
currency
Resource ID Fields to show
Retrieve a single
order refund Show amounts in the sho
Order ID P
currency
Smart Count smart Collections published after
Collection collection datetime

Collections published before
datetime

57



Shopify Adapter Guide

. Mandator .
Resource Operation v Optional Parameters
Parameters
Collections updated after datetime
Collections updated before
datetime
Product ID
Published status
Title
Create a smart
collection
Delete a smart
Resource ID

collection

Retrieve a list of
smart collections

Collection IDs

Collections published after
datetime

Collections published before
datetime

Collections updated after datetime

Collections updated before
datetime

Handle

Maximum results on a page

Product ID

Published status

Show collections after the
specified ID
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. Mandator .
Resource Operation v Optional Parameters
Parameters
Title
Retrieve a
specific smart Resource ID Fields
collection
Update a smart
P . Resource ID
collection
Sort type
Update the yp
ordering tvpe Resource ID
gtyp Product IDs
Maximum results on a page
Show tender transaction after the
specified ID
Show tender transactions ordered
) . by processed_at
Retrieve a list of
Tender
. tender )
transaction . Tender transactions processed
transactions )
after datetime
Tender transactions processed at
the specified date
Tender transaction processed
before datetime
Transaction Count of an
order's Order ID
transaction
Create a .. .
. Order ID Origin of the transaction
transaction
List of Order ID Fields to show
transactions
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. Mandator .
Resource Operation v Optional Parameters
Parameters
Retrieve only transactions after
the specified ID
Show amounts in the shop
currency
Retrieve the
Balance account's current
balance
Filter the response to payouts
made on the specified date.
Filter the response to payouts
made inclusively before the
specified date.
Filter the response to payouts
) made inclusively after the
Return a list of all e
Payouts specified date.
payouts
Filter the response to payouts
made before the specified ID.
Filter the response to payouts
made after the specified ID.
Filter the response to payouts
made with the specified status.
Return a single
Resource ID
payout
Balance Retrieves a list of Filter response to transactions
Transactions | all balance exclusively before the specified ID
transactions

Filter response to transactions

paid out in the specified payout.
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Mandator
Resource Operation v Optional Parameters
Parameters
Filter response to transactions
with the specified payout status
Filter response to transactions
exclusively after the specified ID.
Filter response to transactions
placed in test mode.
Return only disputes with the
specified initiated_at date
Return only disputes before the
. . specified ID.
Retrieve a list of
all disputes .
. Return only disputes after the
Dispute .
specified ID.
Return only disputes with the
specified status.
Retrieves a single
. & Resource ID
dispute by ID
Updates dispute
evidence Dispute ID
associated with P
Dispute the dispute ID.
evidence
Returns evidence
associated with Dispute ID
the dispute
Upload a file of a
category toa Dispute ID
) ) dispute.
Dispute File
Upload
P Delete a dispute | Resource ID
evidence file
given an ID. Dispute ID
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6.3. Processing for GraphQL

The Processing Configuration contains information regarding Api Version and Payload Format.

Shopify

General Connection Processing

SHOPIFY CONFIGURATION

Api Version:* 2025-10 v

Payload Format:* Application/XML v

7. Payload and Dynamic Configuration

7.1 Message Payloads

A content modifier is used to attach a payload to be sent to Shopify Admin API. Payloads must be in JSON

format.
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General

Shopify GraphQL API payloads are in GraphQL format and have a specific structure.

Shopify Adapter Guide

Message Header Exchange Property éMessage Body

Type:

Body:

Constant  ~

{
"order":{
"line_items™[
{
"title":"Big Brown Bear Boots",
"price":74.99,

"quantity™:3,
"tax_lines":[

{

Figure 7.1.1

GraphQL queries can be either a mutation or a query. They can be simplified by extracting data into

separate input variables. GraphQL variables let you reuse the same requests with different arguments.

The structure of the request with input variables must be the following

{
"query": kS
"variables": ".."
}
Content Modifier
General

Message Header Exchange Property Message Body

Type:

Body:

Constant v

{"query": "query refund($input: ID!) { refund(id: $input) { totalRefundedSet { shopMoney { amount currencyCode } } } }",

“variables": {
“input": "gid://shopify/Refund/196417871"
}
}

Fig 7.1.2
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The variable section contains the input variables, which are defined as a JSON object. If variables are
present in the query but are not defined correctly or are missing, an error would occur in the integration
flow with a message indicating the problem.

The structure of the request without input variables must be the following

"query” 1 "."

}

To build a valid query or mutation, the user can utilize the provided GraphiQL in-browser tool for writing,
validating, and testing GraphQL queries. When working with Shopify's GraphQL Admin API, GraphiQL can
be useful for learning about the available queries and mutations.

This following is a read-only demo in which queries can be executed without the need to connect to a
development store.

1. Navigate to https://shopify.dev/graphigl/admin-graphigl
Click Explorer and use checkboxes and fields to build GraphQL queries.

3. Click Docs to expand the Documentation Explorer. You can search schemas to view descriptions
and supported fields.

To understand more about GraphQL for the Shopify Admin API, go to GraphiQL for the Admin API

7.2 Dynamic configuration

This section illustrates the use of dynamic values in the Adapter configuration. It depicts a simple Shopify
“Retrieve a list of orders” operation configuration using a dynamic property reference.

Use a Content Modifier before the Request-Reply step in the integration flow. The Content Modifier
should create an Exchange property. The name of the Exchange property is the name required to be
referred to in the Shopify Adapter. Any name is allowed here. It is possible to use a header instead of a
property to achieve the same results. In the example below we create 2 properties. The first one is of
type local variable and its value is the value held in the lastQueredDate source value. The second
property is of type expression. Expressions have the following structure: ${...}

Content Modifier ®

General Message Header :Exchange Property; Message Body

Properties:
Action Name Source Type Source Value Data Type Default Value
QueryLastRunDate lastQueriedDate 1970-01-01T00:00:00

CurrentDateTime ${date:now:yyyy-MM-dd'T'HH:..., java.lang.String

Figure 7.2
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The Shopify Receiver Adapter (which is linked to the Request-Reply step) needs to refer to this property
by using ${property.name}. To refer to a header, a syntax similar to ${header.name} should be used. As
seen in Figure 7.2, the QuerylLastRunDate property is referred to with the syntax S${property.
QuerylastRunDate}. The Shopify Adapter automatically replaces this reference with the datetime of the
last run of the query. Also, CurrentDateTime is referred to by using ${property.CurrentDateTime}.Fig. 7.3

Shopify

General Connection Processing

SHOPIFY CONFIGURATION
Api Version:* | 2023-10
Payload Format: * ‘ Application/lJSON v

Resource: * ‘ Order v ‘

Operation: * ‘ Retrieve a list of orders v/ ‘

Fields: ‘
Query Parameters:
[] Parameter Name Parameter Value
U Orders created after datetime v ‘ ${property.QueryLastRunDate}
] Orders processed before datetime v ‘ ${property.CurrentDateTime}

Figure 7.3

8. Troubleshooting

In case of issues or errors within Integration Flows, change the Log Level of the Integration Flows to
“Trace”. This can be done by following these steps:

1. Navigate to the Monitor Tab of the SAP Cloud Integration tenant.
2. Proceed to the Manage Integration Content section.

3. Change the Log Level to Trace

65



Shopify Adapter Guide

Log Configuration

Log Level: Info v

None

Info

Error
Debug

Trace

Figure 8.1 Changing the Log Level to “Trace” for an Integration Flow

The Trace Log level enables the collection of more traces that can be used to effectively understand
problems.

The following sections contain issues that might be encountered when using the Shopify Adapter with
possible solutions.

8.1. Unsuccessful Request
This error generally occurs when the HTTP Status Code returned from Shopify is other than “2xx success”
Example 1:
Error Message:

com.sap.shopify.exception.ShopifyUnsuccessfulRequestException: The response to the http request sent
to Shopify url: https://quickstart-xxxxxx.myshopify.com has a response code 401 due to {"errors":"[API]
Invalid API key or access token (unrecognized login or wrong password)"}

Possible solution:

Verify the validity of the provided access token.
Example 2:

Error Message:

com.sap.shopify.exception.ShopifyUnsuccessfulRequestException: The response to the http request sent
to Shopify url: https://quickstart-xxxxxx.myshopify.com has a response code 403 due to {"errors":"[API]
This action requires merchant approval for read_orders scope."}
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Possible solution: Ensure the necessary access scopes are configured for the Shopify App & access
token.

8.2. Base URL Exception

Error Message:

com.sap.shopify.exception.ShopifyBaseUrlException: Invalid shopify url: https://quickstart-xxxxxx.com

Possible solution: Verify the validity of the configured Shopify Base URL for each Integration Flow.

8.3. Missing Message Body

Error Message:

com.sap.shopify.exception.MessageBodyMissingException: Message body for resource CUSTOMER with
operation CREATE_CUSTOMER

Possible solution: Ensure that for operations that modify Shopify Entities the necessary request body is
present in a content modifier before the Request-Reply Integration Flow Step.

9. Sample Scenarios Explained

In this chapter, a sample business scenario will be explained consisting of the usage of the Shopfiy
Adapter.

In this scenario, a Shopify Receiver is periodically pulls information for new orders from the Shopify
Store. This is achieved by using a Timer component which is set to trigger on a schedule determined by
the user.

On each execution of the Integration Flow, orders that have been created in a certain time range are
pulled from Shopify. This range is marked at its two ends by two variables representing datetimes. The
first one is the datetime when the last poll occurred. The second one is the current datetime.
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9.1. Simple scenario using dynamic configuration and write variables for retrieving
list of variables

9.1.1. Assign Timer

1. Click on the integration flow artifact name and choose Edit.

E

Integration Process

L3 Sender [3 Receiver

Start End

Figure 9.1 Creating a new Integration Flow
2. Select Sender and click Delete

3. Select Start Message and click Delete.
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Represents timer start event

=4 .
O
B End Event
.
End Message
-
— Error End Event
W
— Error Start Event

Escalation End Event

Start Event

Start Message

®@ © © ®© ® ® ® ©

Terminate Message

)

=gy
imer
Figure 9.2 Adding a Timer to the Integration Flow

4. Click on Events and select the Timer. Connect the Timer to End Message

sAnd Integration Process
®
e (+
o5 -®
Start Timer End
W

Scheduler

Figure 9.3

[& Receiver
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9.1.2. Add a Content Modifier and connect it to the Start Message.

@ Encoder

Encodes message using an encoding
scheme

™M Content Modifier

Z  Converter

~

.
a
|

@ Decoder
v

Q EDI Extractor

Figure 9.4

9.1.3. Add Exchange Properties

In this example the first property represents the datetime of the last time when the Integration Flow had
been ran. The second property is an expression representing the current datetime.

Content Modifier ® _ 17
General Message Header ~ [Exchange Propertyl  Message Body
Properties:
Action Name Source Type Source Value Data Type Default Value
Create v QueryLastRunDate Local Variable lastQueriedDate 1970-01-01T00:00:00
Create CurrentDateTime Expression v ${date:now:yyyy-... java.lang.String
Figure 9.5
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9.1.4. Configure Receiver Shopify Adapter

1. Add a Request Reply step to the integration flow after the Content Modifier

= B e < B8

JRrT— N

' < | External Call

o3 Content Enricher
-] Poll Enrich
{53  Request Reply

Send

Figure 9.6

2. Select Request Reply and choose the arrow to drag the pointer to Receiver. Then, select the Shopify
Adapter.

3. Choose REST

7 ~
t Message Protocol
( GraphQL

REST

Figure 9.7 Selecting the Message Protocol in the Shopify Adapter
4. Inthe “Connection” tab

4.1 Add in the Base URL of your Shopify Store

4.2 Supply the needed security material by referring to the Shopify Security Material.
“shopifyOAuthClientCredentials” has been created as a OAuth2 Client Credentials within SAP
Integration Suite.

4.3 Attach Error Details on Failure - By default, the option is enabled. This option enables the
creation of attachments for request headers, response headers, and response body when the
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message processing fails. Having these attachments during message processing failures can be
unnecessary as it leads to persistence of attachments that doesn't help. Especially, if multiple
message processing failures occur, you have attachments piled up for each failure. If you don't
require the attachments for failure scenarios, disable the option. Though you disable the
creation of attachments, the content of the same are added to the message processing logs.
4.4 At the Response Headers field - Provide a pipe - separated ( | ) value list of HTTP response
headers. The received header values are then converted to message/exchange headers. If the
value * is entered, all the HTTP response header values are converted to message/exchange

headers.

Shopify

General Connection Processing

CONNECTION DETAILS

Shopify Base Url: https://xxxxxxx.myshopify.com

Authentication Type
Shopify Security Material shopifyOAuthClientCredentials

Attach Error Details on Failure:

SHOPIFY HEADERS

Response headers

Figure 9.8 Configuring the Shopify Adapter Connection

5. Inthe “Processing” tab

5.1 For operation choose “Retrieve a list of orders”

5.2 Add two query parameters:
Orders created after datetime with value S{property.QueryLastRunDate}

Orders created before datetime with value ${property.CurrentDateTime}
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Shopify

General Connection Processing

SHOPIFY CONFIGURATION
Api Version:* | 202310
Payload Format: * ‘W‘
Resource: * ‘@

Operation: * ‘ Retrieve a list of orders |

Fields: |
Query Parameters:
[] Parameter Name Parameter Value
‘j ‘ Orders created after datetime v | ‘ ${property.QueryLastRunDate}
‘j ‘ Orders processed before datetime v | ‘ ${property.CurrentDateTime}

Figure 9.9 Processing Configuration for the Shopify Adapter

9.1.5. Configure Write Variables Component

1. Add “Write Variables” after the Request-Reply step

B @

Persistence
@& Data Store Operations >
@ Persist

%’ Write Variables

Figure 9.10 Introducing a “Write Variables” Integration Flow step

2. In Processing tab set “lastQueriedDate” to be assigned the value of “CurrentDateTime” and to be of
type “Property”
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Write Variables

General Processing
Variables:
Name Type Data Type Value Global Scope
lastQueriedDate Property ‘CurrentDateTime

Figure 9.11 Writing a new variable

Note: Variables are persisted outside the Integration Flow. Every time the Integration Flow is triggered,
the value of the variable will be overwritten.

Variables can be observed and managed through “Monitor —> Integrations -> Manage Stores ->
Variables”.

9.1.6. Log the results from the request to Shopify

1. Add a script step after the “Write Variables” Component:

— e <

] Groovy Script

L] JavaScript
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W= e <

Transformation

M Content Modifier

. Converter >
£ Decoder >
Z] EDI Extractor

/& Encoder >
Y Filter

Wi Message Digest

£] Script >

Figure 9.12 Adding a “Groovy Script” Integration Flow
2. Add a Groovy Script

2.1 Click on the Groovy Script Component.
2.2 Click on Create icon.
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Figure 9.13 Creating a new Groovy Script
Add the following Groovy script:

import com.sap.gateway.ip.core.customdev.util.Message;

import java.util.HashMap;

import com.sap.it.api.ITApiFactory;

import com.sap.it.api.mapping.ValueMappingApi

import com.sap.it.api.securestore.SecureStoreService

import com.sap.it.api.securestore.UserCredential

import com.sap.it.api.securestore.exception.SecureStoreException

def Message processData(Message message)

{
def body = message.getBody(java.lang.String) as String;

def messagelLog = messagelLogFactory.getMessagelog(message);

if (messagelLog !'= null) {
messagelog.addAttachmentAsString("Log current Payload:", body, "text/plain");
}

return message;
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9.1.7. Result of the flow

1. Save the integration flow as a version and click on Deploy.

2. Check the results of the logs a. Navigate to “Monitor -> Integrations -> Monitor Message Processing
-> All artifacts” b. Select the artifact that you have deployed and then click on “Log current
Payload”

Status Properties Logs Attachments Artifact Details

Attachments
Name Modified At
Log current Payload: Sep 28, 2023, 12:07:31
text/plain

Artifact Details

Figure 9.14 Observing the log from the Integration Flow Execution

c. A list of Shopify Orders must be present in the payload.

Overview / Monitor Message Processing / Message Processing Log Attachments

Name: Test Shopify Fetch Orders with Timer Status: Completed Processin
Last Updated at: Sep 28, 2023, 11:49:51 Log Level: Info

Log Log current Payload:

{"orders":[{"1d":5462702653743,"admin_graphql_api_id":"gid:\/\/shi
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Figure 9.15 Shopify Orders present in the Log Attachment

10.1. Locate the Shopify Base URL Address

To find the address that can be used in the Shopify Base URL field of the Connection Tab, login into your
Shopify admin. Then click on Settings.

ﬂl shoplfy Search

B r)ee ¢ D D

[}
@
2

Home
Orders
Products
Customers
Content
Analytics
Marketing

Discounts

Sales channels

Online Store

Point of Sale

Apps

7

Flow

Settings

O Last 30 days All channels v

Online store sessions V4 Total sales Tot:e
O = BGN 0.00 ¥ 100% 0

No sessions in thi
Try selecting a different d:

Things to do next

B 29 orders to fulfill

Figure 10.1 Shopify Admin Portal

The Store’s Address can be found in the upper left corner and is outlined with red in the figure below
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e XXXXX Test Store General
XXXXx.myshopify.com

& General Store details

o Plan

& XXXXX Shopify Store
A Billing
Billing address
Bulgaria

2a Users and permissions

> Payments

Figure 10.2 Shopify Store Address within the Shopify Admin Portal

11. APl Deprecation Notice

Shopify periodically deprecates older versions of their APl to streamline operations and introduce more
robust and feature-rich versions. Deprecation does not mean immediate removal but indicates that the
version will no longer receive updates and will ultimately be discontinued. For detailed information, you
can visit Shopify's API versioning and deprecation practices.

Shopify releases a new API version every 3 months at the beginning of the quarter. Version names are
date-based to be meaningful and semantically unambiguous (for example, 2026-01, 2025-10, 2025-07,
2025-04).

Each stable version is supported for a minimum of 12 months. This means that there are at least nine
months of overlap between two consecutive stable versions.

It is strongly recommended that you migrate to a newer version every quarter by updating the usage of
the Shopify Adapter in your custom Integration Flows. However, if you are still using a stable version that
is no longer supported, then Shopify falls forward and responds to your request with the same behavior
as the oldest supported stable version. For example, when Shopify removes 2025-01, APl requests to
version 2025-01 will be served version 2025-04, because that will be the oldest supported stable version.

Part of the Shopify APIs can be deprecated if they become unnecessary, unsafe, or outdated. Parts of the
APls, that are marked as deprecated, will be removed in newer versions of the APIs. The deprecation is
then retroactively applied to previous stable versions of the API.

Because each version is supported for a minimum of a year, there are always at least 9 months of overlap
between versions for you to migrate to a newer version of the APIs in your Integration Flows.

Due to Shopify’s deprecation practice, older API versions, which are no longer stable and officially
supported by Shopify, can be removed from the Adapter.
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