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Typographic Conventions

Type Style ‘Description—

Example Words or characters quoted from the screen. These include field names, screen titles,
pushbuttons labels, menu names, menu paths, and menu options.
Textual cross-references to other documents.

Example Emphasized words or expressions.

EXAMPLE Technical names of system objects. These include report names, program names,
transaction codes, table names, and key concepts of a programming language when they
are surrounded by body text, for example, SELECT and INCLUDE.

Example Output on the screen. This includes file and directory names and their paths, messages,
names of variables and parameters, source text, and names of installation, upgrade and
database tools.

Example Exact user entry. These are words or characters that you enter in the system exactly as
they appear in the documentation.

<Example> Variable user entry. Angle brackets indicate that you replace these words and characters
with appropriate entries to make entries in the system.

Keys on the keyboard, for example, [F 2] or ENTER].
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1 Introduction

Altinn is an internet portal for digital dialogue between businesses, private individuals and public agencies. It is also a
technical platform that government bodies can use to develop digital services.

Altinn is developed, operated and managed by the Altinn co-operation, that consists of multiple government bodies.
They have a lot of useful information for those who wish to establish and run businesses in Norway.
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2 Overview of Integration Scenarios

Throughout this topic we assume the following setup of technical components and communication paths: The

government gateway is being connected to one of the SAP Cloud Integration (SCI) tenants assigned to the cus-
tomer.

The terms "inbound" and "outbound" reflect the perspective of Employee Central Payroll:
e Inbound refers to message processing from the government gateway to Employee Central Payroll.

e Outbound refers to message processing from Employee Central Payroll to the government gateway.
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2.1 Outbound

2.11 RPUACFVO_SAPGUI: Altinn Communication Framework
(ACF) Manager

This report enables you to process documents that you send to or receive from the Altinn portal. You can use this
report for the following:

e Check details of documents that you send to or receive from the Altinn portal
¢ Send documents to the Altinn portal

e Retrieve document statuses and messages from your Altinn message box

Altinn Communication Framework (ACF) Integration Package for Norway Payroll CUSTOMER
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2.1.2 RPUACFVO_CHECK_SPROXY: ACF - Altinn connection
test (by using generated SPROXY objects)

This report checks whether the Altinn Communication Framework (ACF) can access the Altinn web services through
SAP NetWeaver Process Integration.
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3 Setup

For setting up the communication of Employee Central Payroll with the government gateway, two types of setup are
required: the setup on the SCl side and the setup on the Employee Central Payroll side.

3.1 Setup of SCI

Altinn Communication Framework (ACF) Integration Package for Norway Payroll consists the following package:

e Altinn Communication Framework (ACF) Integration Package for Norway Payroll

This package consists of seven Integration Flows that you deploy once for all. This package will remain the same

every year.

Design / Altinn Communication Framework (ACF) Integration Package For Norway Payroll /

Data Services Integration Advisor (&)

Edit Export Publish Delete Package

® f;? Altinn Communication Framework (ACF) Integration Package For Norway Payroll
gt

This integration package enables you to communicate with the Altinn portal with Vendor: SAP Mode: Editable

Security level 2 (Login with Altinn code letter/SMS-code) by using the Altinn

Communication Framework.

Version: 1.0.0

Overview Artifacts (7) Documents Tags Comments

Description:

Package 1D

Supported Platform

Category:
Created:

i) Created by:

This integration package enables you to communicate with the Altinn portal for Norway. This package enable
electronic communication with the government gateway via SAP Cloud Platform Integration.

This package consists of seven integration flows that you must deploy. Below are the integration flows:

» GetCorrespondenceForEndUser BasicV2
» ArchiveCorrespondenceForEndUserSystemBasic
= SubmitFormTaskBasic

» GetAltinnSubmissionStatusBasic

+ GetReceiptBasic

» GetCorrespondencelistForReporteeBasic

» GetAuthenticationChalenge

NorwayPayroll

SAP Cloud Platform Integration
Integration

27 Jun 2019

1322214
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Deploy certificates and credentials to SCI tenants

For the communication with the government gateway, you must make sure that the certificates from government
authorities are part of the Java KeyStore that is uploaded to the SCI tenant.

How do | deploy certificates to SCI tenants?

Take the following steps to download the certificates from the website of Altinn.

Enter the URL https://www.altinn.no

=

Right click on the Page and select Inspect

2. Select Security Tab and click on View Certificate

3. Copy the certificate to a file using the Copy to File button and save it to your machine

' 2 Altinn - Start

< cC 0

5 Apps SAP Managed Bookmarks

;s altinn

& altinn.no

4 o~ |
B w © 5 @

@ 2D Game making - »

General Details Certification Path

Z7 SAP Help Portal & Payroll Home @ Abstract Base Class @ Member Home @ Guidelines for fillin B Games | Cocos2d-x

innboks  alle skjema  profil

# Certificate Information

This certificate is intended for the following purpose(s):
« Ensures the identity of a remote computer
 Proves your identity to a remote computer
+2.16.578.1.26.1.3.3
*2.23.140.1.1

Altinn - din digitale dialog med det o
finner du skjema, meldinger og reley

* Refer to the certification authority’s statement for details.

Logg inn | og sjekk din inn

Issued to:  www.altinn.no

Tssued by:  Buypass Class 3 CA 2

Valid from 12/20/2018 to 1/17/2021 e ———
Elements Console Sources Networl Performance Memor Application Securif Audits A2 g
® | I K f y  Appl ty d H
= INIS page Is secure (vana Hi1ps). — =
& Overview
B Certificate - valid and trusted Issuer Statement
A = The connection to this site is using a valid, trusted server certificate issued
Main origin (secure) t
by Buypass Class 3 CA 2.
W https://www.altinn.no . .
View certficate [ o ]

Secure origins

B https;//www.googletagman.

N R A sV R A sy

Connection - secure connection settings

Tha rannactinn ta thie citn ie ancnmbad 3nd sithanticstad teina TIC 19

4. Open aticket to SCI Cloud Operations and request them to update Java KeyStore with the certificates

CUSTOMER
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3.1.2 Copy Integration Flows to workspace
Take the following steps to copy all Integration Flows in the two packages to your workspace:

In your browser, go to the WebUI of the tenant (URL: <Tenant URL>/itspaces)

From the menu in the upper left corner, choose Discover

1
2
3. Search for the package: Altinn Communication Framework (ACF) Integration Package for Norway Payroll
4. Click the package name

5

In the lower right corner, choose Copy

# Dasign

@ Monitor

Each artifact corresponds to one service.

3.1.3 Deploy Integration Flows on test and productive tenants

Take the following steps to deploy the Integration Flows on test and productive tenants:
1. Inyour SCI tenant, from the menu in the upper left corner, choose Design.
2. Click the package name. Select Artifacts Tab.

3. Forthe Integration Flow that you want to deploy, choose Actions -> Deploy.

Altinn Communication Framework (ACF) Integration Package for Norway Payroll CUSTOMER
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Data Services Integration Advisor (&)

o Design / Altinn Communication Framework (ACF) Integration Package For Norway Payroll Edit  Export  Delete Package
- o Altinn Communication Framework (ACF) Integration Package For Norway
= [’y
° .s, Payroll e
View metadata
Overview Artifacts (7) Documents Tags
_— Download
Fi Configure Q
Name Type Version Deploy
ArchiveCorrespondenceForEndUserSystemBasic Integration Flow 1.0.0
Operation for archiving a correspondence
Created
GetAltinnSubmissionStatusBasic Integration Flow 1.00 (=
Service Operation to provide the estimated processing time to the EndUserSystem
Created
GetAuthenticationChallenge Integration Flow 1.00 2
Service operation to get information about what authentication token to use
Created
GetCorrespondenceForEndUserSystemsBasicV2 Integration Flow 1.0.0 2
Operation for returning a correspondence, its attachments, its notifications and links to
411 EndUserSystems
4. Repeat steps 1-3 for each of the Integration Flows in the package.
5. Check and make sure all Integration Flows have been deployed successfully.
a. Inyour SCI tenant, choose Monitor from the menu in the upper left corner.
b. Under Integration Content Monitor, choose the Started tile.
Overview
Monitor Message Processing
All Integration Flows All Integration Flows All Integration Flows All Integration Flows All Integration Flows
Past Hour Past Hour Past Hour Past Hour Past Hour
Messages Failed Messages Error Messages Retry Messages Completed Messages
Manage Integration Content
All All All
Al Started Errol
Manage Security Material
Security Material Certificate-to-User
Mappings
_—
c. Check the deploy status of each Integration Flow.
If the Status is Started, it means the Integration Flow has been deployed successfully.
6. Note down the URLs of the endpoints for each service.
This URL will be used later for the setup of Employee Central Payroll system.
a. Select the Integration Flow form the list.
CUSTOMER Altinn Communication Framework (ACF) Integration Package for Norway Payroll
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Data Services Integration Advisor (@

— Integration Content (42) Filter b; D Ql|C||%
5 z ;
Employment Information - Pay Date File Started
Restart  Undeplo;
A GetCorrespondenceForEndUserSystem e
i sBasicV2_copy
| GetCorrespondenceForEndUserSystem Srar |
i N larte
L SBESICVZ—OOPV 1 Deployed On: Sep 09, 2019, 15:09:19 ID: GetCorrespondenceForEndUserSystemsBasicV2_copy
Integration Flow Deployed By: 1061823 Version: 1.0.0
TEST_GetCorrespondenceForEndUser ”
SystemsBasicV2_copy S Endpoints  Status Details  Artifact Details  Log Configuration
Integration Flow
. https://c0310-
toolbox_script_saxon9_xsit Started iflmap.hcisb. int.sap.eu2 hana.ondemand .com/cxf/HCI/PAYROLL/NORWAY /GetC| o
orrespondenceForEndUserSystemsBasicV2_Sunny 4
Integration Flow -
WSDL t 6
TEST_EXCEPTION Started
WSDL without policies I g
Integration Flow -
Getting Started Flow Started
Integration Flow .
: Status Details
L ArchiveCorrespondenceForEndUserSvst [

b. Note down the endpoint URL present on the right side of the screen under Endpoints Tab.

Altinn Communication Framework (ACF) Integration Package for Norway Payroll CUSTOMER
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3.2 Setup of Employee Central Payroll System

In the Employee Central payroll system, you need to configure the Web Services in SOA MANAGER through which the
communication between Employee Central Payroll system and the Government Gateway via SCI can be established.

The following steps take the ArchiveCorrespondencefForEndUserSystemBasic as an example.

Note

You must configure the proxy for each of the reports. You only need to configure the proxy once. For more
information, see the table of object names and port names at the end of this section.

Prerequisites

e You have implemented SAP notes 2836655 and 2841431.

Open the SOA MANAGER using transaction SOAMANAGER.

Click Web service configuration.

Search for the object name CO_HRNO_AL2ICORRESPONDENCE_EXT and click Search.
Click the internal name link and then select Create > Manual Configuration.

Enter a logical port name, for example, HRNO_AL2_ARCHIVECORRESPONDENCEFORENDUSERSYSTEMBASIC,
select the checkbox Logical Port is Default, and click Next.

G N

Web Service Configuration (HRI;000) @ Help @ Back

New Manual Configuration of Logical Port for Consumer Proxy 'CO_HRNO_AL2ICORRESPONDENCE_EXT"

» 1] 2 3 4 5 6 -

Logical Port Name Consumer Security HTTPSettings SOAP Protocal Identifiable Business Context

Operation Setlings

Back Next inish Cancel
General Configuration Settings

* Logical Port Name: | HRNO_AL2_ARCHIVECORRESPONDENCEFORENDUSERSY! Logical Port is Default:

Description: Port of HRNO_AL2_ARCHIVEGORRESPONDENGEFORENDUSERSYSTEMBASIC

6. Select User ID / Password. Enter the user name and password of the SCI user. Then click Next.

Web Service Configuration (HRI;000) @ Hep @ Back

New Manual Configuration of Logical Port for Consumer Proxy 'CO_HRNO_AL2ICORRESPONDENCE_EXT

" 1 2 | 3 4 5 6 -

Logical Port Name Consumer Security HTTPSettings SOAP Protocol Identifiable Business Context Operation Seltings

Back Inish || Gancel

Configuration of Consumer Settings without WSDL Document. LP=HRNO_AL2_ARCHIVECORRESPONDENCEFORENDUSERSYSTEMBASIC1
Authentication Level; Basic
Authentication Settings

* User ID / Password

SAP Authentication Assertion Ticket
X 509 SSL Client Certificate

User ID/Password

User Name:

Password:

7. Enter the relevant information and then click Next.

CUSTOMER
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~
» 1 2 n 4 5 6 4
Logical Port Name Consumer Security HTTPSettings SOAP Protocol Identifiable Business Context Operation Settings
Back |f N Finish || Cancel
URL Access Path
* URL URL components

* URL: | http:/!

Logon Language: Language of User Context  w
Proxy

Name of Proxy Host:

Port Number of Proxy Host:

User Name for Proxy Access:

Password of Proxy User:
Transport Binding

Make Local Call No Call in Local System v

* Transport Binding Type: SOAP 1.1 w

Maximum Wait for WS Consumer: 0

Optimized XML Transfer: None v

Compress HTTP Message: Inactive v

Compress Respanse: Tue ~

v

o URL Access Path
Enter the endpoint URL of ifimap of the SCI tenant on which your Integration Flow is deployed.
For example, https://...../cxt/HCI/PAYROLL/NORWAY/GetReceiptBasic

o Enter Transport Binding

Make sure that Maximum Wait is 999 and the Compress Response is False.
8. In SOAP Protocol, select Suppress ID Transfer for Message ID Protocol. Click Next.

New Manual Configuration of Logical Port for Consumer Proxy 'CO_HR_GB_EFO_EAS_OUT_13’

" 1 2 3 B 5 6 =
Logical Port Name Consumer Security HTTPSettings SOAP Protocol Identifiable Business Context Operation Settings

i Back | Next | Finish || Cancel |

Message ID (Synchronous)

Message |ID Protocol | WS-A Message ID ~

Metering of Service Calls

Data transfer scope: Enhanced Data Transfer v

Transfer protocol: Transfer via SOAP header v

9. Proceed with the default settings and click Finish.
10. On the Define Logical Ports page, select the entry and click Activate.

Repeat the same procedure to set up the proxies for all the reports. See the following table for the proxy object names
and port names used in step 3 and step 5:

Altinn Communication Framework (ACF) Integration Package for Norway Payroll CUSTOMER
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Integration

Flow

Corresponding
Report in
Employee
Central Payroll

Object Name

Port Name to be
configured

URL access
path

ArchiveCorres | RPUACFVO_SAP | CO_HRNO_AL2l | HRNO_AL2_ARC | /cxf/HCI/PAY
pondenceForE | GUI CORRESPONDE | HIVECORRESPO | ROLL/NORWA
ndUserSyste NCE_EXT NDENCEFOREN | Y/ArchiveCorre
mBasic DUSERSYSTEM | spondenceForE
BASIC ndUserSystem
Basic
GetAltinnSub | RPUACFVO_SAP | CO_HRNO_AL2Il | HRNO_AL2_GET | /cxf/PAYROLL
missionStatus | GUI NTERMEDIARY_ | ALTINNSUBMIS | /GetAltinnSub
Basic INBOU SIONSTATUSBA | missionStatusB
SIC asic
GetAuthentica | RPUACFVO_SAP | CO_HRNO_AL2l | HRNO_AL2_GET | /cxf/HCI/PAY
tionChalenge | GUI SYSTEM_AUTH | AUTHENTICATI ROLL/NORWA
ENTICAT ONCHALLENGE | Y/GETAUTHEN
TICATIONCHA
LLENGE
GetCorrespon | RPUACFVO_SAP | CO_HRNO_AL2l | HRNO_AL2_GET | /cxf/HCI/PAY
denceForEnd | GUI CORRESPONDE | CORRESPONDE | ROLL/NORWA
UserSystems NCE_EXT NCEFORENDUS | Y/GetCorrespo
BasicV2 ERSYSTEMSBA | ndenceForEnd
SICV2 UserSystemsB
asicV2
GetCorrespon | RPUACFVO_SAP | CO_HRNO_AL2l | HRNO_AL2_GET | /cxf/HCI/PAY
dencelistForR | GUI REPORTEE_ELE | CORRESPONDE | ROLL/NORWA
eporteeBasic MENT_L NCELISTFORRE | Y/GetCorrespo
PORTEEBASIC ndencelListForR
eporteeBasic
GetReceiptBa | RPUACFVO_SAP | CO_HRNO_AL2l | HRNO_AL2_GET | /cxf/HCI/PAY
sic GUI RECEIPT_EXTER | RECEIPTBASIC ROLL/NORWA

NAL_B

Y/GetReceiptB
asic

SubmitFormT
askBasic

RPUACFVO_SAP
GUI

CO_HRNO_AL2II
NTERMEDIARY_
INBOU

HRNO_AL2_SUB
MITFORMTASK
BASIC

/cxf/HCI/PAY
ROLL/SubmitF
ormTaskBasic

Comment

Object
names and
port names
for these
Integration
Flows
remain the
same every
year.
Therefore,
you
configure the
proxies for
these
reports once
only.

14
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4 Testing

41 Testing outbound reports

Take the following steps to test the connection whether the Altinn Communication Framework (ACF) can access the
Altinn web services through SAP NetWeaver Process Integration.

1. Gototransaction SE38.

2. Enter the report name RPUACFVO CHECK_ SPROXY and choose the Execute (F8) button.

gt /(@ "% & [i] W [0 A& (@ Debugging (& with variant [ Variants

Program RPUACFV0_CHECE_SPROXY | ™ Create

Subobjects
# Source code
Variants
Attributes
Documentation
Text elements

| &0 Display ‘ | # Change ‘

Result: Altinn Communication Framework (ACF) can successfully access the Altinn web services through SAP
NetWeaver Process Integration.

Q! Vi 000 SHE ONDD T 0%

ACF - Altinn connection test (by using generated SPROXY objects)

ACF Altinn connection test (by using generated SPROXY objects)

Logical Port (HRNO_AL2*) configuration found. Testing SCPI integration.
ICorrespondenceExternalBasic ( Proxy Clasa CO_HRNO AL2ICORRESPONDENCE EXT )

*Logical port HRNO ALZ GETCORRESPONDENCEFORENDUSERSYSTEMSBASICV2 configuration exists: OK
*Logical port HRNO_AL2 GETCORRESPONDENCEFORENDUSERSYSTEMSBASICV2 ping: OK
*GetCorrespondenceForkEndUserSystemsBasicVZ: OK

*Logical port HRNO_ALZ ARCHIVECORRESPONDENCEFORENDUSERSYSTEMBASIC configuration exists: OK
*Logical port HRNO ALZ ARCHIVECORRESPONDENCEFORENDUSERSYSTEMBASIC ping: OK
*ArchiveCorrespondenceForEndUserSystemBasic: OK

IIntermediarylInboundExternalBasic ( Proxy Class CO_HENO_ALZIINTERMEDIARY_ INBOU )
*Logical port HRNO_ALZ SUBMITFORMTASKBASIC configuration exists: OK

*Logical port HRNO AL2 SUBMITFORMTASKBASIC ping: OK

*SubmitFormTaskBasic: OK

*Logical port HRNO_ALZ GETALTINNSUBMISSIONSTATUSBASIC configuration exists: OK
*Logical port HRNO_ALZ GETALTINNSUBMISSIONSTATUSBASIC ping: OK
*GetAltinnSubmissionStatusBasic: OK

IReceiptExternalBasic ( Proxy Class CO_HRNO ALZ2IRECEIPT EXTERNAL B )

*Logical port HRNO_ALZ GETRECEIPTBASIC configuration exists: OK

*Logical port HRNO AL2 GETRECEIPTBASIC ping: OK

*GetReceiptBasic: OK

IReporteeElementListExternalBasic ( Proxy Class CO_HRNO AL2IREPORTEE ELEMENT L )
*Logical port HRNO_ALZ GETCORRESPONDENCELISTFORREPORTEEBASIC configuration exists: OK
*Logical port HRNO_ALZ GETCORRESPONDENCELISTFORREPORTEEBASIC ping: OK
*GetCorrespondenceListForReportesBasic: OK

ISystemAuthenticationExternal ( Proxy Class CO_HRNO AL2ISYSTEM AUTHENTICAT )

*Logical port HRNO_AL2 GETAUTHENTICATIONCHALLENGE configuration exists: OK

*Logical port HRNO_ALZ GETAUTHENTICATIONCHALLENGE ping: OK
*GetAuthenticationChalenge: OK

Test summary: OK

Altinn Communication Framework (ACF) Integration Package for Norway Payroll CUSTOMER
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5 Appendix: Un-deploying and Deleting
Integration Flows of Previous Year

The Integration Flows in package Altinn Communication Framework (ACF) Integration Package for Norway Payroll may
be needed to be updated or undeployed when required. Therefore, if you have already deployed these Integration

Flows in the previous year, you must un-deploy the old Integration Flows before deploying the updated Integration
Flows, and then delete the old Integration Flows.

How do | un-deploy Integration Flows?

1. Inyour SCI tenant, choose Monitor from the menu in the upper left corner.

2. Under Integration Content Monitor, choose the Started tile.

Overview

Monitor Message Processing

All Integration Flows All Integration Flows All Integration Flows All Integration Flows All Integration Flows
Past Hour Past Hour Past Hour Past Hour Past Hour
Messages Failed Messages Error Messages Completed Messages
Manage Integration Content
All All All
Al Started Error
Manage Security Material
Security Material Certificate-to-User
Mappings
——
3. Select the Integration Flow that you want to undeploy and then click Undeploy.
[
Integration Content (43) Filter by Name or ID Q| & |
% Name Status
e GetReceiptBasic Restart
GetReceiptBasic Started
Intagration Flow Deployed On: Oct 22, 2019, 10:46:11  ID: GetReceiptBasic
GetCorrespondencelListForReporteeBasi Started Deployed By: 1322214 Version: 1.0.0

4. After the system un-deploys the Integration Flow, check that the number on the Started tile is reduced by one and
the Integration Flow is no longer in the list of started artifacts.

5. Repeat the above steps to un-deploy each of the Integration Flows of the previous year.

CUSTOMER Altinn Communication Framework (ACF) Integration Package for Norway Payroll
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How do | delete Integration Flows?

Integration Flows cannot be deleted one by one. To delete the Integration Flows of the previous year, you must delete
the package that contains these old Integration Flows.

1. Inyour SCI tenant, from the menu in the upper left corner, choose Design.

2. Click the package that contains the old Integration Flows (that is, the package with the year number of the

previous year), and then select Delete Package in the lower left corner on the right panel.

{ Delete Package |

Altinn Communication Framework (ACF) Integration Package for Norway Payroll
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