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Overview

This document provides information about configuration steps to consume the live process package for
Vendor Onboarding. The primary audience of this document is technical IT / system administrators.

Vendor Onboarding live process content package for SAP ERP enables to automate vendor creation process
in a flexible and transparent way. It provides flexibility in executing a specific variant of the process
depending on attributes like account group, vendor type, department, etc. When a user submits a request
to register a new vendor, a pre-configured process variant is triggered in SAP Build Process Automation or
SAP Workflow Management based on configurable business conditions. On approval from all parties
involved, a vendor is created in SAP ERP. Salient features of this content package are:

Plug and Play with SAP ERP without any additional development.

Process steps are delivered to create a vendor (accounting, purchasing, centrally available & general
purpose).

New variant of the vendor onboarding process can be configured in a low-code/no-code approach.
Configure multi-step approval in a low-code/no-code approach.

Business Rules provides flexibility in determining process variants and approvers.

Add custom validation on vendor attributes using Business Rules.

Out-of-the-box visibility over key process performance indicators.

Integration content to call SAP ERP RFCs & IDoc from SAP Workflow Management.

Disclaimer: Please note that this content package is a template to facilitate custom build extensions. A
full-fledged master data management solution, with data quality management and governance
capabilities is available on SAP Business Technology Platform, please see SAP Master Data Governance.



https://www.sap.com/products/technology-platform/master-data-governance.html
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Required services in SAP Business Technology Platform

The live process package Vendor Onboarding is intended to be used for SAP ERP 6.0 and requires the
following services in SAP BTP:

SAP Build Process Automation or SAP Workflow Management to orchestrate the process.

Cloud Integration capability within SAP Integration suite to consume the RFC, BAPI and IDoc from
SAP ERP.

SAP Cloud Connector to establish access to on-premise resources.

SAP Cloud Portal service or SAP Launchpad service to access the apps that are involved in the process.
SAP Cloud Identity Services - Identity Authentication (optional).

SAP Web IDE or SAP Business Application Studio to modify/deploy the SAPUI5 applications.

SAP BTP Cloud Foundry runtime.



Setup and Configuration

The Vendor Onboarding content package requires SAP Build Process Automation or SAP Workflow Management
subscription or a CPEA contract. Based on which service you plan to use, follow the appropriate section to
configure either SAP Build Process Automation or SAP Workflow Management

Configure SAP Build Process Automation

Follow the setup and configuration section of SAP Build Process Automation:

1. Subscribe to SAP Build Process Automation (Standard Plan)

2. Configure Destinations for Live Process Projects

a. Import Package Destination
b. Business Rules Destination to support start and step conditions

3. [Optional] Configure SAP Launchpad Service for SAP Build Process Automation

Configure Process Automation Destination

A HTTP destination is required in the BTP subaccount where SAP Process Automation is subscribed. Create
a destination with name “sap_process_automation_service” with the following configuration if it doesn’t
exist already. Please refer how to create a HTTP destination OAuth 2.0 Authentication (client credentials).

Name sap_process_automation_service
Type HTTP

Proxy Type Internet

Authentication OAuth2ClientCredentias

URL <"endpoints”.”api”>

Client ID <"uaa":"clientis”>

Client Secret <"uaa":"clientsecret”>

Token Service URL <"uaa":"url">/oauth/token

Note: While creating the service instance for SAP Build Process Automation service, make sure that at least
the required scopes are assigned (help documentation to enable technical authentication to access the SAP
Build Process Automation APIs). If the scopes are not assigned, you can also update the service instance with
the required scopes.



https://help.sap.com/docs/PROCESS_AUTOMATION/a331c4ef0a9d48a89c779fd449c022e7/089a5d6f47b344e8b370460098980b9b.html?locale=en-US
https://help.sap.com/docs/PROCESS_AUTOMATION/a331c4ef0a9d48a89c779fd449c022e7/574ce5c5451d4e409510d852b1173904.html
https://help.sap.com/docs/PROCESS_AUTOMATION/a331c4ef0a9d48a89c779fd449c022e7/3dbbe660fab54eeeb79c844a0de84103.html?locale=en-US
https://help.sap.com/viewer/cca91383641e40ffbe03bdc78f00f681/Cloud/en-US/783fa1c418a244d0abb5f153e69ca4ce.html
https://help.sap.com/docs/PROCESS_AUTOMATION/a331c4ef0a9d48a89c779fd449c022e7/8d884fc72c0048d79b51bc721851a099.html?locale=en-US&version=Cloud
https://help.sap.com/docs/PROCESS_AUTOMATION/a331c4ef0a9d48a89c779fd449c022e7/8d884fc72c0048d79b51bc721851a099.html?locale=en-US&version=Cloud
https://help.sap.com/viewer/65de2977205c403bbc107264b8eccf4b/Cloud/en-US/54fe2e7250924b12916897727ea78d29.html

Configure OAuth2ClientCredentials SAP Build Process Automation Destination (Service Instance)

Ignore this step if there is already a destination using SAP Build Process Automation service instance created.

Create new destination to call SAP Build Process Automation APIs using a service route from SAP UI5
component. For more details, follow the help document:

https://help.sap.com/viewer/cca91383641e40ffbe03bdc78f00f681/Cloud/en-
US/685f383cebb54c009b2fac633b32c90f.html.

Destination Configuration | £ Blank Template  [iESEC LSl

Service Instance: * I sap_processautomation v }

Name:* | process_atuomation_service_destination J

Description: I Call SAP Process Automation APIs using a service route 1

Additional Properties

Destination Configuration

Name:* | process_automation_service_destination Additional Properties

|
Type: | HTTP .
| endpoints | {"api":"https:// 1 |
Description: | Call SAP Process Automation APIs using a s... I
html5-apps-... | {"app_host_id":" ... |
URL:* | https://sap.com/DUMMY_URL |
saasregistry... I true I
Proxy Type: | Internet I [
sap.clouds... | COM.Sap.5pa.process... |
Authentication: | QAuth2ClientCredentials v | ;
sap.clouds... l spa |

Use mTLS for token retrieval [| (@] Use defautt JOK
| Use default truststore

Client ID:* | sb- ... |

Client Secret: | sssesses |

Token Service URL Type:* Dedicated

Token Service URL:* | https:/ ] |

Token Service User: I

Token Service Password: |

Configure SAP Workflow Management

Follow the setup and configuration section of SAP Workflow Management.

Note: While creating the service instance for Workflow service, make sure that at least the following scopes
are assigned (help documentation to enable technical authentication to access the workflow APIs). If the
scopes are not assigned, you can also update the service instance with the following scopes.

e WORKFLOW_INSTANCE_GET
e  WORKFLOW_INSTANCE_START


https://help.sap.com/viewer/cca91383641e40ffbe03bdc78f00f681/Cloud/en-US/685f383cebb54c009b2fac633b32c90f.html
https://help.sap.com/viewer/cca91383641e40ffbe03bdc78f00f681/Cloud/en-US/685f383cebb54c009b2fac633b32c90f.html
https://help.sap.com/viewer/6f55baaf330443bd8132d071581bbae6/Cloud/en-US/d7910e2bf7f64afc9d0eb21b0cc9e84d.html
https://help.sap.com/viewer/e157c391253b4ecd93647bf232d18a83/Cloud/en-US/c74f5ff9065b4baeb700d033602ef1d9.html
https://help.sap.com/viewer/65de2977205c403bbc107264b8eccf4b/Cloud/en-US/54fe2e7250924b12916897727ea78d29.html

Configure Workflow Email Destination

Configure workflow email destination to send automatic email notifications to the parties involved in the
process. See Configure the Workflow Capability Mail Destination.

Configure Business Rules Destination

A HTTP destination is required in the Cloud Foundry account where SAP Workflow Management is
subscribed. Create a destination with name “BusinessRules” with the following configuration, if it doesn’t
exist already. Please refer how to create a HTTP destination and how to access business rules APls using
OAuth 2.0 Authentication (client credentials)

Name BusinessRules

Type HTTP

Proxy Type Internet

Authentication OAuth2ClientCredentials

URL <rule_runtime_url>/rules-service
Client ID

Client Secret

Token Service URL <uaa.url>/oauth/token

Configure OAuth2ClientCredentials Business Rules Destination (Service Instance)

Create new Destination to call Business Rules Service APIs using a Service route from SAP UI5 Component.
e Click New Destination.
e Select Service Instance as Destination Configuration.
e Select Service Instance as BusinessRules.

e Enter Name as BusinessRules_CFLP and click Next button.

Destination Configuration | £ Blank Template

Service Instance: * | BusinessRules e

MName: *

BusinessRules_CFLP ‘

Description: ‘ Rules destination from SAP UIS API calls using routes ‘

e Click Save button.


https://help.sap.com/viewer/e157c391253b4ecd93647bf232d18a83/Cloud/en-US/5c7a8431ccbd4b83b74b277646987c9d.html
https://help.sap.com/viewer/cca91383641e40ffbe03bdc78f00f681/Cloud/en-US/685f383cebb54c009b2fac633b32c90f.html
https://help.sap.com/viewer/368c481cd6954bdfa5d0435479fd4eaf/Cloud/en-US/32a5a189273b45f3a211a4e19ef03d9a.html

Destination Configuration

MName: * ‘ BusinessRules_CFLP

Type: | HTTP

Description: ‘ Rules destination from SAP UI5 API calls using ...

URL:* ‘ https:/fsap.com/DUMMY_URL

Proxy Type: ‘ Internet

Authentication: ‘ QAuth2ClientCredentials ~

Client ID:* |

Client Secret: ‘ --------

Token Service URL: * \

Token Service User: ‘

(NN [ S IS N S ) S [ U N N S ) —

Token Service Password: ‘

Additional Properties

| endpoints | [ {rule_repository_urt".... |
[ htmi5-apps-r... | [ rapp_hostidebaoc... |
(o] [ \
| sap.cloud:se... | [ com.sap.bpm.rule |

Use default JDK truststore

Configure OAuth2ClientCredentials Workflow Destination (Service Instance)

Similarly, create new Destination to call Workflow Service APIs using a Service route from SAP UI5

Component. For more details, follow the official help document:

https://help.sap.com/viewer/cca91383641e40ffbe03bdc78f00f681/Cloud/en-

US/685f383cebb54c009b2fac633b32c90f.html

Configure Integration Destination

To call an integration flow, a HTTP destination is required in the SAP BTP tenant where the SAP Workflow
Management is subscribed. Create a destination with name CPI with Type as HTTP, Proxy Type as Internet
and Authentication as BasicAuthentication. Please refer how to create a HTTP destination. The URL should

be the runtime URL. Please refer how to get your SAP Integration Suite tenant runtime URL.

You can also choose to configure the destination to use the Authentication as OAuth2ClientCredentials. If
you are using SAP BTP Neo environment tenant, create an OAuth client and enter Client ID and Client Secret.

Please refer how to create an OAuth client in SAP BTP Neo environment.

Name CPI

Type HTTP

Proxy Type Internet

Authentication Basic Authentication OR OAuth2ClientCredentials
URL <runtime.url>

Username OR Client ID



https://help.sap.com/viewer/e157c391253b4ecd93647bf232d18a83/Cloud/en-US/97c079f9317c42bba31cc9ca9d4cc7c3.html
https://help.sap.com/viewer/e157c391253b4ecd93647bf232d18a83/Cloud/en-US/97c079f9317c42bba31cc9ca9d4cc7c3.html
https://help.sap.com/viewer/cca91383641e40ffbe03bdc78f00f681/Cloud/en-US/783fa1c418a244d0abb5f153e69ca4ce.html
https://help.sap.com/viewer/0e4dd38c4e204f47b1ffd09e5684537b/Cloud/en-US/aab7501ef811440c8b419cff02dea43a.html
https://help.sap.com/viewer/368c481cd6954bdfa5d0435479fd4eaf/Cloud/en-US/32a5a189273b45f3a211a4e19ef03d9a.html

Password OR Client Secret

Token Service URL

<oauth.url.for.clientCredentials>

Token Service URL is available in the SAP BTP Neo tenant as displayed in below screenshot.

SAP SAP Cloud Platform Cockpit

E Overview % Home [Europe (Frankfurt) - v
)  Applications v Subaccount:
Java Applications
OAuth Settings
HTMLS Applications
Branding Clients Platform API
HANA XS Applications Branding
Subscriptions Logo Image: H Browse ]
MBS Services
. = Default Theme
[3 Solutions Custom Theme

@ SAPHANA/SAPASE >

2 Connectivity v
Destinations
Cloud Connectors

M Security v
Trust

Authorizations

OAuth

Background Color:

Button Color:
Button Text Color: | #FFFFFF

Save

OAuth URLs

Authorization Endpoint:

Token Endpoint:
End User Ul

Assign the required Integration roles to the OAuth client (with user id in the format oauth_client_<client

ID>).

Configure SAP ERP Destination

An RFC destination is required in the subaccount where SAP Integration Suite is subscribed. Configure
destination with Type as RFC, Proxy Type as On-Premise. Add “Additional Properties” jco.client.ashost,
jco.client.client, jco.client.sysnr

The destination name needs not be ‘ECC’ as in the screenshot below. If a different name is used, then the
same needs to be configured in the SAP Integration flows.

Name

ECC or <ANYNAME>

Note: You can name it as you wish but maintain the destination name in the
integration flow configuration.

10


https://help.sap.com/viewer/0e4dd38c4e204f47b1ffd09e5684537b/Cloud/en-US/33937db3a2fa4f239cfe08b57b4f8e09.html?q=ESBMessaging.send

Type RFC

Proxy Type OnPremise
User <ECC USER>
Password <ECC PASSWORD>

Repository User

Repository Password

Location ID <optional>

Additional Property Name: jco.client.ashost

Value: <abapServerHost>

Name: jco.client.client

Value: <client id>

Name: jco.client.sysnr

Value: <systemNumber>

Configure SAP Cloud Connector

Configure SAP Cloud Connector to enable secure tunnel for the RFC & IDoc calls.
1. Add mapping with RFC protocol and make the following RFC are accessible:

a. RFC_READ_TABLE- This RFCis used to fetch lookup data from specific tables and fields in SAP
ERP. The specific tables and fields have been fixed in the integration flows so that only
required data can be exposed.

b. RFCPING — This RFC is used to check the connectivity to SAP ERP.

2. Add another mapping with HTTPS protocol and enable the IDoc service - /sap/bc/srt/idoc. Also make
sure the IDoc service is enabled in the SAP ERP. (To persist the vendor in SAP ERP, the CREMAS IDoc
is used).

For implementing principal propagation from the integration flow to the SAP ERP, synchronize the IDP in
SAP cloud connector, create the destination of type IDP and import the self-signed CA certificates.

11
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Cloud Connector Administration C ® |@ Administrator

Configuration
USERINTERFACE ~ CLOUD | ONPREMISE | ‘
System Certificate ojlec g £ 9 @ i O®

subject ON: cN-—rc.net, L=[I o-nmm c-us
tssuer: CN={ <. = I O-M C-US
Valid From: Apr 4 11:11:27 2018 EDT

Valid To: Apr 4 11:21:27 2019 EDT

Trust Store + 0 i

~

?)
2

Status Public Keys Actions

Trust store is empty — no access restrictions

In SAP ERP, follow these steps to enable principal propagation

w

Import Cloud Connector (SCC) System certificate in STRUSTSSO2 transaction under SSL Server

Standard. This established the trust between the backend and SCC.

Maintain subject, issuer, cert rule parameter details in default profile — RZ10 transaction.
Create the rule-based mapping using sample X.509 certificate — CERTRULE transaction.

Restart ICM.

Configure SAP ERP

In SAP ERP configure Partner Profiles and Port Configuration for the usage of CREMAS IDoc.

12


https://help.sap.com/viewer/368c481cd6954bdfa5d0435479fd4eaf/Cloud/en-US/24585cc503334e6c917ef383efb5558a.html?no_cache=true

Import, configure and deploy Integration content

This package utilizes Cloud Integration capability within SAP Integration Suite to provide integration between SAP
ERP (or SAP S/4AHANA) and SAP Build Process Automation or SAP Workflow Management.Further details can be
found in dedicated integration guide of the integration package “Vendor Onboarding”.

Setup SAPUIS5 Application

SAPUI5 application deployment

The Vendor Onboarding content package automatically deploys SAPUI5 applications for the user interface
to onboard the vendor and for the approval process.

If you want to make changes to these, see below in chapter Making Custom changes.

Configure SAP Central Fiori Launchpad Site for SAP Workflow Management

If you plan to use SAP Launchpad service, then configure SAP Central Fiori Launchpad Site with Workflow
Applications using help documentation.

Perform the following steps to add the Vendor Onboarding app as a tile in the launchpad site:
e Open SAP Launchpad site manager application.
e Select Content Manager
e Go to Content Explorer tab.
e Under the HTMLS5 apps, search for com.sap.VendorOnboarding
e Select the app from the result and click ‘Add to My Content’ button to include the UI5 component.

e Go to My Content tab, and search for the role to which you want to add the app (for example, the
default role called everyone).

e Click the role from the result table and navigate into it.
e Click the Edit button.

e Search for the app ‘Vendor Onboarding’ and click the + button to assign the app to the role.

< Assignments

ROLE i R
8& E m Assign Items:
veryone
b ‘ Vendor Onboarding X Q |
PROPERTIES ~ TRANSLATION
~  Results (1/1)
General Additional Info Vendor Onboarding
HTMLS Apps @ -'Q:p
Title:* Created:
D Q)

Created By:

13


https://help.sap.com/viewer/6f55baaf330443bd8132d071581bbae6/Cloud/en-US/5486011653694e3ea1890c3f3a8033bc.html
https://help.sap.com/viewer/6f55baaf330443bd8132d071581bbae6/Cloud/en-US/5486011653694e3ea1890c3f3a8033bc.html

e Save the changes to enable the app permission based on user role.

e You can either create a new group and add the Vendor Onboarding app to that group or you can add
the Vendor Onboarding app to an existing group.

Please refer help documentation to know more about configuring start Ul tile on Central Fiori Launchpad.

Limitations

While creating Vendors using CREMAS IDOC there are certain limitations. Below are the Limitations:

e Email Address of the Vendor Created cannot be updated through CREMAS IDoc. For more
information about the limitation and the workaround please refer to the following SAP note:
https://launchpad.support.sap.com/#/notes/1788696

e House Number of the Vendor Created cannot be updated through CREMAS IDoc. For more
information about the limitation and the workaround please refer to the following SAP note:
https://launchpad.support.sap.com/#/notes/384462

Optional: Import Business Rule for Value Help

The SAPUI5 app has multiple fields that requires value help (36 value helps like country, region, currency,
accounting group, withholding tax code, terms of payment, purchasing group, interest cycle, mode of
transport, etc.). Since the value do not change frequently, the values are maintained in a business rule to
make the scenario self-sufficient with minimal dependency to other services.

To setup the rule, download the rule archive from the Sources tab in Manage Packages app and import the
rule project into your Business Rules service. Once the project is imported, modify the decision tables to
add/remove the values as per the values available in your SAP ERP system.

After updating the decision tables, activate the rule project in the following sequence
e Data Objects
e Rule
e Rule Service
e Rule Set
e Project.

After successful activation, deploy each rule service to Cloud Runtime.

If there is already a service (any REST or OData service) available in your landscape, then the same can be
used instead of business rules. Look for value help methods in the controller.js under each HTML5 module.

14


https://help.sap.com/viewer/e157c391253b4ecd93647bf232d18a83/Cloud/en-US/8c4b2fb6f55f41e9801ab53003ff7226.html
https://help.sap.com/viewer/368c481cd6954bdfa5d0435479fd4eaf/Cloud/en-US/de848be89bfa4fb1a570f5b526ba2527.html#/notes/1788696
https://launchpad.support.sap.com/#/notes/384462
https://help.sap.com/viewer/cca91383641e40ffbe03bdc78f00f681/Cloud/en-US/783fa1c418a244d0abb5f153e69ca4ce.html
https://help.sap.com/viewer/cca91383641e40ffbe03bdc78f00f681/Cloud/en-US/783fa1c418a244d0abb5f153e69ca4ce.html
https://help.sap.com/viewer/e157c391253b4ecd93647bf232d18a83/Cloud/en-US/686fc129aa594b75aee879bde0af29ba.html
https://help.sap.com/viewer/0e4dd38c4e204f47b1ffd09e5684537b/Cloud/en-US/0d449b981aad4e19b978d59acaf3f3af.html

Optional: Making Custom changes in SAP Workflow Management

Prerequisite: an account with access to SAP Business Application Studio as well as space developer
permissions in BTP.

The source code for both the process and the SAPUI5-based user interfaces are available as part of the
content package. With this, custom modifications can be implemented to adapt the content for specific
needs.

< SAP Manage Packages v FA
Manage Packages / Vendor Onboarding m
Vendor Onboarding

Qverview Artifacts Documents Sources Tags

+

Eh

Workflow ‘

Name:*

Ul Sources

ID:* workflow
Value help

Description: Sources for the process

Workflow

‘ I File (tar,zip):* MaintainVendorMaster-wor... I

e in Manage Package app, select Sources tab

e select the archive you want to download in the list on the left side

e click on the blue filename behind File (tar, zip) to download the attached source archive
e Import the archive into SAP Business Application Studio

e make any necessary modifications

e Build and deploy the MTA archive, using the space developer credentials

Please refer to the documentation for SAP Business Application Studio, the documentation for Modeling a
Workflow and the documentation for Creating User Interfaces for details.

Optional: Making Custom changes in SAP Build Process Automation

Prerequisite: an account with access to SAP Business Application Studio as well as space developer
permissions in BTP.

The source code for both the process and the SAPUI5-based user interfaces are available as part of the
content package. With this, custom modifications can be implemented to adapt the content for specific
needs.


https://help.sap.com/products/SAP%20Business%20Application%20Studio/9d1db9835307451daa8c930fbd9ab264/8f46c6e6f86641cc900871c903761fd4.html
https://help.sap.com/doc/saphelp_gts10/10.0/en-US/44/ef18755ec165fbe10000000a1553f7/content.htm
https://help.sap.com/doc/saphelp_gts10/10.0/en-US/44/ef18755ec165fbe10000000a1553f7/content.htm
https://launchpad.support.sap.com/

e in Application Lobby, search the package name and select Sources tab

e select the archive you want to download in the list on the left side

e click on the blue filename behind File (tar, zip) to download the attached source archive
e Import the archive into SAP Business Application Studio

e make any necessary modifications

e Build and deploy the MTA archive, using the space developer credentials

Please refer to the documentation for SAP Business Application Studio, the documentation for Modeling a
Workflow and the documentation for Creating User Interfaces for details.
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https://help.sap.com/products/SAP%20Business%20Application%20Studio/9d1db9835307451daa8c930fbd9ab264/8f46c6e6f86641cc900871c903761fd4.html
https://help.sap.com/viewer/e157c391253b4ecd93647bf232d18a83/Cloud/en-US/2d65f7db785d4867a49fe8eec3b040be.html
https://help.sap.com/viewer/e157c391253b4ecd93647bf232d18a83/Cloud/en-US/2d65f7db785d4867a49fe8eec3b040be.html
https://help.sap.com/viewer/e157c391253b4ecd93647bf232d18a83/Cloud/en-US/686fc129aa594b75aee879bde0af29ba.html

